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PREFACE
Financial Technology (FinTech) has brought incredible dynamism as well as new dimensions in
financial services. FinTech opens up new opportunities to reach previously untapped market and
serve large segment of customers with limited physical infrastructure. Mobile Financial Services
(MFS) is one of the finest FinTech innovations in the last decade- reshaping the financial service
delivery models especially in the developing economies. It has enabled the financial service
providers to include the bottom of the pyramid population into formal financial services which was
otherwise impossible.
MFS was launched in Bangladesh in 2011 and gained popularity within a short span of time. Total
number of MFS accounts has crossed the fifty million mark in just six years making Bangladesh one
of the fastest growing MFS markets in the world. It has brought revolutionary changes in local money
transfer services where low income population is the main customer. Other services such as
merchant payment and social benefit disbursement are gaining momentum in recent times.
However, any financial services including MFS are not insulated from potential abuses for illicit
purposes. We have observed several typologies of abuse of MFS in our market. These are unique in
nature compared to other financial services. Culprits are also innovating new techniques of fraud that
make the task of regulators and law enforcement agencies more challenging. Perpetrators have been
seen to use this service to receive and transfer proceeds of crime anonymously. In this context,
Bangladesh Financial Intelligence Unit (BFIU) felt the necessity to conduct a detailed study on the
risks and vulnerabilities of MFS in Bangladesh based on FATF standards by forming a Focus Group
comprising regulators, government agencies and service providers.
The study has not only identified recent trend, typologies and emerging risks but also put forward
policy recommendations to be implemented by BFIU, Bangladesh Bank and other concerned
agencies. It has laid down a clear direction to service providers regarding regulatory expectations on
AML/CFT risk management. I am confident that the Paper would be guiding principles for AML/CFT
regulations and supervision of MFS in the next couple of years.
I would like to urge all the stakeholders, concerned regulatory agencies and service providers to
grasp the maximum benefit of this study. Finally, I extend my heartfelt thanks to the members of the
Focus Group who had done the tremendous and valuable job for the MFS arena.

Abu Hena Mohd. Razee Hassan
Head of BFIU & Deputy Governor
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is strong evidence of abuse of MFS for illegal money remittance (hundi/hawala) in recent times which
is blamed for downward trend of foreign remittance in Bangladesh. However, most of the high risk
elements discussed above can be mitigated through effective regulation, enforcement and
monitoring.
Recent trend of abuse of MFS in Bangladesh has also been analyzed as part of risk assessment. We
have seen several ways of abuse of MFS such as collection of ransom for vehicle theft, abduction/
kidnapping; fraud by promising fake lottery prize, gift, job or hidden treasure from ‘genier badsha’;
marriage with expatriate bride; extortion by the name of top terrorists. In most cases, account with
fake KYC or personal accounts of agents have been used by the criminals. In recent times, we have
observed declining trend of foreign remittance in Bangladesh and DFS based hundi (Digital hundi)
through MFS has been identified as one of the major causes of it. Ample opportunities of virtually
anonymous transaction is contributing significantly for such criminal abuse of MFS.
There are several factors which are contributing for the abuse of m-money in Bangladesh. Agents
acquire and register multiple SIM cards to conduct anonymous transaction (ATr) of the customers.
Customers, having low academic qualification, find it difficult to navigate the mobile menu (in
English language) required to conduct transaction. Customer acquisition based on previous falsely
registered SIM along with lack of unique identification documents for all citizens and ID verification
tools for the MFS providers; and inadequate monitoring mechanism for the agents are contributing
heavily for the abuse of MFS.
3.0 Recommendations to strengthen AML/CFT regulations for MFS in Bangladesh
Based on the analysis of international standards, practices and local circumstances, Focus Group
recommends the following policy options for the regulatory and supervisory authorities of
Bangladesh:
(a) AML/CFT compliance structure for MFS providers
All MFS Providers (MFSPs) should have their own AML & CFT Policy/Manual. MFS companies should
set up a Central Compliance Committee (CCC) headed by a ‘Chief Anti Money Laundering
Compliance Officer’ (CAMLCO). The CCC should consist of at least 5 (five) members who will be
high officials of different departments. Banks, which are providing MFS within their existing
organizational structure, should nominate an AML/CFT Compliance Officer for their MFS operation
and include him in Central Compliance Committee (CCC). The CAMLCO or AML/CFT Compliance
Officer should have at least 5 (five) years of experience on AML/CFT compliance. S/he should ensure
compliance of AML/CFT policies/strategies of the organization. MFSPs which have more than 20
thousand agents or 01 million customers should form a separate AML/CFT Compliance Section/Wing
(or whatever name it may be called) with adequate manpower in addition to CCC. MFSPs should
nominate/appoint appropriate numbers of Field Compliance Officer (or whatever name it may be
called) depending on the organizational structure of its operations who will monitor transactions of
customer, agent and distributor accounts, compliance during account opening and submit STR/SAR,
etc.
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(b) Regulations for personal account
MFSPs should collect sufficient customers’ information as per unique Account Opening Form.
Physical presence of the customer in front of the agent/concern officer of MFSP is necessary except
in permissible exception cases. At least a verifiable photo identification document issued by any
government authority should be collected from the customer and verified by MFSP. The intended
customer should have mobile SIM registered in his name and necessary verification should be made.
Progressive KYC: At least three types of information should be required for opening a MFS account.
Required KYC information are: a) collection of information properly as per prescribed account opening form, b) Collection and verification of government issued photo identity document, c) recent
photograph or real time electronic photograph of the customer, d) SIM registration information, e)
presence of the customer at the customer care point of the MFSP, f) MFS account linked with any
bank account of the customer and, g) biometric information as part of e-KYC. One point shall be
created for each KYC information collected from a customer. If KYC information of an account
receives three (3) points, it will be termed as Level-1 account and four/five (4-5) points recipient will
be termed as Level-2 account and more than five (6-7) point recipients will be termed as Level-3
account. Based on the risk involved due to variation of quality of KYC discussed above, daily and
monthly transaction limit and highest account balance should be determined by Bangladesh Bank.
MFS account can be linked with any existing bank account of the same customer upon request.
Additional KYC should not be required for the Link Account, if both the accounts are operated within
the same bank or with subsidiary of the same bank. Both inward and outward transfer can be done
between bank and MFS A/C. A customer should not operate more than 01 (one) personal account in
a MFS platform. However, an individual may not has a government issued photo identity document
(i.e. age below 18 years) but need an MFS account. In such cases, one of his/her ‘relative’ may
introduce while opening an MFS account and KYC of both persons would be necessary. Non-resident
Bangladeshis and foreign nationals living in Bangladesh may open MFS account with copies of valid
passport and visa.
(c) Regulations for impersonal/merchant/institutional account
Any entity or organization may open MFS account for its operational/business purposes. Information
of the organization and relevant individuals along with specific documents should be collected as per
specific Forms for opening such accounts. Higher transaction in such accounts would require
additional KYC information and those should be linked with a bank account of the organization.
Physical verification of the business premise of the customer along with transaction profile should be
collected. However, MFSP should implement Risk Based Approach (RBA) and take additional
measures as appropriate to monitor transaction in such accounts.
(d) Regulations for agents and distributors
MFSPs should collect information and documents described in specific Forms as minimum
requirements while opening an agent/distributor account. MFSPs should collect NID of relevant
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individuals and trade license of the business premise along with other information/documents. MFSP
should conduct visit of the business premise of the agent/ distributor before appointment and verify
information/documents. Agents should have knowledge and skills to comply with AML/CFT
compliance requirements and at least one day long training should be provided to them. MFSPs
should report rogue customers/agents to Bangladesh Bank and one central depository should be
developed and shared with MFSPs. Any customer/agent blacklisted in the database should not be
appointed as agent/distributor.
Risk assessment procedures for agents and distributors should be developed by the MFSPs based on
volume of business, geographical location, previous records and any other information available to
the MFSP and apply CDD/EDD accordingly. MFSPs should develop automated mechanism for
monitoring of transactions of agent and distributor account and should ensure that every agent point
and distributor office is visited at least once in every year. One agent should not maintain more than
one agent A/C and one personal A/C in his/her name. MFSP should develop operational procedures
in line with circular/guidelines of regulatory/supervisory authorities regarding selection and
monitoring activities of agents and distributors.
MFSPs should develop own policies and procedures to conduct on-site inspections covering at least
5% of the agents in every year. The provider may use “mystery shoppers”—staff of the provider who
may visit agents and pretend to be regular customers to test the agent’s integrity and competence in
carrying out its roles. The CCC should review the inspection reports and submit a summary report to
BFIU annually.
(e) Transaction monitoring mechanism
MFSPs should develop automated system based monitoring mechanism for analysis of transactions
and identification of suspicious transactions. If any transaction is found to be suspicious, STR/SAR
should be submitted to BFIU immediately. MFSPs should adopt Risk Based Approach (RBA) for
transaction monitoring based on risk assessment. While conducting risk assessment, geographical
locations, nature of customers and agents, quality of KYC information, previous records of MFS
abused etc. should be taken into consideration along with any indicators informed by BFIU. Based
on the risk assessment, transaction monitoring tools and procedures should be developed.
(f) Prevention of anonymous transaction and digital hundi
Ensuring presence of the customer at agent point during Cash In and Cash Out is the most important
tool to prevent anonymous transaction (ATr) as well as some other types of abuse of m-money, such
as DFS based hundi (digital hundi). When sender’s and/or beneficiary’s information is absent in any
transaction trail, there are high risks of abuse of such transactions by criminals. A criminal will
certainly be encouraged if s/he knows that nobody can identify her/him after fraud/crime. To mitigate
such risks, biometric authentication (as part of e-KYC) of customer during Cash In and Cash Out transaction are the most effective tools to ensure presence of customer at the agent point. Implementation
of biometric identification and authentication for financial inclusion customers in phase should be
considered.
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Alternatively, MFSP should develop/establish functionality so that customer’s name appear in the
agent’s device from the MFSP’s database after account number is entered by the agent during Cash
In and Cash Out. The customer shall be present in the agent premise and will show a photo ID
document to the agent. The name of the customer in the ID document and customer’s name as
appeared in the agent’s device must be matched along with photo of the ID document with
customer’s appearance. MFSPs should inspect their agent points as mystery shoppers to identify
agents’ misconduct/noncompliance and agency agreement should be cancelled in appropriate cases.
(g) Other recommendations
Field compliance officers, distributors and agents should follow the procedures set by MFSPs to identify and report suspicious transactions/activities. Service providers may consider a toll free AML/CFT
related hotline for agents and distributors and provide incentives to encourage them for submission
of STR/SAR. MFSPs should provide training to their staffs, agents and distributors on ML/TF issues.
MFSPs should also take awareness programs on a regular basis to aware customers, agents and
distributors regarding AML/CFT issues. The Focus Group has also developed unique Account
Opening Forms for personal a/c, impersonal a/c, agent & distributor a/c and format for transaction
profile.
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CHAPTER 1
AML/CFT Regulations for Mobile Money :
Global Standards & Practices
1.1 Introduction
Access to financial system by the lower segment of the society is assumed as one of the seminal steps
to establish a poverty free equitable society. Serving the poor through Mobile Financial Services
(MFS) is a much-praised agenda in the global development forum. Bangladesh is playing flagship role
in using this vehicle to expedite investment activities of the poor through quick delivery of financial
resources.
Mobile money was introduced in Bangladesh in 2011 and earns rapid growth within a very short
period of time. The total number of registered clients was 41.08 million and daily average number
and value of transaction was 4.46 million and BDT 7,737.90 million respectively as on December,
2016. The service is now even available to the poorest segment of the population and mainly serves
as low value domestic money transfer system. Other types of services are also expanding slowly.
However, due to rapid growth of the service in a very short period of time, accompanied by reliance
on new technology and agent network, risk management has not been well developed in MFS
compared to other financial services. As a result, Bangladesh has been experiencing abuse of MFS for
criminal purposes like some other developing markets. Many types of offences have been reported to
the concerned agencies and many incidents have also been surfaced in the media reports in recent
times. For these reasons, it became urgent to act from the regulatory and supervisory authorities to
guide the sector appropriately, so that it cannot be abused further.
To this end, Bangladesh Financial Intelligence Unit (BFIU) has formed a Focus Group with
participation from the key stakeholders and industry practitioners. The Focus Group has developed
this study paper on global standards and practices related to Anti Money Laundering and Combating
Financing of Terrorism (AML/CFT) regulations for Mobile Financial Services (MFS) to find lessons for
Bangladesh including recommendations. The recommendations are aimed for the consideration of
Bangladesh Financial Intelligence Unit (BFIU), Bangladesh Bank and other relevant authorities to
promote an effective supervisory regime for mobile financial services in the country.
1.2

Structure of the study paper

This study paper has been divided into three chapters. Chapter 1 discusses the global standards
related with ML/FT regulations of MFS. It mainly focused on FATF Recommendations which have
special relevance with MFS and how those are implemented by some other countries. Several case
studies are also included to depict the examples of other jurisdictions.
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Chapter 2 describes the recent trend about abuse of m-money for criminal purposes in Bangladesh.
Many types of abuse of m-money have been observed in recent years and most common types are
discussed in this chapter. Moreover, some case studies are also included to understand the innovative
techniques used by the criminals.
Chapter 3 focuses on the key learning and recommendations for Bangladesh. After reviewing the
discussions of previous two chapters, key learning has been identified. Based on the learning and
intense discussion in the Focus Group, some recommendations have been adopted which are
expected to be implemented by the concern agencies and MFS providers.
1.3 Integrity risk in mobile money operations
The abuse of m-money could stem from four major risk categories: anonymity, elusiveness, rapidity,
and poor oversight. Whereas the first three risk categories may be inherent in the operation of the
m-money business model, poor oversight could create conditions that increase the likelihood of
abuse emerging from the other three risk factors.1
i) Anonymity
Anonymity in the context of m-money refers specifically to the risk that a criminal may gain access to
m-money using a false name or may be allowed to access the services by not disclosing his identity
to the service provider. If identification processes are absent, criminals are able to access to m-money
with ease. If identification is undertaken, but verification processes deliver weak authentication, it is
easier to commit identity fraud successfully. Regarding many of the current m-money programs, there
are two main reasons for which verification processes may not be robust:
1.

Responding to the needs of the country, national regulations governing the m-money model
allow non–face-to-face verification.

2.

The country’s verification infrastructure (for example, availability of reliable national
identification documentation and electronic databases with identification and profiling data
on all residents) is weak.2

ii) Elusiveness
Elusiveness may exist in the use of m-money to facilitate money movements. Mobile phone “pooling”
in poorer communities where few mobile phones are used to serve hundreds of villagers or the
delegation of personal assistant to use mobile of his/her superior in an office environment or mobile
SIM registered in the name of parent, but used by other family members are the examples of
elusiveness. If mobile money transactions are conducted through those mobile phones, identification
of beneficial owner would be difficult as registered customer and actual beneficiary are totally
different persons. In such cases, the actual beneficiary may abuse mobile money account in disguise
of the registered user.
1
2

‘Protecng Mobile Money against Financial Crimes’, The World Bank (2011), P.33
ibid, p.33
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iii) Rapidity
The convenience of m-money programs—the ability to use them quickly and practically anywhere at
any time- makes layering much easier than in traditional transfer methods that can require
face-to-face interaction with bank personnel at each step. A criminal sitting in one spot with several
phones in hand could easily move funds across multiple m-money accounts.
iv) Poor oversight
The risk of poor oversight has emerged because current and emerging m-money programs may fall
outside AML/CFT regulations in some countries together with confusion about determining right
government authority to oversee m-money. World Bank research found that national regulators and
supervisors are struggling to understand and assess the actual risks (including those from ML/TF)
stemming from such technologies.3
The Groupe Spécial Mobile Association (GSMA) has also identified potential vulnerabilities for risk
categories at each stage of a mobile money transaction:
Sample exploitation of vulnerabilities at each stage

General risk
factors
Anonymity

Elusiveness

Rapidity

Lack of
oversight

Loading

Transferring

Multiple accounts can

Suspicious names cannot be

Allows for cashing out of

be opened by criminals

flagged by system, making it a

illicit or terrorist-linked funds.

to hide the true value

safe-zone for known

of deposits

criminals and terrorists.

Criminals can smurf

Criminals can perform

Smurfed funds from multiple

proceeds of criminal

multiple transactions to confuse

accounts can be withdrawn at

activity into multiple

the money trail and true origin of

the same time.

accounts

funds.

Illegal monies can be

Transactions occur in real time,

Criminal money can be

quickly deposited and

making little time to stop it if

moved through the system

transferred out to

suspicion of terrorist financing or

rapidly and withdrawn from

another account.

laundering.

another account.

Without proper oversight, services can pose a systemic risk.

Source: GSMA Risk Assessment Methodology (2010)

3

Withdrawing

‘Protecng Mobile Money against Financial Crimes’, p. 38, The World Bank (2011).
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1.5.2 CDD measures – customer identification
The FATF Recommendations allow countries’ laws or regulations to apply Risk Based Approach
(RBA) to the types of customer information that must be collected to start a business relationship.
A carefully balanced approach has to be taken, because if identification processes are too lean,
monitoring may make a limited contribution to risk mitigation, and manual or electronic
scanning of transactions may not be able to identify individual suspicious activity effectively. In
some countries, differentiated CDD requirements have been introduced, in relation to certain
types of financial products. For instance in Colombia, simplified AML/CFT procedures for
low-value electronic accounts and mobile accounts that are opened via agents (who receive and
forward the application materials) has been introduced in 2009.8
1.5.3 CDD measures – verification of customer identification
The FATF Recommendations require financial institutions to verify the customer’s identity using
reliable, independent source documents, data or information. When determining the degree of
reliability and independence of such documentation, countries should take into account the
potential risks of fraud and counterfeiting in a particular country.9
On the other hand, rigorous verification requirements can act as a disincentive for financial
inclusion. Using an RBA, local authorities have often allowed a broader range of documentation
in pre-defined types of business relationships and for specific (financial inclusion) products and
accounts, with low balance limits. Countries should take advantage of the RBA to facilitate
proportionate requirements with regard to acceptable IDs that will support the provision of
relevant services to un-served groups.10
Amongst the examples of simplified CDD measures in INR. 10 para. 21, the verification of the
customer’s (and beneficial owner) identity after establishment of the business relationship is
envisaged, i.e. if account transactions rise above a defined monetary threshold. As part of a tiered
CDD approach, customers can be provided with limited and basic services, and access to a full
or expanded range of services or higher transactions ceilings would only be granted once full
identity verification has been conducted.11 This flexible approach for limited purpose accounts,
where verification is postponed but not eliminated, allows clients to get access to basic products
with limited functionalities and for low value transactions.
8
9
10
11

‘An-money laundering and terrorist ﬁnancing measures and ﬁnancial inclusion’, FATF (2013), para.76
ibid, para. 77
ibid’, para. 80
ibid, para. 84
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1.5.4 CDD measures - identification in non face-to-face scenarios
INR.10, par.15 of the new FATF Recommendations identifies non-face-to-face business
relationships or transactions as examples of potentially higher risk scenarios. The absence of
face-to-face contact may indicate a higher ML/TF risk situation. If customer identification and
verification measures do not adequately address the risks associated with non-face-to-face
contact, the ML/TF risk increases, as does the difficulty in being able to trace the funds. While
monitoring and reporting mechanisms can be put in place to identify suspicious activity, an
absence of CDD increases the difficulty for the service provider to do so. For example, this
impacts on the ability of the service provider to identify instances of customers holding multiple
accounts simultaneously.12
In the new technology/business practices/financial inclusion context, it is worth noting that the
FATF Recommendations (INR.10, par.11) allow financial institutions in non-face-to-face
scenarios to verify the identity of the customer following the establishment of the business
relationship (and not before or during the course of establishing a business relationship) when
essential to not interrupt the normal conduct of business and provided that the money laundering
risks are effectively managed.13
1.5.5 CDD for legal persons
The FATF requirements regarding CDD for legal parson (INR.10, para.5) are particularly relevant
to merchants/institutional customers of the digital financial services providers. Financial
institutions are required to identify and verify the customer, and understand the nature of its
business, and its ownership and control structure to prevent the unlawful use of legal persons
and arrangements. By gaining a sufficient understanding of the customer financial institutions
will be able to properly assess the potential money laundering and terrorist financing risks
associated with the business relationship and to take appropriate steps to mitigate the risks. These
also include identification of the beneficial owners of the customer and take reasonable
measures to verify the identity of such persons.
1.5.6 Reliance on identification and verification already performed
The CDD measures set out in Recommendation 10 do not imply that financial institutions have
to repeatedly identify and verify the identity of each customer every time that a customer
conducts a transaction. An institution is entitled to rely on the identification and verification steps
that it has already undertaken, unless it has doubts about the veracity of that information.14
Examples of situations that might lead an institution to have such doubts could be where there is
12

‘Guidelines for a risk based approach: Prepaid cards, mobile payments and internet-based payment services’, para. 40-41,
FATF (2013).

13
14

ibid, para. 92
FATF Recommendaons (2012), INR.10, para. 10.
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a suspicion of money laundering in relation to that customer, or where there is a material change
in the way that the customer’s account is operated, which is not consistent with the customer’s
business profile.
The requirement stated above has particular relevance with money remittance services. When
such service is provided to existing customers of the financial institution, CDD measures should
not be required while conducting each transaction. Because, CDD measures has already been
done while establishing business relationship. But, when remittance service is provided in one
off basis and is not required to open an account, CDD measures are required while conducting
each transaction. In such cases, extend of CDD measures shall depends on risk involved.
1.5.7 CDD of existing customers
Financial institutions should be required to apply CDD measures to existing customers on the
basis of materiality and risk, and to conduct due diligence on such existing relationships at
appropriate times, taking into account whether and when CDD measures have previously been
undertaken and the adequacy of data obtained.15 This requirement is particularly relevant when
rapid customer uptake is observed by digital financial services and branchless banking in the
developing world using agents with minimum CDD requirements. If customers request for more
functionalities or new kind of risk emerges, financial institutions should review the CDD of such
customers.
1.5.8 CDD measures based on business relationship
The RBA would allow financial institutions in appropriate circumstances (i.e., with respect to
particular types of customers or services/products) to infer the purpose and nature of the
business relationship from the type of account established and transactions conducted, instead of
collecting specific information and carrying out specific measures intended to satisfy this
obligation (INR 10, par. 21).
1.5.9 Enhanced Due Diligence (EDD) if ML/TF is suspected
Under INR 10.21, simplified CDD measures will not be applicable if there is any suspicion of
money laundering, or terrorist financing. Neither are they applicable where specific higher-risk
scenarios apply. So, CDD measures designed for lower risk products should therefore be
required enhanced due diligence measures where such suspicions may be harbored or where
higher-risk scenarios are encountered. For example, Mobile Financial Services (MFS) has been
launched in many developing countries in recent years with simplified CDD as a financial
inclusion product. If it is observed that the service is being abused, service providers should be
required to perform enhanced due diligence measures in appropriate cases.
15

FATF Recommendaons (2012), INR.10, para. 13.
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1.5.10 CDD measures - conducting ongoing due diligence and monitoring
Monitoring refers to manual or electronic scanning of transactions based on certain parameters,
such as source or destination of transaction, its value and nature, names of clients and
beneficiaries, geographical location, etc. The scanning process may flag a number of transactions
for internal investigation and the investigator will typically require more information about the
client and the transaction before a reasonable conclusion.
The degree and nature of monitoring by a financial institution will depend on the ML/TF risks that
the institution faces. In applying an RBA in monitoring, financial institutions and their regulatory
supervisors must recognize that not all transactions, accounts or customers will be monitored in
the same way. The degree of monitoring will be based on the identified risks associated with the
customer, the products or services being used by the customer and the location of the customer
and the transactions.16 Technology-based service models often offer greater ease of monitoring,
and this should be particularly considered by countries in a financial inclusion context.
Monitoring under an RBA allows a financial institution to create monetary or other thresholds
below which an activity will receive reduced or limited monitoring. Defined situations or
thresholds and monitoring system should be reviewed periodically. Some form of monitoring,
whether automated or manual, a review of exception reports or a combination of screening
criteria, is required in order to detect unusual and hence possibly suspicious transactions.
However, if little CDD is undertaken, so that the financial institution lacks a sufficient range of
available information, manual or electronic scanning of transactions may not be able to deliver
significant benefit.17
1.5.11 CDD measures – the specific case of wire transfers
In addition to CDD requirements, wire transfers are subject to specific rules relating to the
customer/originator and beneficiary to ensure full transparency throughout the payment chain
(Recommendation 16). Countries may adopt a de minimis threshold (no more than USD/EUR
1000), below which reduced information requirements can be applied (INR 16).
1.6 Record-keeping requirements
Under Recommendation 11, financial institutions should maintain records of all domestic and
cross-border transactions (including occasional transactions) and identification data obtained through
the CDD process for at least five years after the transaction or the business relationship is ended. The
record keeping requirement is not dependent on risk levels and it is fully applicable to the CDD,
transaction and other information collected, whatever the range of this information (INR. 16).
16
17

‘An-money laundering and terrorist ﬁnancing measures and ﬁnancial inclusion’, para. 97, FATF (2013).
ibid, para. 102
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Under the FATF Recommendations, the record keeping requirement does not require retention of a
photocopy of the identification document(s) presented for verification purposes; it merely requires
that the information on that document be stored and kept for five years. A number of countries, such
as the United States, Australia and Canada, have considered, but rejected, imposing photocopying
obligations on their regulated institutions for a number of reasons: for example, the photocopies
could be used to commit identity fraud; their retention may breach privacy laws and they may reveal
information about the client that could form the basis of discriminatory practices, such as the refusal
of credit facilities.18
Depending on the size and sophistication of a mobile provider’s record storage, the following record
retention techniques are also acceptable and can constitute a valid alternative to hard copies19:
• Scanning the verification material and holding it electronically
• Keeping electronic copies of the results of any electronic verification checks
• Recording reference details (particularly useful in the context of mobile banking
where m-money agents are often simple corner shops), including
° any reference numbers on documents or letters,
° any relevant dates, such as dates of issue, expiration, or writing,
° details of the issuer or writer,
° all identity details recorded on the document.

Case Study
In Malawi, when a potenal customer does not have the requisite documentaon, a close relave
(brother or sister) can submit his or her reference (passport details) in support of an applicaon by the
person who does not have the necessary documentaon. Also, the use of biometrics in the CDD process
helped tackle idenﬁcaon challenges.
1.7

Suspicious transactions reporting

FATF Recommendation 20 stipulates that if a financial institution suspects or has reasonable grounds
to suspect that funds are the proceeds of a criminal activity or are related to terrorist financing, it
should be required to report the incident promptly to the country’s Financial Intelligence Unit (FIU).
This obligation applies to all financial institutions that are subject to AML/CFT obligations, including
those that serve disadvantaged and low income people. The implementation of such a requirement
requires financial institutions to put in place appropriate internal monitoring systems to identify any
unusual behaviour.
The RBA is, however, appropriate for the purpose of identifying potentially suspicious activity, for
example, by directing additional resources at those areas (customers, services, products, locations
etc.) that a financial institution has identified as higher risk. A financial institution should also
18
19

ibid, para. 110
‘Protecng Mobile Money against Financial Crimes’, The World Bank (2011), P.86
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periodically assess the adequacy of its system for identifying and reporting suspicious transactions.20
Detecting patterns of suspicious activity among thousands of low-value transactions in m-money (due
to transaction limit imposed) will not be easy, given the current approaches to detecting suspicious
transactions. In practice, suspicions are often triggered by “large and complex” transactions, not by
micro or nano operations.21 In the context of m-money, customer profiling, automated monitoring of
transaction and internal control are the key to identify suspicious transaction.
1.7.1 Customer profiling
Customer profiles are usually built by the provider, using information gathered at the time of
customer acquisition, and they are subjected to ongoing modification. Data collected by providers
may include the customer’s income level, transaction history, and type of services and channels
frequently used. This information may be used by m-money providers to identify any unusual
transaction patterns.22
1.7.2 Automated monitoring and internal controls
The information systems of m-money operators may also support sophisticated monitoring and
internal control systems. They normally have automated controls embedded in information
technology systems and supported by some manual controls. This is particularly relevant to
AML/CFT risk mitigation because automated controls can quickly scan the name, date of birth,
and other relevant identification information and compare the data with various UNSCR lists and
others of its kind. The more information received by the m-money provider during the initial
customer profiling stage, the better a provider’s monitoring and internal control systems can work
to monitor customer activities and transactions and to compare those transactions with the initial
customer profile.23
1.8 The use of agents to carry out AML/CFT functions
The use of non-bank agents to distribute financial services is part of an increasingly popular model
for financial inclusion in many countries. The financial institution grants authority for another party,
the agent, to act on behalf of and under its control to deal with a client/ potential client. In these
branchless banking and mobile money business models, agents are viewed by the FATF as simply an
extension of the financial services provider, and consequently, the conduct of CDD by these agents
is treated as if conducted by the principal financial institution. The customers themselves generally
view the retailer as a point of access and as a representative of the principal financial institution. 24
20
21
22
23
24

‘An-money laundering and terrorist ﬁnancing measures and ﬁnancial inclusion’, FATF (2013), para. 113-114.
ibid, p.90
‘Protecng Mobile Money against Financial Crimes’, p. 51, World Bank (2011)
ibid, p.52
‘An-money laundering and terrorist ﬁnancing measures and ﬁnancial inclusion’, FATF (2013), para. 119

26

AML/CFT Regulaons for Mobile Money : Policy Opons for Bangladesh

Case study: Oversight of agents
In Kenya, Safaricom requires retail outlets to pass an AML test to ensure their familiarity with
integrity issues and procedures. Zain, another MFS provider, veriﬁes the business permits of retail
outlets through lawyers and notaries, and it performs random on-site visits by “mystery
shoppers”.
In Peru, ﬁnancial instuons are obligated to train their retail outlets on KYC and other CDD
obligaons.
In the Philippines, Globe Telecom requires all retail outlets to undergo an accreditaon process
led by a commiee comprising representaves from its ﬁnance, legal, business operaons, and
informaon technology departments.
In the Russian Federaon, payment agents are required to register with the Federal Financial
Monitoring Service (FFMS) for AML purposes and to have their internal control rules approved by
FFMS before accepng payments. In addion, all transacons processed by retail outlets go
through the operator’s informaon technology system and will be subject to AML/CFT rules.
In Zambia, the central bank reviews applicaons to ensure that retail outlet personnel are
adequately trained in front-end procedures (including KYC) and allows the provider to monitor its
retail outlets.30
1.8.5 Specific requirements for MVTS agents
FATF defined an agent as any natural or legal person providing Money or Value Transfer Service
(MVTS) on behalf of an MVTS provider, by contract with or under the direction of the MVTS
provider (R.14). FATF requires that any natural or legal person working as an agent of an MVTS
provider is either licensed or registered by a competent authority, or alternatively, the MVTS
provider (the principal) is required to maintain an updated list of agents which must be made
accessible to the designated competent authorities in the countries in which the MVTS provider
and its agents operate, when requested.
1.9 Requirements for new products and technologies
FATF Recommendation 15 requires that countries and financial institutions identify and assess the
specific risks that may arise in relation to the development of new products and new business
practices, including new delivery mechanisms, and the use of new or developing technologies for
existing and new products. This requirement is particularly important for digital financial services, as
basic foundation of this service is technological innovation which changes very rapidly.
In the case of financial institutions, such a risk assessment should take place prior to the launch of the
new products, business practices or the use of new or developing technologies, and they should
30

‘Protecng Mobile Money against Financial Crimes’, World Bank (2011), p.98
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Among those countries that have applied a risk-based approach, the most common approach has
been to relax the verification controls on low-value transactions or products. These approaches have
significantly limited the impact of AML on access to financial services.

Case Study : progressive KYC/CDD approach
In Mexico, the AML/CFT legal framework recognizes three categories of accounts that allow diﬀerent
levels of KYC and CDD requirements. Mobile accounts may fall into either of these categories:
• “low-transacon accounts” (Mex$8,720 or 2,000 UDI [inﬂaon-indexed units] in monthly
deposits): under this category, clients’ ﬁles should contain the full name, birth date, and
address and must be integrated and saved.
• “low-risk accounts” (Mex$174,400 or 40,000 UDI in monthly deposits and withdrawals): under
this category, clients’ ﬁles contain complete data related to the client and must be integrated
and saved.
• “unlimited accounts”: under this category, clients’ ﬁles contain complete data related to the
client and copies of the documentaon to be integrated and saved.34
In South Africa, Guidance Note 6/2008 on mobile banking allows customers to register for mobile
banking service by opening their bank accounts remotely, using their mobile phones. This means that
there is no need to go to a bank branch inially, provided that a customer is a natural person who is a
cizen of or resident in South Africa and who has a valid South African identy number; and provided
that transacon and account limits are observed. The client is idenﬁed, and reasonable steps are
taken to verify the person’s idenﬁcaon details (especially comparing the client’s personal data to a
third-party database with oﬃcial data). The client, therefore, may start using the mobile banking
service by transacng small amounts without going to a bank branch to provide an address. Clients
who wish to exceed the strict transacon limits that are imposed under Guidance Note 6/2008, can
submit themselves to the more comprehensive idenﬁcaon and veriﬁcaon requirements. In this
case, the client must normally provide documentary proof of identy in the form of an idenﬁcaon
card or number; residenal address/ parculars do not need to be obtained or veriﬁed. Clients may
migrate from the above limited funconality products to standard products that are not subject to
account and transacon limits by undergoing face-to-face idenﬁcaon and veriﬁcaon processes
and providing documentary proof such as their idenﬁcaon cards or numbers and proof of
address.35 This approach, therefore, is proporonate to risk because the idenﬁcaon requirements
become more onerous as the transacon sizes—and the related risk—increase.
34
35

‘Protecng Mobile Money against Financial Crimes’, World Bank (2011), p. 79
de Koker, Louis. 2009. “The Money Laundering Risk Posed by Low-Risk Financial Products in South Africa: Findings and
Guidelines.” Journal of Money Laundering Control 12 (4): 323–39.
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vii) Promote a collaborative, step-by-step approach between financial regulators and
industry. A successful regulatory outcome requires a participatory approach among
all stakeholders—especially the regulators, the banking supervisors, the banking and
telecommunications industries, and the national authorities responsible for AML/CFT
issues.
1.12.2 Issuing guidelines for m-money providers
i)

Issue clear and well-articulated AML/CFT guidelines for m-money services. Clear
regulatory guidelines for m-money providers have proved helpful. Guidelines are
useful to bring clarity to AML/CFT legislation and national and international
standards, particularly in cases in which laws were adopted recently. Guidelines for
m-money providers can provide information on appropriate ways to interpret
obligations and implement AML/CFT policies. It often extends to AML/CFT risk
assessments, the design of CDD measures, recordkeeping requirements, suspicious
transaction reports (STRs), and maintenance of an adequate level and mix of expertise
through staff training.

ii)

Implement guidelines through ongoing collaboration and dialogue between the
public and private sectors. This will enable the regulator to ensure guidelines that
are practical, effective, and clear to all relevant stakeholders. Such engagement will
also foster discussion on how best to effectively implement and enforce the
guidelines internally within the m-money provider.

iii) Customize guidelines to specific local circumstances and conditions considering the
financial infrastructure of the country (both formal and informal sector), number of
unbanked population with demographic composition, etc.
1.12.3 Regulating agents
During World Bank fieldwork (2011), it was particularly noticeable that authorities and
providers alike were struggling to determine the correct and most appropriate status of
agents under the AML/CFT supervisory regime. World Bank Report40 suggested national
authorities to consider taking the following steps to design an appropriate AML/CFT
regulatory framework in relation to m-money agent networks which covers the
following requirements:
i)

40

Clear delineation of responsibilities between providers and agents: Agents should be
seen only as representatives or functionaries of the providers who ultimately bears the
responsibility for AML/CFT. Therefore, agency or outsourcing relationships should be
contractually established and defined in formal contracts between the agents and the
provider.

‘Protecng Mobile Money against Financial Crime’, World Bank (2011), p.114-118
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ii)

Know your agents: Provision should be made to require that CDD be carried out on
agents prior to engaging them. The level of trust that m-money providers invest in
their agents is often determined by how well they know them. The provider,
however, should be allowed to perform such know-your-agents measures on a risk
basis.

iii) Ensure that agents undertake AML/CFT obligations: It is advised to clearly specify the
AML/CFT duties delegated to the retailers in the business agreements. Agents may be
entrusted to perform some AML/CFT checks, including know-your-customer (KYC)
checks and record keeping. In addition, it is possible to entrust retail outlets with the
duties of conducting ongoing monitoring of transactions and reporting of suspicious
activities to the provider. But, the main monitoring obligations shall be rest on the
provider.
iv) Establish mechanisms to scrutinize agents: Agents should be subject to appropriate
monitoring to ensure that they comply with AML/CFT obligations delegated to them
by the provider. As a result, the contract between the provider and an agent should
give the provider the right to audit the agent’s performance of its obligations. For
example, the provider may wish to use “mystery shoppers”—staff of the provider who
visit agents and pretend to be regular customers to test the agent’s integrity and
competence in carrying out its roles. The provider’s policies, procedures, training,
and monitoring of agents should be scrutinized, in turn, by the supervisor. To that
end, supervisors are advised to perform on-site visits in a sample of agents to
determine whether the provider is performing the required functions correctly with
regard to its network of agents.
v)

Create an AML/CFT telephone hotline: Because agents are playing a central role in
the customer interface and are tasked with several AML/CFT duties, providers may
wish to create a hotline for AML/CFT purposes that would be accessible only to their
agents. In case of difficulties, the agents would seek assistance and guidance on
issues related to customer identification or unusual operations, among other matters.

vi) Draft clear agent regulations or guidelines: The issue of agent is one of the most
contentious and difficult aspects of the regulation of m-money. The regulators should
consider drafting agency regulations or guidelines that delineate minimum
provisions to be included in agency agreement, basic eligibility criteria, technical
and operational requirements, limits of transaction, customer authentication
procedures and agent network management, etc.
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Serial
9
10
a)
b)
c)
d)
e)
f)
g)
h)
i)

Description

Dec/2015

Average daily transaction volume (in million taka)
Additional information
Inward Remittance
Cash In transaction
Cash Out Transaction
P2P transaction
Salary Disbursement (B2P)
Utility Bill Payment (P2B)
Merchant Payment
Government Payment
Others

Dec/2016

Dec/2017

5,374.90
7,737.90
9,217.00
Amount (in million taka)
42.5
81.2
46.0
68,299.2
100,164.4
120,279.0
59,311.0
90,463.3
108,947.0
27,508.4
33,682.1
44,252.0
1,541.5
2,348.5
4,054.0
1,091.2
1,813.4
1,847.0
--1,300.3
--1,282.1
3,454.3
3,583.9
3,705.9

2.2 Risk assessment of m-money in Bangladesh context
FATF has developed a risk matrix for new payment products and services (NPPS), which helps to
identify the risks associated with any types of individual NPPS. FATF suggested not considering the risk
factors listed in the matrix one-by-one, but the risks, risk mitigations and functionality of a particular
NPPS to considered together to determine whether the product poses a high or low ML/TF risk. Based
on the risk matrix of FATF, such a matrix47 has also been developed for MFS of Bangladesh considering
the existing business model and regulation:
Criteria

Low risk factors

Bangladesh
context

Risk
grading

Identification

Anonymous

Customers are
identified

A/c opened with
customer’s
identification
document

Low

Verification

Customer’s identity
is not verified on the
basis of reliable,
independent source
documents, data or
information

Customer’s identity
is verified on the
basis of reliable,
independent source
documents, data or
information

Verification is
mostly absent yet

High

Monitoring

None

Ongoing monitoring
of business
relationships

Due to inadequate
KYC & large
number of micro
transaction,
effective monitoring
absent yet

High

CDD

47

High risk factors

The risk matrix has been taken from “Guidelines for a RBA: Prepaid Cards, Mobile payments and Internet
based payment services”, FATF(2013) and modiﬁed to assess ML/TF risks of MFS market of Bangladesh.
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Criteria
Record keeping

Value
limits

High risk factors

Low risk factors

Bangladesh
context

Risk
grading

Electronic
transaction records
retained and
accessible to LEA
upon request

Transaction records
are retained and
accessible to LEA

Low

Max. amount
No limit
stored on A/C or
A/C per person

Amount limit

Regulation and
enforcement are
present

Low

Max amount per No limit
trans. (inc.
loading/
withdrawal
transactions)

Amount limit

Do

Low

Max. transaction No limit
frequency

Transaction limit

Do

Low

Electronic
transaction records
are generated, but
not retained or not
made accessible to
LEA upon request

Method of funding

Anonymous funding
source (e.g. cash);
also multiple
sources of funds,
e.g. third parties

Funding through
accounts held at a
regulated financial
or credit institution,
or other identified
sources which are
subject to adequate
AML/CFT obligations
and oversight

Cash In transaction
is dominant. Bank
a/c to MFS a/c
transfer yet very
low. Anyone can
Cash In to a/c of
others.

High

Geographical limits

Transfer of funds or
withdrawal across
national borders

Transfer of funds or
withdrawal only
domestically

Evidence of serious
abuse of MFS for
digital hundi.

High48

Negotiability
(merchant
acceptance)

High number of
accepting
merchants/point of
sale (POS)

Few accepting
merchants/POS

Merchant payment
is yet low

Low

Utility

p2b, b2b, p2p,
online usage
possible

p2b, b2b, online
usage possible, but
no p2p

p2p is dominant;
p2b, b2b, online
transaction is yet low

High

Withdrawal

Anonymous and
unlimited withdrawal (e.g. cash through
ATMs)

Limited withdrawal
options (e.g. onto
referenced accounts
only); limited
withdrawal amounts
and frequency

Limited amount &
frequency of
withdrawal

Low

Usage
limits

48

There is evidence of abuse of MFS for illegal money remiance (hundi) as described in paragraph 2.5.8. Thus, MFS of
Bangladesh is crossing domesc boundaries and treated as high risk.
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Segmentation of services

Criteria

High risk factors

Low risk factors

Bangladesh
context

Risk
grading

Interaction of
service
providers

Several independent
service providers
carrying out individual steps of the
transaction without
effective oversight
and coordination

Whole transaction
carried out by one
service provider

MNOs provide
USSD channel only,
rest steps of
transaction
conducted by MFS
providers

Low

Outsourcing

Several singular
steps are
outsourced;
outsourcing into
other countries
without appropriate
safeguards; lack of
oversight and clear
lines of
responsibility

All processes
completed in-house
to a high standard

All processes are
mostly completed
in-house.

Low

Based on the risk analysis above, we can observe that few high risk factors are inherent for mobile
money (e.g. Cash In, p2p transfer) which cannot be eliminated, but other high risk factors can be
mitigated through enhance regulation and monitoring (e.g. CDD verification and monitoring,
maximum number of account per customer, etc.). So, the Chapter 3 of this Study Paper focuses on
risk mitigation through changes in existing regulation, enhance monitoring and encouraging low risk
business practices, etc.
2.3 Underlying causes of abuse of MFS in Bangladesh
Based on the analysis of MFS related complaints/cases received by different agencies and research
findings, the following key factors have been identified which are contributing for the abuse of
m-money in Bangladesh:
a) Agents acquire and register multiple SIM cards and thus mobile money accounts to use them
for transactions. As a result, customers do not need a registered mobile account and
transactions can be made anonymously. Moreover, customers see registration as an
unnecessary step to take when service can be easily obtained without registering.
b) People prefer agents as they find it difficult to navigate the mobile menu required to conduct
transaction. The mobile menu is in English which makes it difficult for customers, having low
academic qualification, who are not well conversant in English.
c) KYC of mobile phone SIM was not accurate largely before 2016 and most of MFS accounts are
based on those inaccurately registered SIMs. However, bio-metric registration of mobile SIMs
has been completed in 2016 and customer information of MFS account need to be updated
accordingly.
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call recipient just need to top up Tk. 25 to the caller’s mobile number as the ‘genie’ made the
super-natural communication through mobile phone of a human and made financial loss to him.
Ninety nine out of 100 recipients, of course, simply ignore the caller. Then the genie starts
delivering sermons to that rare believer time to time. By and large, people from rural areas,
mostly women, become victims of such genie. The crime starts with a fraudulent call but mostly
continues with threat and extortion. The genie claims that victim herself or her son or husband
or other important family member will instantly die, if she fails to comply genie’s order or if she
informs it to anybody else before receiving the jar- full of gold coins. The ‘genie’ trapped the
victims and in many previous cases, they paid the ‘genie’ even by stealing or selling their own
properties. A northern district of Bangladesh is infamous to run such ‘genie’ business, where
rickshaw pullers to upazila chairman, shopkeepers to MFS agents are involved with such crime.
There are numerous victims from all around the country who became their prey. But when a
victim reports to police, he or she has no evidences but a falsely registered mobile number
vis-à-vis MFS accounts of the fraudster. Nonetheless, the criminals change SIM and/or mobile
hand set after each successful operation and look for new prey.

Case study : Master-of-all trades TV-saint
In the dead of night, few satellite TV channels in Bangladesh broadcast program on saints of various
religions, who are simply master-of-all-trades. The TV programs portray that the blessings of these
saints or their ‘tabiz’ will certainly solve any kind of problem. If you want to win a loery or the heart
of your most desired girl/boy or want to defeat enemy or control your boss, or want to get rid of
suﬀerings from old diseases, the TV saints will help to overcome those crisis. The soluon is only a call
away! Expatriates are mostly target of such TV saints, which are broadcasted between 0200 hrs to
0400 hrs of Bangladesh me. CID of Bangladesh Police had invesgated a case of a middle-east based
expatriate in 2015 who lost BDT 62 lakh ($80,000) to such a TV saint. CID team had idenﬁed a
number of criminal gangs based on a northern district of Bangladesh who are linked with some capital
city based electronic and print media. In another case, CID invesgators have found that a
Dhaka-based housewife had a severe brain stroke aer she understood that she had been cheated by
the TV-saint. She fell vicm to a TV saint and lost Tk.7,50,000.00 ($9500) – which is of course, a lot of
money for a middle-class housewife.51 In all cases, payments were made through MFS accounts.
2.5.5 Extortion by the name of top terrorists
There are many cases where businessmen, industrialists or service holders receive unknown call
and the caller introduce themselves as infamous terrorists or as their close associates and demand
for money. Sometimes, the so called ‘terrorist’ is the neighbor’s iniquitous lad or sometimes

51

“New-fangled Crime trend about Mobile Financial Services in Bangladesh”, CID, Bangladesh Police (2015)
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CID arrested an MFS agent, Farid with 87 SIMs - all with falsely registered personal MFS account. Farid
was an agent and also user of all these 87 accounts. He collected the ransom (BDT 2.15 million) from
vicms’ family and channeled those to traﬃcker’s family members - surprisingly one of whom is a
college teacher, while agent Farid himself is a school teacher. Some associates of the traﬃckers
received money from another Chiagong based MFS agent who was also arrested by CID aer
conducng a number of operaons.54
2.5.7 Anonymous transaction (ATr)
ML/TF prevention laws require accurate and complete information of customers in any financial
transaction. Bangladesh Bank regulation requires each customer to have their own wallet to avail
mobile financial services. Over The Counter (OTC) transaction is not permitted in the existing
regulation. But, we have been observing a trend of anonymous transaction in MFS of Bangladesh
from the very beginning; where sender's or receiver's or information of both is absent in the
transaction trail. It has been evident from the MFS related crime investigation that in almost all
cases, criminals resort to Anonymous Transaction (ATr) to disguise their identity. A criminal will
certainly be encouraged if s/he knows that nobody can identify her/him after the crime.
To prevent abuse of MFS, Bangladesh Bank regulation (2014) permits a customer to maintain
only one personal account with an MFS provider. But, BFIU findings revealed that millions of
personal accounts have been still operated violating the existing regulation and those are mostly
used for anonymous transaction.
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There are several process of anonymous transaction observed in Bangladesh. Those are
described graphically below:

P2P Transacon: Ideal Scenario

P2P transaction : In an ideal scenario, sender and receiver suppose to have their own MFS wallet
and use them for P2P transaction.

Anonymous Transacon (ATr)

ATr (type- A) : Sender does not have/use own wallet, rather Agent A made direct deposit to
receiver’s wallet. In such cases, sender is absent in transaction trail.

Anonymous Transacon (ATr)

ATr (type-B) : When sender and receiver do not have/use their own wallet and Agent-A made
Cash In to personal wallet of Agent B. In such cases, both sender and receiver are absent in the
transaction trail. Agent B uses personal wallets - may be registered in the name of different
individuals- to receive e-money from Agent-A and paid cash to receiver.
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Anonymous Transacon (ATr)

ATr (type- C) : When sender and receiver do not have/use their own wallet, agents made P2P
transaction with their personal wallets on behalf of the customers. In such cases sender, receiver
and respective Agent accounts are absent in the transaction trail.
If we analyze the pattern of transaction of MFS in Bangladesh Cash In, Cash Out and P2P are the
dominant, and volume of other types of transaction is still low. Cash In and Cash Out transaction
are growing in the same pace, but a wide gap observed with P2P. High prevalence of anonymous
transaction can be explained as the main cause for such gap. The P2P transactions shown in the
graph are also includes anonymous transaction in the form of P2P (ATr type-C described above).
Though the actual estimation of anonymous transaction is difficult, but available facts and figures
indicates that the percentage would be very high.
Monthly MFS Transacon (in crore BDT)
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2.5.8 Abuse of MFS for illegal foreign remittance (Digital hundi)
Bangladesh Bureau of Statistics conducted “The Survey of Investment from Remittance
(SIR) 2016” to find out utilizations of inward foreign remittance in Bangladesh. As per
their survey, 14.31% inward foreign remittances in Bangladesh are coming through
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mobile banking.55 Bangladeshi expatriates in Saudi Arabia, UAE and Malaysia are the major
remittance senders and 16.98%, 11.65% and 14.11% of those remittances respectively are
coming through MFS in Bangladesh. Highest 35.29% remittance from Maldives is coming
through MFS. Foreign remittance can be channeled through MFS account via banks and it was
less than USD 1.00 million in June, 2016 which is a very insignificant amount. But, major
portion of inward remittance is coming through illegal channel, including hundi through DFS
(Digital hundi). Meanwhile, total receipts of workers’ remittance decreased by 17.83 percent
during July-September, 2016 and stood at USD 3.23 billion as compared to the same period of
the previous fiscal year.56 There is probably direct correlation between increasing trend of Digital hundi and decreasing trend of workers remittance.
Bangladeshi exchange houses working abroad and commercial banks have complained to the
respective central banks that small size foreign remittance has fallen drastically in recent times
and those are coming in Bangladesh through MFS illegally. MFS is mostly used for Digital hundi,
i.e. remittance agents receive foreign currency and MFS account information from the sender in
abroad. Then the remittance agent sends the information to his Bangladeshi counterpart, who
might be an MFS agent. He sends e-money to the beneficiary’s MFS account. Thus, no foreign
currency enter in Bangladesh and most of the times, transactions are conducted anonymously
which creates great risk of ML/TF. Bangladesh Bank and Bangladesh FIU have also taken
initiatives to identify those illegal foreign remittance channels in 2017 and combat those through
enforcement and cooperation with foreign and local counterparts. The mitigation measures have
already yield significant positive inflow of foreign remittance in Bangladesh.

55
56

‘Report of the Survey on Investment from Remiance 2016’, Bangladesh Bureau of Stascs, P. 15
‘Major Economic Indicators: Monthly Update’, October 2016, Bangladesh Bank, P.17
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CHAPTER 3
AML/CFT Regulations for MFS :
Policy Options for Bangladesh
3.1 Legal framework for regulation of MFS in Bangladesh
i)

Bangladesh Bank Order, 1972: Bangladesh Bank had issued “Guideline on Mobile Financial
Services for the Banks” through DCMPS Circular 8 in September, 2011 which laid the
foundations for the mobile financial services in Bangladesh. The guidelines issued as per the
Article 7A(e) of Bangladesh Bank Order, 1972 and Section 4 of Bangladesh Payment and
Settlement Systems Regulations, 2009.
Article 7A(e) describes one of the main function of Bangladesh Bank “to promote, regulate
and ensure a secure and efficient payment system, including the issue of bank notes”. Bangladesh Bank approves banks to provide MFS under para 7.1 of the “Guideline on Mobile Financial Services for the Banks” . Bangladesh Bank may withhold, suspend or cancel such approval if ‘it considers any action by any of the parties involved in the system detrimental to the
public interest.”

ii) Proposed National Payment System Act: Bangladesh Bank has proposed enactment of NPS
Act for the establishment and operation of a national payment system and for its regulation;
and oversight of electronic payment. A draft of the Act has already been in the final stage after
public consultation. There are provisions for licensing and oversight of payment services,
offences and penalties, etc. The proposed Act empowers Bangladesh Bank to regulate and
oversee the national payment system. After promulgation of the Act, MFS providers shall also
be licensed and supervised under the provision of it and oversight would hopefully be robust
enough.
iii) MLPA, 2012 & ATA, 2009: ‘Any company or institution which remits or transfers money or
money value’ has been included as Reporting Organization under the provisions of Section
2(w)(v) of Money Laundering Prevention Act, 2012 and Section 2(20)(e) of Anti Terrorism Act,
2009. As Mobile Financial Services (MFS) providers offer such types of services, so those are
also treated as Reporting Organization under the said provisions.
The responsibilities of the reporting organizations under MLPA, 2012 are [Section 25(1)]:
collect accurate and complete information of its customers, preserve information of customers
for five years after closure of business relationship, provide the said information to BFIU as
requested and send suspicious transaction reports to BFIU spontaneously. As per provision
contained in Section 25(2) of MLPA 2012, BFIU and Bangladesh Bank may impose sanctions
on reporting organizations for non-compliance of provisions contained in Section 25(1) of
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(3) CAMLCO of MFS Companies and AML/CFT Compliance Officer (MFS) of banks should
have the following responsibilities:
a) Ensure compliance of AML/CFT policies and strategies of the organization;
b) Monitor, review and coordinate application and enforcement of the AML/CFT
compliance policies which include AML/CFT risk assessment, practices, procedures
and quality controls of account opening, KYC procedures and ongoing transaction
monitoring for detecting suspicious transaction/activity;
c) Monitor changes in relevant laws/regulations and directives of BFIU and any other
regulatory agencies, and revise the internal AML/CFT policies and procedures of the
organization accordingly;
d) Respond to AML/CFT compliance questions and concerns of the staffs and provide
necessary advice or assistance for solutions to potential issues involving AML/CFT
compliance and risk management;
e) Ensure that the AML/CFT policy/manual is complete and up-to-date in maintaining
ongoing awareness of new and changing business activities and products and to
identify potential compliance issues that should be considered;
f) Develop and maintain ongoing relationships with regulatory authorities, external
and internal auditors, business channel partners and other stakeholders to ensure
AML/CFT compliance;
g) Monitor the business through self-assessment for AML/CFT compliance and take
corrective measures, if required;
h) Explore, analyze and assess companywide ML/TF risk and recommend mitigation
measures;
i)

Identification of suspicious transaction/activity indicators through appropriate
transaction monitoring and sanction screening and train relevant officials;

j)

Send suspicious transaction/activity report to BFIU after analysis by concerned
officials;

k) Undertake capacity building programs for employees, distributors, agents, and other
channel partners on AML & CFT; and
l) Any other responsibilities to ensure AML & CFT compliance.
(4) CCC of all MFSPs should submit a report on AML/CFT initiatives taken by the MFSP
including the progress of implementation with recommendations on a yearly basis
(January–December) to the CEO of the MFSP for information and further instructions.
Any initiative, if adopted by BFIU on preventing ML and TF for MFS should be included
in that report. With the instructions and comments of the MD/CEO, the report should
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be presented in the meeting of Board of Directors or highest Management Committee
and a copy of the report should be sent to BFIU within 2 (two) months on completion
of the respective year of reporting.
(5) MFSPs which have more than 20 thousand agents or 01 million customers should form
a separate AML/CFT Compliance Section/Wing (or whatever name it may be called)
with adequate manpower in addition to CCC. Such Section/Wing will assist CCC and
CAMLCO to perform its responsibilities including identification of STR/SAR by
transaction monitoring, review of KYC and provide AML/CFT training, etc.
(6) MFSPs should nominate/appoint appropriate numbers of Field Compliance Officer (or
whatever name it may be called) depending on the organizational structure of its
operations. The responsibilities of the Field Compliance Officer should be:
-

Monitor transactions of specific number of customer, agent and distributor accounts
to identify suspicious transaction;

-

Inspect agent and distributor offices to check compliances;

-

Send Suspicious Transaction/Activity Report (STR/SAR) to CAMLCO or AML/CFT
Compliance Unit/Department;

-

Monitor compliance of AML/CFT regulations while opening accounts; and

-

Send quarterly report to CAMLCO or AML/CFT Compliance Unit/ Department on
AML/CFT compliance monitoring, etc.

3.2.2 Definition of customer
In the context of identifying customer of MFSP and verifying the customers’ identity for
ML/TF risk management, customer refers to the individual or entity that maintains/operates
an account with the MFSP (except agents and distributors). The customer accounts may be
two types:
(1) Personal Account
(2) Business/merchant/organizational Account
3.2.3 Customer identification
(1)

It is an obligation for MFSPs to collect complete and accurate information of their
customers to mitigate ML/TF risk. To comply with it, MFSPs should conduct Know Your
Customer (KYC) procedure to ensure that all the necessary/proper information of the
customers has been accumulated and verified.
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(3) Photo identity document of the customer issued by the government (e.g. NID) should
be collected and verified by MFSP.
(4)

Photograph, ID photo and appearance of the customer should match with each other.

(5) The intended customer/account title holder of MFS should have mobile SIM registered
in his/her name and necessary verification should be made.57
(6) MFS A/C may be opened remotely, but physical presence of the customer at Customer
care center/agent point of MFSP is mandatory for registration/activation of such
account. Physical presence of customer as well as separate KYC is not mandatory for
‘Link A/C’ associated with existing bank account of the customer.
(7) After opening an account in agent point or remotely, only Cash In may be allowed
before verification of KYC and registration of the account by the MFSP. After
registration of the account with proper verification, other types of transaction may be
conducted.
(8) One individual can maintain/operate only one personal account with a MFS provider,
except in the circumstances described in the next paragraph.
(9)

To ensure access to financial services for all segments of population and mitigating risk
as well, the following exceptions may be allowed for certain circumstances:
a)

If an intended customer does not have verifiable photo identification document
and/or registered SIM, another identity document (e.g. birth registration, passport,
etc.) of the customer should be collected and he/she should be introduced by
his/her parents/siblings/spouse/offspring (any one) having verifiable photo
identification document. However, the title of the account may be in the name of
the introducer (as respective SIM is registered in his/her name), but account may
be operated by the operator after written authorization by the introducer. The
introducer along with the operator should be present while opening the account
and KYC of both persons should be collected. However:

-

A person should not introduce more than 02 (two) of his/her relatives to operate
MFS accounts opened in the name/title of the person.

-

57

An adult person (Age 18+) should submit a verifiable photo identification
document of his/her within two (2) years after opening of such an account.

Bangladesh Telecommunicaon Regulatory Authority (BTRC) made bio-metric SIM registraon mandatory subming NID of
the customer. However, customers lacking NID may register SIM temporarily for 06 (six) months subming passport/driving
license/birth registraon cerﬁcate. Non-resident Bangladeshis and foreign naonals can register SIM with their passport
copy. All SIM registraon without NID must be done in Customer care center of MNOs (Ref.: BRTC order in 13/12/2015)
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b)

Accounts with four and five (4-5) points will be termed as Level-2 accounts.

c)

Accounts more than five (6-7) points will be termed as Level-3 accounts.

However, first 03 (three) KYC requirements are mandatory for opening any MFS account.
3.2.7 Transaction profile for personal accounts
a)

Based on the risk involved due to variation of quality of KYC/CDD discussed above,
daily and monthly transaction limit, merchant payment, remittance acceptance and
highest account balance should be determined by Bangladesh Bank.

An example has been given here for illustration only:
Types of
account

Monthly maximum
Daily maximum
Maximum
transaction limit
transaction limit
account balance
(debit & credit separately) (debit & credit sum separately)

Level- 1

Tk. 10,000.00

Tk. 25,000.00

Tk. 25,000.00

Level- 2

Tk. 25,000.00

Tk. 50,000.00

Tk. 50,000.00

Level- 3

Tk. 50,000.00

Tk. 2,00,000.00

Tk. 1,00,000.00

b)

Foreign remittance received in MFS accounts should be beyond the transaction limit
stated above provided that the customer provides relevant documents (copies of
passport, visa & work permit) of sender(s) to MFSP at once. The MFSPs shall follow the
regulation/approval of Foreign Exchange Policy Department and Payment System
Department of Bangladesh Bank regarding foreign exchange transaction.

c)

Considering the technological, financial and management challenges, instructions
contained in paragraphs no 3.2.5, 3.2.6 & 3.2.7 should be effective after 06 (six)
months of the issuance of the relevant guidelines/circular.

3.2.8 MFS account linked with bank account
a)

MFS account can be linked with any existing bank account of the same customer upon
informed consent. Additional KYC should not be required for the Link Account, if both
the accounts are operated within the same bank; or with subsidiary of the same bank if relevant law/regulation permits sharing of KYC of banking customer with its
subsidiaries. In other cases, separate KYC should be required and necessary verification
should have to be done. However, the ultimate responsibility regarding KYC of MFS
A/C will lie on the MFSP.

b)

Both inward and outward transfer may be allowed between bank and MFS A/C. There
will be no limit for transfer of fund from MFS A/C to bank A/C. But, in case of transfer
from bank A/C to MFS A/C, the transaction limit applicable for concern MFS A/C may
be applied or as determined by the concern bank.
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3.2.9 Opening of business/merchant/organizational account
a)

Any entity or organization may open MFS account for its operational/business
purposes.

b)

MFSPs should collect information/documents as per KYC form attached in Annex-2 as
minimum requirements while opening impersonal accounts. The information of
relevant individuals of the organization/entity should be collected as per Annex- 3. The
documents listed under each category of organization in Annex-4 should be collected.
However, additional identity/business documents may be collected as per satisfaction
of the MFSP.

c)

If monthly transaction (debit or credit separately) of any business/merchant/
organizational account exceeds Tk. 50,000.00 in any month, KYC procedures
applicable for Level- 2 or 3 personal accounts should be followed for the key
individuals/owner of the entity/organization.

d)

Physical verification of the business premise(s) should be conducted along with
business volume assessed by the MFSP before opening such account.

e)

Business/merchant/organizational account can receive and make payment and may
Cash out from bank branch or distributor’s office of the MFSP.

f)

Business/merchant/organizational account with high volume of transaction should be
linked with a bank account of the entity/organization and fund may be transferred
between the said accounts.

g)

Transaction Profile of the customer should also be assessed as per Annex- 5 against
each impersonal account based on nature of business, location of business, monthly
sales/turn over, etc. However, MFSP should implement Risk Based Approach (RBA)
and take additional measures as appropriate to monitor transaction in such accounts.

h)

Merchant/organization/institutions may be allowed to operate multiple MFS accounts
for business purposes.

3.2.10 Customer due diligence
a)

Considering the ML/TF risk of the customer,
following stages:

CDD should be conducted at the

i.

While establishing a business relationship with the customer;

ii.

For existing customers while carrying out transaction;

iii.

Information and documents previously obtained for the purpose of identification
or verification seems insufficient.

iv.

Monitoring of transactions to identify suspicious transactions.
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b)

MFSP should take necessary measures to identify Influential Person (IP) while opening
an account (including agent and distributor account) as well as through ongoing CDD
and implement enhance due diligence (EDD) for such cases.

c)

MFSP should take necessary measures to review and update the KYC of the customers
after every 5 (five) years. However, MFSP should update the KYC if any relevant
information of the customer received earlier than schedule of next review.

d)

If conducting the CDD becomes extremely difficult because of the non-cooperative
behavior of the customer or if the collected information seemed to be unreliable, i.e.
MFSP could not be satisfied with the information on customer identification and could
not verify that, following measures should be taken:
i.

MFSP should not establish business relationship with the customer or may
terminate any existing business relationships with the customer. Prior to closing
such existing account, the customer should be notified through SMS in this
regard.

ii.

If the circumstances seem suspicious, STR/SAR should be submitted to BFIU
immediately.

MFSP should have detail procedures to deal with such cases.
3.2.11 Opening of agent account
a)

MFSPs engage agents to serve the retail customers on their behalf and agent accounts
are opened for the purposes of providing MFS.

b)

MFSPs should collect information and documents contained in Annex-3, 4 & 6 as
minimum requirements while opening an agent account. MFSPs should collect
photocopy of verifiable identification documents (e.g. NID etc.) of relevant individuals
and trade license of the business premise along with other information/documents
while opening agent accounts.

c)

Transaction profile for each agent should also be assessed/collected as per Annex-7.

d)

An agent should render his/her/its services at the premise stated in the trade license and
permitted by MFSP. MFSP should conduct visit of the business premise of the agent
before appointment and shall verify information provided by the intended agent.

e) To mitigate the ML/TF risk associated with MFS, the agent should have knowledge and
skills to comply with AML/CFT compliance requirements. MFSP should provide at least
one day long training to the agents on regulatory requirements including AML/CFT.
f)

MFSPs should report rogue customers/agents to Bangladesh Bank and one central
depository should be developed and shared with MFSPs. Customer/agent blacklisted in
the database should not be appointed as agent/distributor by any MFSP.
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3.2.12 Opening of distributor account
a)

MFSP may appoint distributors (or super agent, whatever name it may be called) to
bridge agents with them and distributor accounts may be opened for this purpose. The
distributors should not serve any retail customers, but only the agents of the MFSP.

b)

The information and documents contained in Annex- 3, 4 & 6 should be collected as
minimum requirements while opening distributor accounts. Transaction profile for
each distributor should also be assessed/collected as per Annex-7.

c)

The systems and procedures discussed for opening of agent accounts in previous
paragraph should also be applicable for distributor account.

d)

In case of contractual arrangement between MFSP and other institutions such as NGOs,
post office or MNOs for providing distribution network service to the MFSP, the
institution should be regarded as distributor of the MFSP and customer service points
of the institution should be regarded as agent of MFSP and operation should be
conducted accordingly. Each distributor and agent account should be maintained with
the MFSP, so that it can monitor transaction of every account.

e)

A high official of the MFSP should approve the final appointment of the distributor.

3.2.13 Agent and distributor network monitoring
a)

Risk assessment procedures for agents and distributors should have to be developed by
the MFSPs based on volume of business, geographical location, previous records and
any other information available to the MFSP and it should apply CDD/EDD
accordingly.

b)

MFSPs should develop automated mechanism for monitoring of transactions of agent
and distributor account.

c)

MFSPs should ensure that every agent point is visited at least once in every year and
distributor office quarterly by Field Compliance Officer (FCO) or any other MFSP
official and agent/distributors are operating business in the specific premise as stated in
the contract and trade license. If any agent is found to render services from any other
location, agreement with it should be cancelled immediately.

d)

One agent should maintain only one agent A/C in each agent point and one personal
A/C in his/her name. Moreover, any agent should not operate more than 2 (two) aforesaid MFS A/Cs from its business premise/agent point.
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e)

MFSPs should develop own policies and procedures to conduct on-site inspections
regarding AML/CFT compliance covering at least 5% of the agents selected following
risk based approach in every year. The provider may use “mystery shoppers”—staff of
the provider who visit agents and pretend to be regular customers to test the agent’s
integrity and competence in carrying out its roles.

f)

The CCC should review the inspection reports and prepare a summary of all
irregularities found including its observations and recommendations and submit the
same to the CEO/MD of the MFSP in a yearly basis. With the comments of CEO/MD,
such report should have to be presented at the meeting of the Board of Directors or
Management Committee of the MFSP. Aforesaid summary report with the comments of
the CEO/MD and Board of Directors or Management Committee including measures
taken should be submitted to BFIU within 2 (two) months on the completion of the
respective year of reporting, along with yearly report mentioned in paragraph
3.2.1(iii)(4).

g)

If any agent is identified for non-compliance on AML/CFT issues, he/she/it should be
warned. Moreover, agency relationship should be temporarily suspended or
permanently closed depending on the severity of non-compliance. If any agent account
is permanently closed, agent information should be reported to Bangladesh Bank for
inclusion in the blacklisting database.

h)

If any agent is suspected for involvement or facilitation of ML/TF, MFSP should submit
Suspicious Transaction Report (STR) or Suspicious Activity Report (SAR) to BFIU
immediately.

i)

All the agents and employees working under the distributor should perform their
functions complying with the instructions issued by BFIU and the respective MFSP.
Distributor should ensure AML/CFT compliance by their respective agents and
employees. But, the ultimate responsibility of compliance of agents and distributors
should lie with the MFSP.

j)

MFSP should be responsible for the AML/CFT related capacity building of its agents and
distributors. The distributors should co-operate MFSPs in this regard.

k)

MFSP should develop operational procedures regarding selection and monitoring
activities of agents and distributors.

3.2.14 Transaction monitoring
a)

MFSPs should develop automated system based monitoring mechanism for all types of
accounts for analysis of transactions and identification of suspicious transactions.
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b)

Any transaction that deviates from the regular pattern should be identified and
monitored closely. If any transaction is found to be suspicious, STR/SAR should be
submitted to BFIU immediately.

c)

MFSPs should adopt Risk Based Approach (RBA) for transaction monitoring based on
risk assessment. While conducting risk assessment, geographical locations of the agents
and customers during transaction, nature of customers and agents, quality of KYC
information, previous records of MFS abused etc. should be taken into consideration
along with any indicators informed by BFIU. Based on the risk assessment, transaction
monitoring tools and procedures should be developed.

3.2.15 Prevention of anonymous transaction and Digital Hundi
Ensuring physical presence of customer during Cash In and Cash Out at the agent point is the
most important tool for the prevention of anonymous transaction (ATr) and some other types of
abuse of m-money including Digital Hundi. MFSP may take the following
measures to
combat anonymous transaction:
a)

Biometric authentication (i.e. finger print, iris, facial/voice recognition) of the customer
during Cash In and Cash Out transaction rather than PIN is more secured tools to
prevent abuse of MFS, including anonymous transaction (ATr) and Digital hundi, etc.
Some countries have already implemented biometric authentication including India
and Pakistan for financial inclusion customers; and prevalence of abuse of MFS has also
been observed low in those countries. Bangladesh should consider implementing
biometric identification and authentication for financial inclusion customers in phase.
Accounts with high volume of transaction (e.g. Level-3 a/c) as well as high value
individual transactions should be brought under biometric authentication in the 1st
phase.

Biometric Authencaon
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b)

As the recommendation stated above would need time to implement, alternative
measures should be taken. MFSP may develop/establish functionality so that
customer’s name appeared in the agent’s device from the MFSP’s database after
account number entered by the agent during Cash In. The respective customer shall be
present in the agent premise and will show a photo ID document to the agent. The
name of the customer in the ID document and customer’s name as appeared in the
agent’s device must matched along with photo of ID document with customer’s
appearance.

c)

Identification of geographical location of the agent and customer during each
transaction and reflection of it in the respective account statement may be an important
tool to identify anonymous transaction. So, MFSP may deploy such technology to
prevent anonymous transaction and other types of abuse of MFS.

d)

MFSPs should inspect their agent points as mystery shoppers to identify agents’
misconduct/noncompliance and agency agreement should be cancelled in appropriate
cases.

e)

Present market analysis of Bangladesh indicates that there is a significant demand for
OTC mainly to the low income formally illiterate population. They either feel shaky to
use their own wallet or do not have it. Bangladesh Bank may consider allowing OTC
transaction subject to proper (preferably digital) customer identification. However,
higher transaction fee should be imposed on OTC transfer compare to P2P with lower
transaction limit to discourage it.

3.2.16 Risk management for new services or technologies
Before introducing any new service, technology or delivery channel, the ML/TF risks that may
arise from it should be assessed and risk management procedures should be developed. Such
assessment and risk management procedures should be approved by BFIU and regulatory
authority prior to launching of such service, technology or delivery channel.
3.2.17 Suspicious Transaction/Activity Report (STR/SAR)
a)

As per instructions contained in Section 25(1)(d) of MLPA, 2012 and Section 16(1) of
ATA 2009, MFSPs should develop procedures to identify and report suspicious
transactions/activities. The definitions of ‘Suspicious Transaction’ mentioned in Section
2(z) of MLPA, 2012 and Section 2(16) of ATA, 2009 shall also be applicable for MFS.

b)

Field Compliance Officers, distributors and agents should follow the procedures set by
MFSPs to identify and report suspicious transactions/activities. After identifying any
suspicious transaction/activity, agent/distributor/official of a MFSP should send it to
AML/CFT Compliance Officer (for banks) or CAMLCO (for MFS Companies) with
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primary comments and relevant documents immediately as per Annex- 8 form (untill
the electronic reporting system is being established) for further analysis. A compliance
official of MFSP should analyze the reported transaction or activity and maintain a
detailed record of the same. If the transaction or activity is still deemed suspicious, then
STR/SAR should be submitted to BFIU through ‘goAML’ software STR/SAR reporting
template.
c)

The agent/distributor/official of MFSP associated with reporting of suspicious
transaction/activity should ensure the overall confidentiality of the issue.

d)

Agents, distributors and relevant employees of MFSP should be trained in regard to the
procedure of submitting STR/SAR.

e)

Providers may create a toll free hotline for AML/CFT purposes that would be accessible
to their agents and distributors. MFSPs may also consider providing incentives to agents
and distributors to encourage them for submission of STR/SAR.

f)

MFSPs should preserve the information/documents related to any suspicious
transaction/activity reporting until further instruction of BFIU.

3.2.18 Security of cash
Payment Systems Department of Bangladesh Bank may consider the following recommendations
to be issued for MFSPs:
a)

MFSPs, its agents and distributors should be careful to ensure physical security of cash,
especially for cash in transit.

b)

MFSPs should aware and issue instructions to its agents, distributors and relevant
officials on security of cash.

c)

MFSPs should be encouraged to use “Link Account” for transferring money between
agents and distributors.

3.2.19 Self assessment procedures
MFSPs should prepare a Self Assessment Report in the month of February for the preceding year
based on gaps identified related with AML/CFT compliance and quarterly report received from
Field Compliance Officer. A copy of the Self Assessment Report shall be submitted to BFIU
following the same procedures as stated in paragraph 3.2.1(iii)(4) and all reports should be
submitted to BFIU together.
3.2.20 Prevention of financing of terrorism
a)

MFSPs should establish policy and procedure for detection and prevention of financing
of terrorism, should issue instructions about the responsibilities of MFSP officials,
agents and distributors and review those instructions from time to time.
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b)

If any news of terrorism or financing of terrorism is published in any mass media, MFSPs
should check their databases if individuals/entities involved with the said act are also
related with the MFSP as customer, agent, distributor or employee etc. MFSPs should
also analyze the transactions of customer and agent accounts conducted near to the
location of the terrorist activity or location of the terrorists themselves. If any such
involvement is identified, the details of the individual and transaction, if any, should
also be reported to BFIU immediately.

c)

MFSPs should electronically preserve the updated list of persons or entities listed under
United Nations Security Council Resolutions (UNSCRs) and any person or banned
entity listed by the Government of Bangladesh. MFSPs should regularly monitor
whether there is any account or any transaction in the name of the listed person or
entity listed under different UNSCRs and any person or banned entity listed by
Government of Bangladesh. If any such account or transaction is identified, the MFSP
should immediately stop payment and/or transaction and communicate the same with
detailed information to BFIU on the following working day.

3.2.21 Recruitment/appointment, training & awareness
a)

MFSPs should follow proper Know Your Employee (KYE) procedure in the recruitment
process to mitigate the risk of ML & TF.

b)

MFSPs should also conduct background check before appointing any agent or
distributor.

c)

MFSPs should provide training to their staffs, agents and distributors on ML & TF issues
on regular basis to ensure proper compliance of AML/CFT regulations.

d)

MFSPs should also take awareness programs on a regular basis to aware customers,
agents and distributors regarding AML/CFT issues, such as:
i)

Install poster/banner on visible places of each branch/customer care center,
distributor’s office and agent point using Bangla content on AML/CFT.

ii) Publish/telecast/broadcast advertisements, documentaries, etc. in mass media with
special focus on the following issues:
-

Motivate customer to use his/her personal wallet for own transaction.

-

The risks and consequences of using personal wallet to conduct transaction of other
individuals.

-

Motivate agents to open customer account(s) as per regulatory guidelines.

-

Aware the customers and agents about common and emerging fraud techniques
used by criminals.
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e)

Any message of advertisement/media campaign of any MFSP shall not directly or
indirectly contradict with any regulatory directive/guideline.

3.2.22 Preservation of records and necessary information/documents
a)

MFSPs should preserve account and transaction information/documents for at least 5
(five) years after closure of the account.

b)

MFSPs should provide account and transaction information/documents to BFIU, time to
time, on demand.

c)

Record all transaction in such a manner that is easily comprehendible by the
regulatory/supervisory agencies. The MFS A/C statement should contain the following
information at the top: account number, account type, name of the account,
present/mailing address, and location of account opening agent. There should be
separate column for transaction date and time, transaction type, account number,
name & type of the counter party (personal/impersonal/agent account), location of the
agent and/or customer, debit amount, credit amount and balance.

3.2.23 Other recommendations
a)

The balance amount of closed accounts and non-operative dormant accounts should be
transferred to ‘Unclaimed Deposit A/C’ after 3 years of last transaction and should be
shown in the liability side of the balance sheet of the MFSP. Such deposit should be
maintained by the MFSP as per provision of the relevant act/regulation or instruction
issued from Bangladesh Bank.

b)

MFSP should use/develop customer friendly user interface with content in local
language so that any customer having no formal education can easily understand the
step by step instruction to conduct transaction. MFSP may develop mobile application
with graphical presentation to facilitate customer adoption.

c)

If a customer or agent transfer/send e-money to another customer wallet mistakenly and
report it to the MFSP, it should take measure to reverse such transaction after proper
verification.

d)

MFSPs should ensure the confidentiality of the customers’ information including KYC
and transaction history and should not provide such information to any other party
beyond the provision of the relevant acts/regulations.

e)

With a view to establish an effective AML/CFT regime, all MFSPs should ensure that
AML/CFT set up of the organization is equipped with analytical software, hardware and
adequate human resources having sufficient knowledge on the existing acts, rules,
regulations and instructions on prevention of ML & TF.
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f)

MFSPs should request clarification/permission from the relevant authority if any
instruction of the authority needs to be more specific or need review/relaxation in any
particular case, as the case may be.

g)

When a customer takes different services from different financial institutions, s/he
needs to provide KYC information in every instance, which is quite cumbersome and
act as a barrier to access to financial services. Creation of a Central Unique
Identification Database (c-KYC) based on biometric identification and other
information of the customer would enable quick and easy access to financial services
including MFS. Central bank should take such an initiative with participation by banks
and other financial institutions which would check customers’ information while
on-boarding of a new customer in the database and automatically create a unique ID.
While opening a new account or carry out a transaction with another financial
institution, it can easily verify customers’ information by using unique ID number.

h)

DFS providers of Bangladesh should consider establishing association/forum to enable
mutual sharing of fraud risk related information and benchmarking against industry best
practices. It should also address stakeholder challenges and convey stakeholder
concerns to regulators and other agencies.

=======
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GLOSSARY

a)

Agent
An authorized representative of MFS provider who serves retail customers. An agent shall
provide ‘cash in’ and ‘cash out’ facility to the customers, and/or open customer account.

b)

Anonymous Transaction (ATr)
Any transaction where names of the sender, receiver and other parties involve are absent in
the transaction trail.

c)

Distributor/ Super Agent
Any business entity which exists between the Agents and MFSP in the distribution channel,
whatever name it may be called, will be termed as Distributor/ Super Agent for the purpose
of this study paper.

d)

e-KYC
Collection of required KYC information electronically and preserve the collected information in database.

e)

e-Money
Electronic money (e-Money) is a record of funds or value available to a consumer stored on
a payment device such as chip, prepaid cards, mobile phones [it termed as mobile money
(m-money) in such case], or on computer systems as a non-traditional account with a banking or non-banking entity.

f)

Digital hundi
Illegal money remittance services where mobile money is used for collection or disbursement of illegal remittances. In Digital hundi, foreign remittances are collected from the
migrant remittance sender by a hundi/hawala agent and he send the information (recipient’s
MFS number and corresponding amount) to another hundi/hawala agent residing in
migrant’s home country. Then the agent mentioned later send e-money to the MFS account
of the recipient.

g)

MFS Company
Companies established solely for the purpose of providing MFS which are registered under
Companies Act, 1994.

h)

Mystery shopping
It’s a tool to measure quality of service, or compliance with regulation, or to gather specific
information about products and services where identity and purpose of the interviewer is
generally not known by the establishment being evaluated.
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