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I am plegsed fo leam thaot Bangladesh FArancial Inteligence Unit
(BAU} 5 publishing its Annual Report of FY 200182017, The report
depicts an overview of BAU's activities in combafing Money Launder-
ing ML), Terrorist Financing (TF) and Proliferation Arancing [PF) during
the last financial year. Money Laundering Preventfion Act, 2012 and
Anti-femronsm Act, 2007 have mandated BFIU with extensive responsi-
bilities and empowerments. As per the mandate BAU & the regulator
and supervisor of reporfing organizations and ako the domestic hub
collecting and collating information for inteligence to be further used
by law enforcement and investigating agencies.

As per the 3rd Round Mutual Bvaluation Report (MER), BFIU has been
named as the sirongest building block in the Andi Money Laundering
& Combafing Financing of Terorism [AML & CFT] regime of the coun-
try which signifies the fremendous role it plays in this area. However,
complexities and sophistication of the nature of the cimes ke ML TF
& PF are posing increasing challenges fo all relevant agencies
fighting these menoces. Improvement in the areas of preventive
measurss, legal persons and arangemenits. ML investfigation and
prosecufion and Confiscation are needed.

Bangladesh Bank as the ceniral bank of the country is commitied fo
comply with the recommendations of MER in combating ML & TF.
Glokbal businesses are becoming more aware of the infernational
reputations of the jurisdictions they do business with. Bongladesh Bank
5 working relenflessly to mprove the couniry’s Sovereign Credit
Rafing as the global business community and the credit rating agen-
cies consider a couniry's Mutuwal Evaluafion [ME} rating as a key
indicaior of the stafus of that couniry’s AML & CFT regime. It is muteal-
Iy rewarding for all of us to have a succesiul and effective AML & CFT
regime. BAU has done an excellent job in eaming compliant status
for the coundry in the last ME. Having ossigned by the Acts, Bangla-
desh Bank has been doing everything necessary for the Unit since the
very first day of its journey.

| thank the BAU team for its uniiing efforis towards securing a fully
compliont AML & CFT regime and vpholding country’s image in the
glokal arena.

MM B A
Fazle Kabir

Governor
Bangladesh Bank



Bangladesh Financial Inteligence Unit (BFIU) since the very day of ifs
joumey has been making relentless efforts o ensure a robust Anfi
Money Laundering & Combating FBnancing of Temorism (AML & CFT)
regime in fhe Counfry. Money Laundering Prevention Act, 2012 and
Anti-Terrorsm Act, 2009 enfrusted BAU with the fask of regulafory.
supervisory and inteligence sharing activities. As the nofional central
agency o combat Money Laundering (ML), Terrorist Bnancing (TF) &
Froliferation Financing (PF) the Unit perioms the role of nafional anal-
ysis cenfre to receive, analyze Suspicious Transaction/Activity Report
[STRfSAR) information ard complaints, media reporis efc and dissemi-
nate inteligence fo low enforcement and investigaling agencies.
Publcation of Annual Report is a statutory requirement to be placed
before the Maficnol Coordinafion Committee on AML & CFT. This
particular Annual BEeport B an atternpt o bring before all concemed
the activifies the Unit has done and the achievement the nafion has
made in AML & CFT initiatives in the 20152017 Rscal Year.

The last fiscal yeor was remarkable for BAU as the nofion underwent
fimal part of the 3rd Bound Muiual Evaluation conducied by the Asia
Pacific Group on Money Loundering. Bonglodesh has no non compl-
ant ssues in the technical complionce against FATF 40 Recommen-
dafions ond achieved & compliont, 22 largely compliont and 12
partioly compliont. In the effecfivenes part Banglodesh got 3
Substanfial, 4 Moderote and 4 Low rofing against 11 Immediafe
Outcomes.

Mutual Evaluation Report (MER) of Bongladesh comprehensively
identified sirengths and weakness of cur AML & CFT regime. To
address the weakness idenfified in the MEE, the Report comes with
some Recommendations. Just after adopfion of Bangladesh MER, the
MNational Cocrdination Commitiee (MCC), the apex commiftee on
combafing MLATF, approved a fime-bound action plon on 31 Ocfo-
ber 2014 to implerment the Recommendations of the MER. BAU has
been assigned to coordinate and follow-up the implemeniation of
MEE recommendafions. Based on approved action plan different
ministries and agencies are working on.

This Annual Repor, | hope, will infroduce everyone with legal,
infrastructural, cperaficnal fromework of Banglodesh’s AML & CFT
regime as well as the progress the nafion has made in combating ML,
TF & FPF particularly in the FY 20152017, The chapters in the report
hove coptured major activities of the unit during 2015-2017, capacity
development of the reporting crganizations, Professional Develop-
ment of BAU staff, Implementation of the recommendafions of the
MEE, Hrafegic analysis and some relevant cose examples fo give the
readers an overview of frend and typology of ML & TFin the country.

| fake the opportunity to thank evervone who playved their role in the
country's drive against ML & TF and also express my greetings to the
BFIU feam for preparing this Annual Repart.

(Abw Hena Mohd. Rozee Hassan)
Ceputy Sovemor, Bangiadesh Banik & Heod of BAU
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FIU at a glance

Bangladesh Anancial Inteligence Unit (BFU), the central agency of
Bangladesh, & responsible for analyzing Suspicious Transaction
Repors (5TR), Suspicious Actvity Report [SAR), Cash Transoction
Reports (CTR) and information related to money launderng (ML) and
terronst financing (TF) received from reporfing agencies and ofher
source: and deseminating  information/mteligence thereon fo
relevant low enforcement/investigating agencies. The unit 5 also
empowered to supervise the actlivities of the Reporting Orgonizations
|ROs) and carry out on-site inspections. The Unit, therefore, accom-
plishes the funclions of national analysis centre and regulatory and
supervisory activities. Furthermore BHU has been enfrusted with the
responsibility of exchanging information related to ML and TF with s
foreign counterparts. The maoin objective of BFIU iz fo establsh an
effective systemn for preventfion of money loundenng, combating
financing of terorism and proliferation financing of weapons of mass
destruction.

FIU of Bangladesh was established in June 2002, in Bangladesh Bank
|central bank of Bonglodesh) named az “Ant Money Lounderng
Department’. Anti Money Laundenng Deparfment was transformed
info the BEU in 25 January, 2012 under the provision of Money Laun-
dering Prevention Act, 2012, The Unit achisved the membership of
Eomont Group in July, 2013. With amendment in the Money Launder-
ing Prevention Act, 20012 in the year 2015, the Unit achieved opera-
tional ndependence fully.




A robust financial system
in Bangladesh
effectively
deterring money laundering,
terrorist financing and
proliferation financing and
other related offences.



MISSION

ﬁﬂhghphc&eﬂecﬁvelﬂgﬂ: nd judicial arangerments for

prevenfion of money laundering, femoris tion financing and other
related offences: through- '

s Confinual upgrading of AML &}CFI'
works in line with the needs ::It'mhm

s  Maintaining broad bosed owareness nl” ML & CFT issues
amcngst reguiators, low enforcers, rep artir 19 entifies and the
general people through wuhhnps_ s&rrrl;u: pubrc cam
paigns and so forth;

« Developing human resources and reguired infrastruciures of
EAL for effective inteligence management;

# Buiding and bolstering detecting and reporing capacities of
the reporting entfifies in different sectors to ensure better com
pliance;

s Deepening liaisons among BAU, law enforcement and
judiciary to expedite invesfigation, frial and adjudication of ML
& TF offences; and

s strengthening contact and liaison with foreign FiUs for better
information exchange in ML & TF offences; with regional and
global bodies for sharing relevant experiences and upgrading
AMLECF best praciices and standards.



Objectives

1. Toestablish an effective and operational FIU;
- To play a vital role in ensuring an effective AML & CFT regime in Bangladesh;

3 Toadoptlatest technologies and develop [T infrastructure and software to
“ensure strong reporting environment;

. 4 Toensure seamless flow of information and ensure paricipation of all stakehol
ersin AML & CFT inifiatives;

| Iuﬂur an active role in the global AML & CFT inifiatives and ensure utmost
perc fion at internaticnal leve!;

- f;x"iqﬂnﬁﬁ and address emerging threats, methods and techniques of n'u_;meg
Imn"dﬁmg, iEn'msl fnunr::ng & profiferation financing of weapons « ni m
ﬂk]mnhum. and

_ fﬁ;:tcmiﬂ ﬂ'lﬂnl'ﬂl"ﬂ’.‘ﬁ regarding money laundenng and terronst fl'lr:rlt:mq m
fjhp‘c:ﬂunh'r




Reporting Organizations of BFIU

» Banks
@ Financial Institutions

4“ \
© Money Changers

@ Any company or institution which
remits or transfers money or money
value

@ Any other insfitufion carrying out ifs

4 Dealers and Efﬂﬂlﬂflk

@ Portfolio Managers and Merchant
Bankers

@ Securhes Custodians
@ Asset Managers
@ Non-Profit Organzations

business with the approval of

wdesh Bank /

@ Non Govermnment Organizations

&

@ Cooperative Societies

@ Real Estate Developers

@ Dealers in Precious Metals or Stones
@ Trust and Company Service Providers |
@ Lawyers, Motanes, Other Legal

Professionals and Accountants
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Functions of BFIU

Receive Juspicious Transaction/Activity Reports (STRs/SARs) from the reporing crganizations and
Cosh Transaction Reports (CTEs) from banks and finoncial institufions and receive the complaints
from different sources.

Analyze the STRs/5AR: from Reporting Orgonzations (ROs) and CTRs from banks and financial
insfitutions and the complaints received from different sources.

Froduce fimancial infeligence reports and disserminate those to investigating agencies for further
action.

Muaintain a database of ol 5TR:/SARs, CTRs and relafed information.

lssue necessary direclions and guidance notes from time fo time o reporing crganizations o
prevent money loundenng (ML), ferorist financing (TF) aond proiferation financing (PF) activities.

Ensure complionce of the respective Acts and Rulss/Regulations/Directives through on-site and
off-site supervision of the reporting organizafions.

Mornitor the implernentation of UNSC Resciufions including UNSCR 12467 and ifs successors, UMSCR
1373 and UN Securty Councl Resolufions related to proiferation financing of weapons of moss
destruction.

Impart training to the officials of the reporfing crganizations. investigating autharities, prosecutors,
regulatory agencies and ofher related organizaficns or insfitutions.

sign Memorandum of Understanding [Mol) with foreign FUs to exchange financial inteligence on
ML, TF & PF.

Provide and collect infornation toffrom other AUs under bilateral arangements.

Cooperate and work fogether with varous infemafional orgoanizations including FATF, APG,
EGMONT Group, Word Bank, IMF, ADB, and UNCDC regarding AML & CFT issues.

Perfiorm secretarial jolo for UM bodies, Haficnal Coordination Committes (NCC) and Working Com-
mittee on AML & CFT (NCC} and take necessary steps fo implement the deckions faken in the
commitfees.

Work as the secretaniat of inter agency Task Force for MHolen Asset Eecovery [STAE].

Perficrm activifies related fo the Cenfral Task Force for preventing Begal hundi activities, lcit flow
of fund and money laundering and monifor implementafion of the decisions of the meetings.

Amange regular meeting with Anfi Comupfion Commission [ACC), Banglodesh Police and other
relevant agencies and monifcr the implementation of the decisions of the meeting.

Amange regular meeting with various regulators like BSEC, IDRA, MRA, NGOABR and different Self
Regulatony Bodies [SEBs).

Carry out other relafed functlions o prevent and combat money loundering, teronst financing and
proliferation finoncing aclivifies respectively.

Create public owareness against ML, TF & PF.






Organogram of BFIU

JO - Joint Director
DD - Deputy Direclor

Summary of

Sanctioned Strength

G 1

DGM 4

D 1 Deputy Governor

DD 23 (Head of BFIU)

AD 24

AP 2

AME 1

DECO 2

cT 2 Executive Director

MLSS 1 Deputy Head of BFIU

Total 72
AD 1 3 General Manager
MLSS 1 St (Operational Head of BFIU)

DGM DGM DGM
Monitoring & Complaints : Monioring & i
PolcyWang || Spescngting || bendiog ||| ATDGT | |supeein g | Admitraon
MEOM : Banks & MBF]
%FBFEJ P%% | Exchange Wing i ! 5 !

' JD 1 JD 1
JD 1 4o 4 JD 1 DD 7 JD 2 DD 2
DD 4 B 6 §ipp 3 AD 6 || DD 2 e
AD 4 AD 3 AD 4 AP 2 AD 4 DECO 1

DECO 1 DECO 1 i cr 2
GM - General Manager AD - Asaistant Director
DGM - Depuly General Manager AP - Assistant Programmer

DECO - Data Entry Control Operator

- Care Taker

MLSS - Member of the Lower Subordinate Staff
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With a view to combating ML, TF and PF. B plays out roles of regulators as well as supervisors.
Apart from analyzing 5STRs/5ARs and Complaints and disseminating inteligence o low enforce-
ment agencies and investigating agencies, in FY 201417 BHU undertook regulatory and super-
vizory policy reform inifiatives to protect the financial sector from being exploited by the money
launderers and terronst finoncers. The major inifiatives have been brefly presented in the follow-
ing sections.

2.1 Directives to Banks to Update Uniform Account Opening and KYC Profile Form IE

BFIU issued directions to the banks fo introduce and implement uniform Account Opening Form
[ACF] and KYC profile form for the first fime in 2008, That drection was amended via BFIU Circu-
lar Mo. 10in 2014, Amendment in the low and changes in the infemational standards called for
an update be made in the BFU direcfives on ACF & KYC. To mafch with the amendments and
changes, BFU infhated work to update the exsting AOF and KYC profile form. That work culmi-
nated in issuance of a circular letter in this regard on 16th January, 2017 with a revised ACQF and
EYC for banks. Through the circular letter BFIU directed banks to infroduce the updated AOF
and KYC profile form 1st July, 2017,

BFIU has brought major stroctural changes in the exsting ACF, personal information form (PIF),
nominee information form (NIF], KYC profile form and transachon profile (TF) form in ine with
the amended low and infemational standards. In addifion fo this, the following changes have
been introduced:

Account title hos to be wratten in both English and Bangla

Business details have to be captured in prescribed format for impernsonal occount
lssuance and use of separate ACQF for FOR and other depost scheme accounts
lssuance and use of separate PIF for public occounts

Identifying and recording beneficial cwner inforrmation in the FIF of credit cord applica-
fion form

Estimated monthly income, turnover and transaction information (deposit or withdrowal)]
inking o BO account has to be mentioned in the TP form

A check list to venfy the documents collected in the EYC profile form

Use of separate KYC profile form for deposit scheme account, personal account, imper-
sonal account and account in the name of government organization

Subjective nsk grading for deposit scheme account and account in the name of govermn-
ment organzation

Bangladesh Financial Inteligence Unit Annual Report 2015-2017



2.2 Implementafion of Recommendations Mentioned in the Mutual Evaluation Report of
Bangladesh lnu

Bonglodesh's mutual evaluafion report [MER] waos adopted on 7th September, 2014 in the
annual meeting of APG held in U5A. Bangladesh was awarded with 03 [three) Jubstantial, 04
(four] Moderate and 04 [four] Low level of rafing against 11 (eleven) Immediate Outcomes
(I0z) and got & compliant, 22 largely complont and 12 partially compliant ratings agoinst 40
FATF recommendations. There are no non compliant iEsues in the technical complionce part.

MER mentfioned that Bangladesh's wel structured highJlevel coordination committees have
been instrument in diving key AML/CFT reforms. Bastence of well funchioning policy coording-
fion structures for countenng the financing of terorism and for iImplementing United Mations
Securty Council Resclutions [UNSCRs) against terronsm and proliferation of weapons of mass
destructions (WMD) has ako been mentoned n the report.

Bongladesh's strong commitment to infermational cooperation and i open and responsive
approach fo fulfil requests received from foreign partners, BFIU as the strongest building block
of effectiveness of AML & CF regime in Banglodesh, increasingly credible results in relation to
pursuing financial aspects of terorism, including TF prosecutions are some of the strengths men-
tioned in the MER.

Almost 100 recommendations for implementation are provided in the MER for 1% ministries,
divisions and organizations. The National Coordination Committee (NCC), the apex committes
on combating ML & TF, approved a fime-bound action plan on 31 October 2014 to implement
the Recommendations of the MER, #2014 and BFIU has been assigned to coordinate and
follow-up the implementation of MER recommendations.

Boz=d on approved action plan different ministries ond agencies are working on their respec-
tive assignmenits.

2.3 Intelligence Management L

CTRs submitted by Banks and MBFs, STR3AR submitted by the ROz, complaints mode by indnid-
uvals and private organizations, and information exchange request made by different govem-
ment agencies serve as the major sources of information and data from which BFIL develops
inteligence repors for dissemination to the competent authonty for next course of action.
Another source of information is screening different media. Moreover, information provided by
the regulatory authorties, supervisory authorities aond stakeholders, inteligence shared by the
inteligence agencies and low enforcement agencies, and information provided by the
foreign FlUs or other foreign counter ports add value to the funchioning of BFIU. Such diverse
sources of information and inteligence are recorded and managed primarily in three modules.

2.3.1 Cash Transaction Report (CTR) Ig

Sechon 23(1] [a) of the MLFA, 2012 has empowered BFU to obtoin CTR from the ROs and ana-
lyze the same. At present, Banks and MEFs sulbmit CTR to BFIU on monthly basis as per the direc-
tion of BFIU circulars issued under section 23{1d) of the MLPA, 2012 and section 15{1) [d] of the
ATA, 2009. BHU has defined CTR as any kind of cosh deposit or withdrowal of BOT 1 million or
mare |or of equivalent foreign currency) through one or more fransactions in an account in a
single day. The information contained in the CTR is used for the analysis of STRFAR and com-
plaints, off-site supervision and for strategic analysis purposes relevant to AML & CF issues.

Bangladesh Financial Inteligence Unit Annual Report 20162017



In FY 2014-17, Banks and MNBFls submitted 13784149 (13.9% milion) cash transachons as CTR
involving an amournt of BOT 10093, 264.24 milion (BOT 10093 27 bilion). The number of cash trans-
actions and the volume of cash transaction have nsen by 10.14% and 15.53% respechively as

compared to those of FY 20015-14.

CTR received from ROs
Type of Mo. of Transaction Volume [Million BDT)
the RO FY 2015-16 FY 2016-17 FY 2015-1& FY 2016-17
Banks 124746840 13983777 873378018 10020239 81
MEFs 1662 2372 244572 3026 43
Total 124638502 13784149 B7346245.90 10073266.24

Analysis on CIR data reveals that 1143512 |1.17 milion) cash transactions, on an average, have
been reported in each month of FY 2014-17, and monthly average fransaction volurme was BDT
84110552 milion (BDT 841.11 bilkon). The highest number of cosh fransaction [1.386 milkion) and
the highest volume of fransaction [BDT 984.92 bilion) were reported respectively in May, 2017
and January, 2017. On the other hand, both the number of cash transaction and the volume

of transaction was lowest in July, 2014 (080 million, BDT 40191 bilion).

Bloney involved wilh STHE
[MIllon DDT)

Month wise Cash Transaclivns reporled in CTRs in FY 2014-17
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232 Suspicious Transaction Report (STR) and Suspicious Activity Report (SAR) \g

The provisions of section 25{1)(d) of the MLPA-2012 and secfion 15(1} of the ATA-200% have
made an obligation for ROs fo submit STRFSAR sponfansously to BFIL. A good number of
STR/SAR 5 one of the key indicators of the existence of a strengthensd ANML/CFT regime. Suspi-
cious transaction or aclivity reporting system has been infroduced fo protect the reporting
ocrganizations from being exploited by the money launderers and terronst financers, and to
ensure the soundness of the national AMLICFT program.

Bangladesh Anancial Intelligence Unit Annual Report 20182017
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BHU hos been receving STRFSAR from the reporting organzations in an increasing trend snce
the enactment of MLPA-2012. In FY 201&-17, BFIU received 2357 5TRs/5AR: (1247 5TR: and 1090
SARs) from Banks, Non-Bank Financial Institutions {NBFls), Money Remitters and Capital Market
Intermedianes (CMlz). The number of 5TRs/5ARs haos isen by 37 72% as compared to that of FY
2015-16.

Year wise STIR/SAR

Bl e
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Fy2012-13 TYZ2Z013-14 FY2014-15 2 TYZ2015-16  TYZ2016-17

BFU received 154 3TRs/5ARs, on an average, in each month of FY 201&-17 while the figure was
141 in the previous year. The number of 5TRsf5ARs received in October, November, January,
February and April of FY 20154-17 was above this overage benchmark with the highest number
of STRISAR [329) received in Febroary, 2017, The number of 5TR:/5AR: receved in Auvgust, 2014

was the lowest [104].

Mamth wisa S TR v, BAR in FY 20156-17
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Banks constitute the largest part in the financial system of Bangladesh. The 2nd National Risk
Assessment on ML & TF (WRA) reveals that the banking sector is more vulnerable to ML/TF for its
wide range of products, services and network. The majonty of the 5TRs/5ARs receved from
bonking sector complement the NEA findings reflecting the banking sector's exposure of MLUTE
risks. In FY 2014-17, BFIU receved 1443 5TRs/SARs (which s 70.56% of the total 5TRs/5ARs] from
Bonks. Money Remitters contributed 27 32% to the total STR/SAR.
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STR/SAR received from ROs in FY 201&-17

Type of the ROs STR SAR Total (%)
Banks 1024 539 16463 70.54
Money Remitters 204 440 644 27.32
MBFs 36 & 42 1.78
CMIs 3 5 8 0.34
Total 1247 1070 2357 100

In FY 2014-17, ROz as whole reported 3736 suspicious transachions invohang BOT 11437 70 million.
It has been found that monthly average amount involved in the suspicious transactions was
BDT 2&% .81 million.
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2.3.3 Complaints/Information Exchange Request lg

Orwer the years the numbber of such complaints received by BFU has been increasing. As com-
pared to the previous fiscal year, the curent fiscal yvear 201462017 recorded a 44 01% fse in the
comploants received. Enfity-wise major sources of the complaints are Bangladesh Police & Anti
Cormuption Commission which signifies the increasing uptake of financial inteligence/informa-
tion by these organizations.
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Fig: Sources of Complaints/Information Exchange Request over a Period of 4 Fscal Years

Source/ Sender Org.  FY 2013-2014  FY 2014-2015  FY 2015-2016  FY 20146-2017

eneral Fublic 14 345 24 11

ACC A0 23 29 7l

Bangladesh Police 32 26 a0 10%
Media a 3 7 14
Others (BB,

Cushoms, DMC,

other LEAs) 174 258 oF 5
Total 268 388 209 am

Cher the penod of past 4 [four) fiscal years, BFIU's engagement with other government agen-
cies such oz Bangladesh Bank (BB), Bangladesh Customs, Deparfment of Narcotics Control
[DNC) and other Law Enforcement Agencies [LEAs) such as RAB & very significant. Such wide
coverage of sources enables BFIU to look into other suspicious activities or transactions which
are not generally reported by the reporting enfifies.

BFIU Engagementin terms of Complaint Sources
for Past 4 Fiscal Years

W Gereral Public

W ACC

B Hzrgladesh Police
B Ylesis

W Crthers

2.4 Intelligence Dissemination and Information Exchange with Domestic Authority \Q

Upon request of any investigation agency, BFU provides information relating fo ML or TF suspi-
cious transaction under the provision of sechon 23(2) of the MLPA, 2012, BFIU abko provides,
upon reguest or spontaneously, information relating fo ML & TF to other government agencies
as per sechon 24(3) of the MLPA, 2012, Besides, BFU, as per section 15(2) of the ATA-Z007,
provides information regarding TF or suspicious transaction to appropnate low enforcement
agencies, as well as extends cooperation to them for the investigation of such coses.

Secton 23(1] (a) of the MLPA, 2012 and section 153({1) (a] of the ATA have empowered BFILU o
analyze 5TR/SAR received from reporting orgonzations, collect additional information for the
purpose of analysis and provide information on the same to the investigation or low enforce-
ment agencies for faking necessary action.
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BAU priontizes STR/SARE and complaint on the basis of some predefined indicators and then a
competent analyst iz assigned fo analyze t. The analyst collects addfional information, as
reguired, from different sources including ROs, low enforcement agencies and regulatory
authonties. After analysis of STR/SAR or complaint, if the element of ML & TF or related predicate
offence i detected, the cose s diszeminated to the competent authorhies for next course of
action.

2.4.1 Dissemination of STR/SAR |

BHU dizszeminated 121 5TRz/5ARs to different investigotion and law enforcement agencies in FY
2018617 while this number was 58 in the previous year. The highest number of STRSSAR (73] was
disseminated n the third guarer [January-March, 2017) ond the lowest in the fourth guarter
[AprlJune, 2017).

Yearly Dizsemination ot R TR SAR Cuarterly Missemination
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The predicate offences related to the disseminated 5TRs/SARs were mostly Comuption, Forgery
(49 3TRs/5ARs), Fraud (25 STRs/5ARs), Kidnapping (10 5TRs/5ARs) and teronsm or financing of
teronsm (10 5TRs/5ARs). Other predicate offences were Comuphion and bribery extortion and
tax evasion.
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Since 57% 5TR=/5ARs were related to Comuphon and Forgery, BHU disserminated majonty of the
5TRs/5ARs (73] to Anti-Cormupfion Commission [(ACC). One (1] 5TR was disseminated to both
ACC and Department of Cooperatives (DOC). Thirty eight [38) 5STRs/3ARs were disseminated o
CID of Bangladesh Police and nine (?) 5TRs/5ARs [relating to termonsm or financing of terorsm)
to Counfer Terrorism and Transnational Crame [CTIC) Unit of Dhaka Metropoltan Police.
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Dwang FY 201 417 BHU exchanged information with six domestic ogencies bosed on the nature
of STRISAR. These agencies are: Detective Branch of Dhaka Metropolitan Police, Deparfment
of Social Services, Departrment of Cooperatives, Registrar of Joint Stock Companies and Farms,
Forsign Exchange Policy Department, Deparfment of Foreign Bxchange Inspection and Elec-

tion Commission Secretanat.

2.4.3 Dissemination of Intelligence Based on Complaints IQ

In the fecal year 20142017, BHU disseminated 279 inteligence report/information based on
received complaints which & 124.82% higher than the previous fiscal yvear. The prime recipients
af such diszseminafion are Anti Cormuption Commission (ACC), Caminal Investigation Depart-
ment (CID), and other departments of Bangladesh Police. In the fiscal yvear 201462017, inteli-

gence dissemination from BALU has increased remarkably specially with other departments
[other than CID) of Bangladesh Police.

2.4.3.1 Predicate Offence Wise Dissemination Status |

An analysis caried on complaints based intelligence/information dissemination demonstrated
that coruption, fraud and forgery are three key predicate offence: committed for llegal asset
accumulation in the counfry. This year 45.51% of the coses dieseminated by BFU were related
to these key predicate offences.

It can be mentioned that the national nsk assessment [NREA) 2014-2015 of the country ako iden-
fified these three offences as key threats. The increasing dissemination and uptake by relevant
agencies on key offences alzo upholds BFIU and coresponding LEAs' focus on NEA findings in
curbing these menaces.

Dissemination Wise Key Predicate Offences
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2.4.3.2 Disseminafion Related to Terrorism and Terrorism Financing Cases IL

This year BAU dizseminated inteligence on 11 [eleven) terorsm and teronsm financing related
caoses developed from complaints. Sources of these terronsm cases have primanly been media
reports including social media post and LEAs. As part of analysis BAU officials have scrutinized
42 occounts out of which 20 accounts have been frozen. The primary recipient of these cases
iz Counter Terronsm and Transnafional Crime Unit of Bangladesh Police.

2.5 Monitoring and Supervision |l

Section 23(1) (e] of the MLPA, 2012 and secfion 15(1) (c] and |e] of the ATA empower BAU o
supervise the activifies of the reporting organzations (EOs) and camry out on-site inspechons.
Hence the Unit iz simultanecusly functioning as the national analysis centre and supervisory
authonty. To maintain efficient, fair, safe and sound AML/CFT regime of Bangladesh Monitonng

and Supervision Wing of the Unit has been divided info 4 sub wings/sections which are as
follows:

a) Bank Monitorng

1] Mon Bank Anancial Institutions Monitorng
c) NEO/MNPO, Money Changers Monitonng
d} Capital Market Intermedianes Monitonng
e Insurance Monitaring

fl DMFEPs, Cooperafives Monitoring

2.5.1 Risk Based Supervision v

The BFU hos: aodopted nsk-based approach to supervise the ROz more effectively and to
comphy with FATF recommendation-1. As such, in FY 2014-17 superisory activities were focused
on sectors and enfifies that are most vulnerable to money laundenng or terornst financing
and/for are at highest rsk of being non-compliont with legislative and regulatory requirements.
While implementing risk based approach BFIU tock account of a number of rigk foctors faced
by ROz including sectoral, client, geographic, delivery channel or services/product risks. In
order to identify the important risks faced by ROs and to better mitigate the risks by choosing
the appropriate response to cormect compliance deficiencies and better plan and pricrtize
supernvisory programs BFLU considered the following three (3] different types of risk assessments:

* Mational sk assessment;
* Sectoral nisk osses=ment;
» Enterprize level nsk assessment.
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2.5.2 BFIU's Mechanism to Monitor and Supervise the AML & CH Compliance IQ

Under the Risk Based Supervision BHU created a formal framework fo allocate its supervisory
resources. Resources can be focused on reporing entifies that bear higher risks relative to their
peers and allocated to parlicular higher fisk areas within individual entfities. Under this supervi-
sion systemn there s a process of confinuoushy updating risk assezsments through onsite inspec-
tions findings, off-site reviews and BFU's inteligence that creates an “eardy warning” or “AML
rating” system for the reporting enfifies to anticipate and deal with emerging issues.

BAU has cbserved how the nsk profile of both individual enfity and the industry changes over
time. These cbhservations are useful from the perspectives of the BFU to look info the adequacy
of s legslation and reviewing existing policy for accommodating the relevant issues.

The BFIU's AML & CFT supervisory program B o confinuous process divided into four steps. At
each step, maore detailled information iz colected about the RO and its potential nsks of ML, TF,
PF and non-complionce. These four steps are:

1} Off-3ite Supervision;
2] On-site inspection;
3} Corrective actions; and

4]  Follow-Up.
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Supervision Mechanism of BFIU

selection of _ :
branches based on Annual Plan for inspection
risk based approach in
nf:;?:::::: l::,;ﬂ?:h Priorifize branches/ROs
previous report, self
assessment, TP, CTR, __ !
other data from regu- On-Site inspection
lators ete.

Verify the system, procedure based on
a checklist & collect supporting documents

Analysing all the documents/activities of ROs
based on MPLA, ATA, Rules, BFIU circulars efe.

Prepare a draft report & AML& CFT rating
of the ROs by the inzpection team

Send the approved report with necessary
directfionto the CEO of that RO for Compliance

Receive & analyze the compliance report
by the monitering wing

Send instruction for further
Close the file & keep records compliance / impose sanctions
Close the file & keep records

Prepare AMLACFT rating and share it with Bangladesh Bank (bank, Fl) &
Share the major findings with the relevant regulators (if necessary)
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2.5.3 Off-site Supervision v

The purpose of Off-site Superision is to regularly supervise, monitor, and analyze the operations
and review penodic reporfs of reporfing agencies fo ensure compliance with BFIU require-
ments. In order to ensure effeciive monitonng of the reporting organizations, the Monitonng
and Supervision wing crfically analyze the periodic repors received by BFIU. The findings from
the off-site analysizs play: o significant role for onsite supervision 1.2, selection of reporting
entities for on-site supervision. It iz also used as o tool for nsk based supervision.

Offsite monitoring invalves a vanety of surveillance methods including desk-based activity
uzing both guanfitative and gualitative information available to the authorzed person with
respect to indridual ROs. Off-site moniforng compnses two pancipal activiies: conducting a
risk assessment of the ROs' ML, TF, PF nsks, their non-complionce rsks and assessing key docu-
ments including complionce guestionnaires, docurments prepared by the FOs as instructed by
BAU, AML & CFT Infemal Audit and Independent Testing Procedure Reporting (ITF), 5TR, CTR,
other documents and informafion received from reporting organzations and open sources.

254 Offsite Supervision of Bunkslg

Every bank branch arange: guartery meeting with all of s employses regarding AMLICFT
issues, compliance and knowledge sharng among themselves. They are obliged to prepare a
self assessment report twice a year and send it to the Infernal Audit Department and Central
Compliance Unit (CCU) of iz Head Office. Morsover, the Infemal Audit Deparment, while
inspecting the branches as part of its regular program, is required fo prepare a report on the
status of prevention of ML & TF systern of the branches and oward AML/CFT rating based on
their findings. In addiion to that, Internal Audit Department & obliged to conduct a separate
additional AML/CFT inspection on at least 10% of their annual planning. The Infermal Awdit
Department has fo send the report regarding TP to the CCU. Then the CCU has to evaluate
the two reports [seif aszessment and [TP] to prepare a biannual evaluation report. These reports
are submitted to the highest level of moanogement for therr comments/necessary direction.
These two repors are also sent to BFIU on half yeardy basis.

Status of Banks under ITP in the Previous Five Base Penods

Base Strong Satisfoctory Fair Marginal Unsafisfoctony Mo. of
period tested br.
Jan-Jum, 48 1664 2074 123 2 3711
2015 1.20% 42 S0% 53 00% 3.10% 0.10% 100%
Jul-Cec, 14 1718 2426 124 & 4290
2015 0.40% 40.06% 56.95% 221% 0.10% 100%
Jan-Jumn, 38 1674 2045 120 5 3702
2016

0.9%% 42 0% 92 92% 301% 0.10% 100%
Jul-Cec, 88 1967 2016 a7 5 4133
2016 2.13% 47 65% 48 84% 1.3%% 0.10% 100%
Jan-Jum, 71 1841 2141 23 0 40746
2017 1.73% 44 24% a2 7 5% 0.56% 100%
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B Strong MW Satisfactory  mCair W Margingl  m Unsatistactony

Jan-Jun, 2015  Jul-Dac, 2015 Jan-lun, 2016 Jul-Dac, 2016 Jan-Jun, 2017

Me. of Branch

BFIU also receives the summary of self assessment report and independent testing procedure
report from NBFls on half yeary basis. Oiher reporting agencies fike Insurance companies and
Capital market infermediaries alio submit summary of self aszessment report o BHU following
the same procedure as mentioned above.

2.5.5 On-site Supervision h_
2.5.5.1 Preparing Annual On-site Inspection Plan Ig

BFIU prepares an annual on-site inspection plon based on the enfity level risk assessment report
of banks and MEFs, and BAU's own assessment [considenng the previous inspecthions findings,
self assessment report and independent testing resulis).

Feporting entities which are 'High Risk' category are subject to more freguent onsite supervision.
Findings of BFAU and AML/CFT sk rafing are shared with the relevant regulators for their review
and necessary achions. Basically two types of onsite supervision e.g., system check inspection
and special inspection are camed out by BFIU.

2552 On-site Inspections |g

AMLICFT systermn check inspechons are conducted on a & month cycle to oversee and ensure
comphance. Dunng the inspection, AML/CH rsk management procedures of the banks are
also examined.

Branch inspections include review of:

- Caopacity, knowledge and understanding of the Compliance Officer
- CDD procedures
-  KYC procedure of PEPs

- Record keeping
- UNSCR sanctions monitonng process
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- 5K identiication monifonng process

- EYC procedurs of beneficial owner(s)

- CITR monitoring

- KYC for occasionalfwalk-in or one off customerns fransactions

- Transaction monitorng process
- Monthly AML CFT meeting
- Training records.

Based on the findings of the system check inspection conducted on the basiz of the checldist
focusing 10 areas of highlights and oblgations , the reporting organizations are owarded a
rating (Unsatisfactory, Marginal, Fair, Satisfoctory or Strong) combining their head offices and
branches' ratings.

2.5.5.3 On-site on Banks

Durng FY 201 4-2017 the Unit inspected all head offices of 57 banks and 57 branches throughout
the country.

Statistics of Bank Inspection (Head office and Branches)

FY Head Office Branches
20152014 00 ob
200142017 af af

The rating owarded through AML/CFT systern check nspecton for the FY 2016-2017 reveals that
no bank head office got “Strong' rating, whereas 15 of them got “Safistactorny, 32 of them got
‘Fair' and 5 banks" h=ad offices were roted 'Unsafisfactory’. During the saome fizcal year &
branches of the banks got Sofisfactory', 37 bank bronches were rated "For', and 12 bank
branches were roted "Marginal'. On the other hand the rafing awarded through AMLICFT
system check inspection for the FY 201.3-2014 reveak that no bank branch got 'Strong’ rating,
whereas the majorty of them got ‘Fair’ and ‘Marginal' rating. Dunng that penod 3 banks were
rated Satsfactory’, 28 bonks 'Fair, 24 banks "Marginal’ ond one bank was rated Unsatisfactony.

2.5.54 Inspections of MBFls

During 201562017 BFIU conducted special mspections on head offices of 05 NBF and their 10
branches throughout the country. The numlber of inspections of head offices and branches to
some extent dechned in FY 201462017 oz compared to the preceding FY.

Statistics of NBFl inspection (Head Offices and Branches)

FY Head Office Branch
20152016 o9 10
0082007 05 05
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In the system check inspection 02 NBF head offices got 'Fair' rating and another NBFl head
office got ‘Marginal' rating. In case of branch checklst inspecton also 02 branches got *Fair’
and 01 branch got ‘Marginal’ rating.

Besides checklst inspections 04 inspections for special purposes were alio conducted on Mon
Bank Financial Institutions.

2.5.5.5 On-site Inspections of Other Reporting Organizations lg_

Al Insurance Companies:

Insurance Development and Regulatory Authority (IDRA) is the regulatory authonty for the insur-
ance companies in Bangladesh. BAU, in cooperation with [IDRA, supervizes the ANL & CFT acfiv-
ities of the Insurance companies.

BHU conducted on-site inspection on head offices of 34 insurance companies (both Ife and
general insurance] and ther 21 branchesfregional offices dunng FY 2018-17. The number of
imnspection remained stable in both head offices and branches as compared to that of the
previous fizcal vear.

Statistics of Inspection of Insurance Companies (Head offices and Branches)

FY Head Office Branch
Life zen Life Zeneral
2015-2016 16 18 14 17
201462017 15 19 10 11

B) Capital Market Intermediaries {CMIs):

Bangladesh Securties ond Exchange Commizsion (BSEC) is the regulatory authorty for the cap-
ital market of Bangladesh. There are two stock exchange: namely Dhaoka Stock Exchange
[D5E] and Chittagong Stock Bxchange (C3E). BAU closshly works with BSEC, DSE and C3E fo
monitor the AML & CFT activities of the capital market intermedianes. As the regulator of capital
market intermedianes in AML/CFT, empowered by latest amendment of MLPA, BSEC hos start-
ed supervising Chls.

Dwang FY 20142017, BRAU alo conducted on-site inspection on Head Offices of 65 CMs in
which 12 mspections were conducted in Dhaka.

C) Money Changers

BHU iEsved guidance notes on prevention of money laundenng and combating fimoncing of
teronsm for money changers in 201 1. To monitor the activities of money changers and ensure

their AWML & CFT compliance, BFIU conducted onsite inspection on 32 money changers during
FY 2018-17 out of 14 inspections were conducted outside Dhaka. 31 Money changers were
asked for explanation on non-compliance issues.
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2.5.5.&4 Special Meeting with Selected Financial Institutions and Adoption of
Comprehensive Action Plan: \Q

Managing Directors along with CAMLCOs and DCAMLCOs of few selected Financial Inshitutions
werz caled on fo aftend a special meeting presided by the Deputy Head of BHU on Januwary
01, 2017 for discussion on the way out of the major AML/CFT non-complionce issues of the
institutions. Operational Head of BFU along with concemed BFIU officials were present in the
meeting. Selection cnternon of the imsttutions was their previous performance regarding
AMLICF compliance identified through BAU's on-site and offsite monitoring outcomes.

Cne of the outcomes of discussion was advising financial instiftute to be vigilant about their
non-complance ssues in future. Deputy of BHU advised financial institutes that such viglance
should result in o comprehensive action plan of their own to improve comphonce level and
submit a status report 1o BHU within 3 months. Such measures have been found productive
throuwgh o special BAU on-site team inspection as there were visible overall improvement in the
respective Fls' AML/CFT compliance level.

2.5.5.7 Meeting with the Natfionalized Commercial Banks ln

Mationalized Commercial Banks (NWCBs) hove registered weak peformaonce consistently on
AMLICFT issues in different BFIU supervision tools. Furthermore mutual evaluation report of
Banglodesh has following observations related to NCBs:

| Laock of good understanding of the nature and level of ther ML and TF Risks.

| Verysignificant corruption risk with board and management of state owned
commercial banks are not mitigated sufficienthy.

] |ntemal control and Board oversight have been shown to be very weak , audit
committee has constantly failled fo identify & mitigate risks

At this backdrop, BFIU had faken initiatives to meet with the top managements of MCBs. In the
meeting BAU hod presented each NCB specific key areas of weaknesses as idenfified by the
BHU Superasion. Simultanecushy BHU provided the MCBs time bound achion plan to overcome
the deficiencies identified in BFIU supervision process. All the fop management including the
CED, Deputy Managing Director, CAMLCO, Deputy CAMLCOs, CCU members, AMLD and
memibers of Internal Audit Department were present in the meeting. CEQs of the MCBs assured
BHU that they will bing necessary changes and take action to ensure proper viglance regard-
img AMLICFT compliance in future. Mow BRU i monitoring the progress of the time bound
acton plan.
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The most import thing required fo ensure effective implementation of AML & CFT measures by
the Reporing Organizations (ROs) is the skill and capacity of the human resources engaged in
the mission. Like the previous financial vears, BFIU took a lot of initiafives to strengthen capacity
building measures for the reporting organzations.

3.1 Suppurhng und Working with ihe ROz

BFIU provides capacity building assistance to all the reporting crganizafions fo obtain optimum
outcome from them. Be it providing Guidelines, or technical or fraoming assistance BAU always
responds to ROs' needs in the best possible manner. Often the Unit sits and discusses with them
to identify the challenges the ROs foce and devise approprate strategy to help them effec-
tively. To ensure this BFIU has establshed a trusted and tested mechanism through regular
comespondence, sithing on any emergent need, conducting meetings, training ond aranging
a conference with Chief Anti Money Launderng Complionce Officers of major reporting orgao-
nizations such as banks, Fls, CMIs once a year.

3.1.1 CAMLCO Conference, Banks
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BFIU organzed Chief Anfi Money Laundenng Compliance Officers [CAMLCO] Confer-
ence-2017 for the complionce officers of all the scheduled banks. The conference aimed at
reviewing previous year's activities and prepanng the work plan for the curent year to combat
money laundering and teronst financing. This program also faciitates different issues with the
barnks, eg: comphance standard, frend of ML & TF activities, etc. This year the main focus of this
conference was "Combating Teronst Financing (TF) and Prolferation Anancing (FF]°

The conference was held durng 03-05 March, 2017 in Sylhet. Governor of Bongladesh Bank
inaugurated the three daylong conference. Deputy Govemor & Head of BRI, Biecutive Direc-
tor & Deputy Head of BFIU, Operational Head & General Manger of BFIU, Executive Director of
Bongladesh Bank, Sylhet, General Manager, Bangladesh Bank, Sylhet, Managing Drector of
some Commercial Banks, representatives from Organized Crme, CID; Counter Terronsm and
Tranznational Cnme Unit, DMP; DGF, BIBEM, ABE were also present and played their respective
roles in the sesions. CAMLCOs, Deputy CAMLCOs of all the commercial banks operating in
Bangladesh and officials of BFIW were ako present in the conference.

The role of Bank officiaks to prevent TF and PF was emphasized. The key points in the working
SEEEION Were:

=  Emerging Challenges in combafing Financing of Terronsm (TF) and Proliferafion Financing
[PF] of Weapons of Mass Destruction in Bangladesh

= Preventing TF & PF in Bangladesh: the Role of Banks
=  Challenges and How to Overcome |denfified Challenges in Preventing TF & PF
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=  Challanges in Maintaining Cormespondent Felationship and Impact on lnward Bemittance
= |Jse of E-Commerce for ML & TF: Case Study and Typology
= [ynamics of Cyber Threat : Relevancy with Banks

Feedback from BHLU

= Gap between Complionce Reguirements & Implementafion (ldentified through System
Check Inspection by BAU)

The conference ended up with 13 recommendations with the vision to establish a rolbust AML
and CFT regime in the country and also to become a frontier nation in the region in combating
money laundenng, terronst financing and other related crimes.

3.1.2 CAMLCO Conference, Anancial Institulions (Fls)

Bangladesh FAnancial Inteligence Unit (BFU] aranged Chief Anti Money Laundering Compli-
ance Officers [CAMLCO) Conference-2017 for the compliance officers of all the Fnancial
Instiutions. The program was held dunng 07-08 Apnl, 2017 ot Cox's Bazar. Deputy Govemaor of
Banglodesh Bank & Head of BHU inaugurated the Conference. Executive Director & Deputy
Head of BHU, General Manager & Operational Head of BHU, officials of BHU, high officials from
Bangladesh Bank, Anti Coruption Commission, Bangladesh Police, all the CAMLC Oz & Deputy
CAMLCO: as well oz MD/CEOs from 12 Financial Institutions were present in the conference.

In the working sessions several themes were presented covenng the following fopics and
leamed Session Chairs, Panel Members & Discussants actively participated in the ponel discus-
sion with their valuable remarks on-

» Misuse of Fs Products & Services as vehicle of Money Loundering;

» Gops ldentified on preventive measures in Mutual Bvaluation Beport (MER) of Bonglodesh;
* Laundering the Proceeds of Coruptlion Throuwgh Fls;

» Temonst Fnancing Riek: Recent frend, typologies and way fonward;

» Fffective Compliance for TF Risk management by Fls;

» Compliance Challenge in the Backdrop of emerging MLUTF Threat: Digital solufion o
way forward.
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3.1.3 CAMLCO Conference, Copital Market Intermediaries [CMI)

BFIU and Bongladesh Secunties Bxchange Commission (BSEC) jointly aranged CAMLC D Con-
terence-2017 for Capital Market Intermediarnes. The program was held dunng 05-08 May, 20017
at Cox's Bazar. Around 300 officials involved in capifal market activities were present in the
program. Deputy Governor and Head of BFIU was present as the Chief Guest on the occasion.
Commissioners of BSEC, Managing Director of DSE, Managing Director of CSE, President, Brokers
Association of Bangladesh; President, Bangladesh Merchant Bankers Association; President,
The Association of Asset Monagement Compaonies and Muiual Funds and Deputy Managing
Director, COBL were alzo present in the conference and played their roles. The progrom was
presided over by Operafional Head of BFIL.

Some fopics were presented by the officials of BRU, BSEC, and CMlz in various sessions. The
s2ssion topics were:

1. MLTF: Risks, Methods & Trends and their management by Chls.

2. PResponsbilifies of BSEC 1o Bnsure Effective Implementation of AML & CFT Compliance
Reguirements for the Chills.

3. Chaollenges of implement of ANML & CFT meaosures in the Capital Market Infermediaries.

4. Introduction of Risk Based Approach & Implementation of UNSCR: Compliance
Regurements.

3. Owverview on ANL & CFT Fegime in Bangladesh & Gaps Identified in the Mutual
Evaluation Eeport [MER) of Bangladesh.

Clbservations found in the on-site inspection: ond a companson of Complionce Stotus of Chils
were dlso presented. Some recommendations were taken. Major recommendations were infro-
ducing Uniform Account Opening Form, Updating EYC of Legacy Account, ensuning AMLICFT
traming for all the officiak of CMIs, Completion of registration in goAML for reporting, ensurng
cyber secunty.
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3.2 Initictives Taken for DNFBP Sector

Cesignated Non-Anancial Business Professions (DMFEP:) and Co-operafive societfies are incorpo-
rated as reporting agencies under Money Loundenng Prevention Act, 2012 and Anti teronsm act
2007 The responsibilities of the reporting agencies have been descrbed under section 25 of
MLPA, 2012 and secfion 14 of ATA, 2007, Morecver, the role and responsibilities of the regulatory
Authonty are described in the MLPA, 2012,

3.2.1 DNFEPs |

Realmng the challenges associated with DMFEF: in comphing FATF Recormmendations, Bangla-
desh haos adopted meosures in an attempt to prevent the misuse of non-fimancial businesses and
professions for ML & TF as DNFEP: are afiractive avenues for ciminals to hide their llict flow of
fund. Criminalks attempt to penetrate or influence both the financial mdustries and DWNFEP: to
facitate theft, fraud, money lounderng and other crimes.

BFIL issued Guidelines on Prevention of Money loundenng & Combating Anoncing of Terronsm for
Designated Non- Financial Businesses and Professions on 2% Oct 2013. This guideline has been
prepared by a focus committee compnrzing representatives from Ministry of Cormmerce, Rojdhani
Urnmoyon Korfipokhkha [RAJUK), Office of the Regisfrar of Joint Sfock companies and Firms,
Bangladesh Bar Council, Ministry of Finance, Ministry of Law, Justice & Pardiamentary Affairs, Minis-
try of Commerce, Eeal estate & Housing Association of Bangladesh [REHAR), Bonglodesh Jewsl-
ers Association, Insfitute of Chartered Association of Bangladesh and Banglodesh Fimancial Intelli-
gence Unit. The guidelines hos been issued to help occountants, lawyers, real estate developers,
dealers in precious metals and stones: and trust and company service providers [as refered fo as
Reporting Organization in section 2 [w) of Money Laundenng Prevention Act, 2012, and their
employees gain a better understanding of Money launderng and termonst finoncing, Suspicious
Transaction Reporfing and suspicious activity indicators, Complete compliance progrom includ-
ing customer due diligence and Infemational regulatory standards.

On 7 July 2015 BFIU issued a circular regarding Instructions to be followed by the real estate devel-
opers, dealers in precious metals or stones, trust aond company serice providers and lawyers,
notary, other legal professionals and accountants for the prevention of Money Laundenng &
Terronst Financing.

In 2014 BFU arranged several workshops to make the staffs of these sectors oware of the ssues
related to money loundenng & temorist financing. With the help of World Bank, Sectoral Risk [ AM-
LICH) Assessment [Sanifized Vemrion) of Designated Non-Financial Business & Professions [Real
Estate Sector) has been completed. iz sanitized version has been publshed in the website. The
AML/CFT nsk assessment of other sectors of DNFRP iz going on.

BFILl aranged training program ot BETA durng 2-3 Movember, 2014 for the officials of real estate
sector and dealers of precious metals. B0 [Eighty) porhicipants from these sector altended the
fraining prograrm.

BFU and ICAB jointly arranged several workshops on AMLICFT in 2014, Bangladesh Bark enlsted
Charferaed Accountant firms' (engoged in bank company Auditing) officials wers present in those
workshops.
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322 Co-operative Sector

BFIU conducted regular meeting with icensing authorty of Co-operative sociefies to discuss the
role and responsibilities of them to prevent money laundenng and terorst inancing. To prevent
abuse of cooperative societies for money loundenng and terorst finoncing, Banks hove been
instructed fo enhance due diigence in case of operating account of those orgonzafions. BAU
conducted 03 onsite nspections to investigate the complaint of feronst financing ogainst a

large co-operative society and concemed investigating authonties were reguested fo conduct
in-depth investigation and collect information about the members of board of directors and the
fund spent on C5R activities.

3.3  Iniliatives Taken for Money Changers

Regarding ilegal/unlicensed money changers 3 meefings have been held with the Foreign
Buchange Policy Department (FEFD), Foreign Exchonge Operation Department [FEOD], Depart-
ment of Foreign BExchange Inspection (DFE) of Banglodesh Bonk and Bonglodesh Police.
Cutcome of the meeting s as follows: a) List of legal money changers would be published by
FEPD throuvgh adverfsement b) Giving opinion regarding the Esue 'Who and how action will be
taken against llegalfunficensed money changers' is under consideration of the laow department
of Bonglodesh Bank. BFU aond Banglodesh Bank Training Academy (BBTA) jointly organized
AMLICFT Training for all the Money Changess.
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BFIU’s Activities on BB's Reserve Heist Case

Bangladesh Financial Inteligence Unit

Following a sophiticated cyber-attack on Bangla-
desh Bonk's systerms on Odth February, 2014
Bongladesh Financial Inteligence Unit [BFIU) has
been o=igned by Banglaodesh Bank and Govern-

ment of Bangladesh to recover the $81 milion
stolen funds. In this connechon BAU hos taken

several initiofives to recover the entire stolen funds
from Philippines and relevant Low Enforcement
Agencies are working to bang the perpetrators to
justice in cooperation with low enforcement from
other jurisdictions.

BFIU i coordinating the case with the counterparts
in the Philippines and USA, aond alo losing the
issue with the World Bank, Asia Pacific Group on
Money Laundenng [APG) and Inferpal for getting
maore intemational support for recovenng the
stolen funds.

One of the vltimate recipient of the stolen funds
Nr. Eim Wong refumed back Four Milion 3o
Hundred Thirty Thousand US Dollars ($4,430,000.00)
and Four Hundred Eighty BEght Milion Two
Hundred Eighty Thousand Pesos (P488,280,000.00]
in cash fo AMLC which is already fumed over to
Bonglodesh Bank, the nghtful cwner of the funds
declared by the Philippines Court.

Bongladesh Bank i wordng fogether with all
stakeholders in home and abroad fo recover the
entire remaining stolen funds and brang the perpe-
frators to justice, and support to multilateral inter-
naticnal efforts to further protect the global finan-
cial system from these types of aftocks in the
future.
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Domestic Cooperation and Engagement




FATF recommendation-2 urges the countrnes to ensure that policy-makers, the finoncial intelli-
gence unit [FAU], law enforcement authorties, supervisors and other relevant competent
authonties, at the policymaking and operaticnal levels, have effective mechanisms in place
which enable them to cooperate, and, where appropnate, coordinate domesfically with each
other conceming the development and implementation of policies and activities to combat
money loundenng, terronst inoncing and the financing of proliferation of weapons of moss
destruction. As the national central agency of the country, BHU always lays utmost mportance
on domestic cooperation and engagement. In FY 201462017 BHU tock a lot of nigonows steps to
infensify domestic cooperation and engogement with the vanous rministies, divisions and
agencies working in Banglodesh.

4.1 National Coordination Committee on AML & CFT

Matfional Coordination Committes [MCC) is the apex body to formulate policies and proce-
dures to prevent money laundenng and teronst financing in Bangladesh. The commitiee is
headed by the honorable Finance Minister while the Deputy Governor of Bangladesh Bank &
Head of BHU & the member secretary of the committes. The committee met 4 [four] fimes
during FY 2014-17 and made some imporfant decsions.

The MCC praised the effort of BHU and other agencies for successfully completing the 3rd
round Mutual Evaluation made by the Asio Pacific Group on Money Laundering (APG) in
2015-2015;

Al concermned minsties/divisionsfagencies will evaluate the Mutuval Bvaluaotion Repaort
(MEF]) maode by APG and take necessary steps fo implement the recommendations in the
MER of their cwn agencies;

All concemed ministries/divisions/fagencies will submit the half vearly status report fo NCC
according fo the responsibiliies menfioned in the Natonal Strategy for Preventing Maoney
Laundenng and Combating Fnancing of Teronsm 201.5-2017;

The concemed authorty will take necessary steps to outine the scope of work of the 2
(twio) central authorities (Attormey General Office and Ministry of Home Affairs) under the
Mutual Legal Assistance in Caminal Matters Act, 2012;
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4.2

The concerned authonties had been directed fo take appropriate steps fo amend the
Money Laundenng Prevention Rules, 2013 in view of the Money Laundernng Prevention
[Amendment) Act, 2015;

The Legelative and Padiamentary Affairs Division of Ministry of Law, Justice and Pariamen-
tary Affairs would be reguested to examine the possibilities of inifiating the separate attor-
ney service of independent prosecution semice for the Govemment of Bonglodesh;

The Law and Justice Division of Ministry of Law, Justice and Pardiamentary Affairs would be

reguested fo employ sufficient number of special judaes under the provision of Money
Laundering Prevention Act, 2012 and fo form sufficient number of special inbunal under the
provision of Anti-Termonsm Act, 200%;

The Legelative and Pardiomentary Affairs Division of Ministry of Law, Justice and Pariamen-
tary Affars will review the cumrent monagement systemn of confscated assets and recom-
mend for a standard and modem approach;

BFIU and relevant low enforcement agencies will fake necessary steps to sign Memoran-
dum of Understanding (Mol to exchange informaotion and inteligence;

Bonglodesh Bank (BB} and BFIU have been requested to conduct an analysis of cash trans-
action in Bangladesh and recommend the possible steps to reduce the use of cash in the
country.

Working Committee on AML & CFT

Working committee is the second highest body in the country for ensuring coordinated nstitu-
tional effort to implement the policies for combating money laundenng and teronst financing.
Secretary of Financial Institutions Division, Ministry of Finance i the convener of the committes.
The Deputy Govemor of Bangladesh Bank and Head of BFIU & one of the members of the com-
mittee. The committes met 2 [two) times in FY 2014-17 and made some important decisions
which are as follows:

The agencies responsible for investigation of money laundenng and terorist financing must
use the inteligence report of BFIU in proper manner while investigating their cases;

As the Money Laundenng Prevention [Amendment] Act, 2015 authonze: offer agencies to
investigate money laundenng offences other thon Anfr-Coruption Cormmission, the
officials from new investigafing agencies will be imparted a substantfial amount of fraining
and capacity building;

All concemed ministies/divisions/agencies will submit the follow-up report on the work plan
fo implement the recommendations of the Mutueal Evaluation Report (MER);

The Financial Institutions Division, Ministry of Anance and Public Securty Division, Minstry of
Home Affair: will direct the law enforcement agencies for the use of financial inteligence
of BFIU, use of international cooperation from other countres for shanng inteligence and
establishment of appropriate mechanism of using the Mutual Legal Assistance;

BAU and relevant low enforcement agencies will fake necessary steps to sign Memoran-
durm of Understanding [Maoll] fo exchange informafion and inteligence.
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43  Cenfral and Regional Task Force for Preventing lllegal Hundi Activities, llicit
flow of Fund & Money Laundering

The central taskforce to prevent llegal Hundi Activities, licit flow of Fund & Meoney Laundernng
in Bangladesh headed by Deputy Governor of Bangladesh Bank and Head of BFIU met 5 times
[B5th meefing-8%th meetfing) durng FY 2014-17. Curenily there are alzo 8 |eight] regional
taskforces in Chitagong, Rajghahi, Bogra, Sylhet, Rangpur, Khulna, Bansal and Mymensingh
headed by the Executive DirectorfGeneral Manager of respective Bongladesh Bank's offices.
The task force discussed the decisions taken by the regional task forces and maode directions
and observations on their recommendations. Moreover, the central task force discussed the
reports submitted by the vanous low enforcement agencies as well as reporting agencies. The
task force alo urged the BFIL fo meticulously look after the Suspicious Transaochion Reports
[5TRs) made by the reporting agencies. The chainperson recommended all the membpers of the
task force to be vigilant and aware to prevent the ilict flow of fund and money laundenng.

44  Relationship Building with Law Enforcement Agencies (LEAs)

BAU has regular engagements with LEAs and inteligence agencies on many fronfs. The unit
meets bi-monthly with Ant-Coruption Commission [ACC) and Criminal Investigation Depart-
rment (CI0)] for dialogue on ML &TF related cases and monitors their developments. Thess meet-
ings facifitate bilateral and multilateral cooperation between relevant authorties allowing
room for conducting mutual consultations, promoting mutual contacts, exchanging informa-
fion and idenfifving hindrances in effective implementation of AML & CFT regime of the coun-
try. During the FY 201417, BFIU and Bangladesh Police met 4 times (67thmeeting-70thmeeting).
The Deputy General Manager [DGEM) of Complaints Handling & Information Exchonge [CHIE)
wing of BFU chaired the meeting. The meesting discussed the progress of the cases pending
before different courts for trial under Money Launderng Preventfion Act.

4.5  Signing of Memorandum of Understanding (MoU) with Different LEAs
and Regulators

BAL as the national central agency of the country to prevent money laundering and combat
financing of terorsm, provides financial inteligence to different law enforcement and intelli-
gence agencies. For developing financial inteligence, BHU collect information from vanous
sources including reporting organzations, govemment database: and other perfinent sources.
This mammoth task needed BFIU to get imely occess to different datobases and other sources
of information. In thizs regard BHU took inthative to sign Memorandum of Understanding [Moll)
with varous low enforcement agencies and supervisors including Bangladesh Police, Anti-Cor-
ruphion Commission [ACC), Mational Board of Revenue (MBR), Department of Marcotics Control
(DMC), Bangladesh Secunties & Exchange Commission (BSEC) and lnsurance Developrment
and Regulatory Authority (IDRA). The Mol will enable BFIU and other agencies to interchange
the information and infeligence between them in a fimely monner.
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4.4 Capacity Building of Law Enforcement Agencies (LEAs)

In order to strengthen domestic cooperation in the fight ogainst ML TF and PF, BAU has started
capacity building fraining in association with vanous LEAs.

On 26-28 December, 2017 BAU arranged a 3 [three] day long workshop ‘Financial Investigation
of Money Laundenng & Reloted Offences' for the invesfigating officers of different LEAs.
Officials from Anfi-Coruption Commission (ACC), Bangladesh Police, National Board of Reve-
nue [MBR], Department of Narcotics Control [DNC), Bongladesh Securties & Exchange Com-
miszsion (B3EC) and BHU attended the fraining program.

BAU provided fraining to 430 (four hundred thirty) investigators of Bangladesh Police regarding
the anfi-money laundenng and combating terornst financing regime of Bangladesh. BAU also
provided them firsthand knowledge on the investigating technigues on financial crmes.
Besides the apex fraining body of Boanglodesh Police, Police Staff College and BHU regularhy

exchanged mutual exchange tour to interchange the knowledge and expenence of both the
agencies.

5. Department of Justice's Office of Oveseas Prosecutonal Development, Assistance and
Training [OPDAT),Police 5taff College and BHU jointly organzed 2 (two) training programs on
‘Investigating and Prosecuting Fnancial Crimes' for laow enforcement agencies.

4.7  Capacity Building Support to Other Organizations and Agencies

The officials of BHU play a significant role to contribute to the capacity building needs of the
Training Institutes of the banks and other reporfing orgonizations as well oz different o
enforcement agencies on AMLACFT issues. In FY 2014-17, twelve officialz of BFIU confributed as
Speakers in Bangladesh Bank Training Academy and twelve officials of the Unit provided frain-
img to the participants of Bangladesh Institute of Bank Manogement on different occasions.
Moreowver, nine officials from BHAU provided training to the officials of Law enforcement and
imvestigating Agencies in Police Staff College, Bongladesh Police Academy, Special Branch
Training 3chool, Mafional Secunty Inteligence and Anti Coruption Commission, on a number of
occasions. Three more official: confrnibuted to the copacity building for the officials in the
Fegional Taskforce, Mymensingh.
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International Cocperaton and Engagement




In thiz oge of global connectivity combating ML, TF & PF without coordinated efforts iz a dietant
dream. As criminal networks with the blessing of advanced technology are spread all over the
world failling to work fogether with the infernational community may create havoc to the vision
of ensunng strong AML & CFT regime by any junsdiction. Bangladesh HU hoz abhways been com-
mitted to work hand in hand with the global community in combating ML, TF & FF. In 2014-17
also BAU proactively responded to all the reguests for infernational cooperation. The Unit
attended every possible forum, workshop, training, seminar and contnbuted to global platform
to these global menaces.

5.1 signing of Memorandum of Understanding (MoU) v

Maoney loundering and financing of teronsm are most offen cross country phenomenon. Mulh
nafionalities are engaged in these crimes across borders. Because of the fransnational nature
of these cAames, it is very important to exchange information relating to ML, TF, FF and related
offences beyond each pnsdichion for an effective caze investgafion. Being a member AU of
the Egmont Group, BFU exchanges information with 151 member FlUs through ESW. Moreover,
the Unit always appreciates any scope of signing Memorandum of Understanding (Moll] with
the other member and non-member Filks to faciltate the mformation exchange process and
strengthen the relationshio with other Flls as well. In FY 20162017 BAU signed Mol with the FIU

of 8 countries which include Canada, Suriname, Porfugal, Cyprus, Fnland, Bayvpt, Polond and
lceland. Until FY 20182017, BAU has signed 51 Mol with its counterparts. The following table

shows the list of the Mol signed between BRAU and the AU of different countries durng FY

2016-2017:
sl Name of FIU Year of
mo. signing
1. Financial Transachons and Reports Analysis Centre of August 20146

Canada (FINTRAC)
2 Meldpunt Ongebruikelike Transacties Surname [FU-

Suri Avugust 2014

uriname)

3. Portuguese Fnancial Inteligence Uit (UIF) October 2014

4. Unit for Combating Money Laundering (MOEAS-Cyprus] Cictober 2014

9. Finnish financial nteligence unit, RAP January 2017

&, Egyphan Money Laundenng and Terronst Fnancing January 2017
Combating Unit (EMLCU]

F. Zeneral Inspector of Anancial Information (Poliskh AUJ March 2017

a. lcelandic Financial Inteligence Unit (HU-ICE] June 2017
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5.2 Financial Action Task Force (FATF) L

FATF iz the inter-govemmental policy malking ond stondard szefter body developing and
promoting policies to combat money laundenng, teronst financing and proliferation financing.
Bangladesh has been actively responding to and participating in all the infiatives of this global
plattorm. In FY 20142017 porficipants from Banglodesh attended the following FATF armanged
Erogranms.

5.2.1 FATF Plenary and Working Group Meetings 2017 ll‘.,

The Financial Action Task Force [FATFH Flenary and Wordang Group Meeting were held durng
19-24 February, 2017 in Pans. The Operational Head of BAU and two officiak of the Unit attend-
ed Working Group Meesfings and Plenary meesting. Yarous workng groups of FATF namely
Global Metwork Co-ordination Group(GHMCG), Policy Development Group (PDG), Fisk, Trends
and Methods Group [RTMG), Evaluation and Complionce Group [ECG) and International
Co-operation Beview Group's (ICRGE) meetings were held simultaneously as such BAU officials
were divided and aftended working group’s meetings separately. In the “Global Metwork
Co-ordinafion Group's (GNCG)" meeting a revised paper on financial govermance and trans-
parency was presented and delegations stressed the need fo ensure fronsparency and
accountability within the Global Network, and aogreed to this paper being updated on need
basis. Delegations ako agreed to do more work on financial governance.

In the Policy Development Group’s (PDGE] Meeting discussion tock place on that Private Sector
Information Shanng in relation to FATF Recommendation 18, “Super-5ARs": FATF Definiion of
Comespondent Banking oz the exizting defintion i cousing confusion or contrbuting to de-nsk-
ing. It was decided that PD'G would continue the discussion in June 2017.

Delegaotions agreed that the interpretive note to B.7 and the guidance need to be technically
updated to reflect the changes and fo ensure the continued relevance of the FATF standards.
In addiion, the guidance on other elements such as activity based financial prohibifions and
vigilance measures should also be updated.

Fisk, Trends and Methods Group's [RTMG) Meeting endorsed the update of [BIL financing with
some changes. FTMG adopted the proposed format and draft agenda for the Joint Bxperts'
Meeting [JBM) and Eisk Assessment Workshop to be held in Moscow in Aprl 20017 replacing
some infially proposed topics for discussion af this JBM [vifual curencies, wildlife trafficlking and
5L finoncing) with altemafive fopics including TF associated with human frafficking, and
professional ML networks and shadow intermedianes.

Evaluation and Compliance Group's (BECG) Meeting recommended that the Plenary would
adopt the proposed revisions fo the Methodology for Recommendation 5 and Immediate
Qutcome 7 on criminalsing terornst financing, consistent with the changes to Interpretative
Motes to Recommendation-5 and the Glossary which were adopted by the FATF in October
2014. The ECG discussed the Mutual Evaluation Report of Sweden and ifs key issues document.
The BECG considered proposed amendments to the opfional termplate for countries to provide
risk and international cooperation feedback.

International Co-operation Beview Group's (ICRGE] Meeting heard the updates from the Joint
Groups [JGs) on the 13 unsdictions namely Irag, Uganda, Syra, Yemen, Ethiopia, Costa Rica,
Afghanistan, Lao PDR, Vanuatu, DPEK, 3a Lanka, Bosnia and Herzegovina and Iran. With regard
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to the Public Statement, all responding FATF member countnes and other junsdictions reported
that they continued to urge their reporting institiutions to: (1) protect against corespondent
relafionships being used fo bypass or evade counter-measures and sk mitigation practices
and to take mto account MLTF/PF reks when considerng reguests by DPRE financial institutions
to open branches and subsidianes in their junsdiction; (2] give special atfention to business
relafionships and transactions with DPEK; and (3} opply targeted financial sanchions as required
in accordance with applicable UNSCRs.

Flenary Meefing discussed what more could be done fo increase FATF's capacity and ensure
that all couniries of the FATF Global Metwork swiftly, ond effectively, implement measures fo
prevent, detect and counter all sources and methods of teronst financing. In parficular, dele-
gates discussed the methods teronst organizations and sympathzers use to fund ther recruit-
ment efforts, and the use of new payment products and technology (including virtual curen-
cies) to fimance teronsm. The FATF adopted a revision to the Methodology for assessing how
countries cniminalize terronst financing (Recommendation 5 and Immediate Outcome 7). This
follows the October 2014 revizsion of the interpretive note to REecommendation 5, which clarfied
the scope of the fterm 'economic support' o cover o brood range of economic support,
including trade in cil and other natural resources and assets which could be used to oblain
funds.

In the margins of the plenary meeting, the FATF organised a Fintech and Reglech Roundtakle
The key ocbjective of thiz roundtable was to better understand and exchange views on the
current and emerging state of play on interaction of the established tradifional financial nstitu-
tionzs with the FinTech and Reglech indusiries, and the impaoact financial innovations and tech-
nologies are having [or expected to have) on reshaping the delivery and provisions of financial
services. This first meeting involved representatives from the banking sector, engaged in Fintech
activities.

522 FATF TREIN Workshop Ig

A three day workshop on ‘l[dentifying Challenges in Understanding and Implementing the FATF
Standards' waos held dunng 13-15 December, 2014 in Busan, Korea. The objective of this work-
shop was to identfify the challenges in understonding and implementing the FATF standards
through stocktaking from assessed jurisdictions of FATF and F3RBs under new methodology. Two
officials from BFIU, who were very much engaged with ME process of Bangladesh parficipated
in the workshop. Other participants were from Sweden, Bhutan, Fji, Ugonda, Iimbabwe, Ethio-
pia, Trnidad & Tobago, Honduras, Paraguay and the APG Secretariat. Representative from US
Treasury facilitated the workshop.

Following discussions with FATF and FSRE member jurisdictions and secrefanats, TREIM proposes
to construct a pilot training course informed by the information and feedback provided by
these parficipants o the FATF plenary. They have identified & (six) modules such as Risk, context
and matenalty, Rk in the context of superision and regulafion, Teronst financing, Targeted
Financial Sanctions/Prolferation Financing, Financial investigations and Crminal asset confis-
cation for future training and some potential areas to conduct research:
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To achieve this, FATF TREIN will focus on assisting jurisdictions befter understand how to effec-
freely implement the FATF standards through TREIM's training and research programs, work with
the FATF and FiRBs to maoximize the reach of our training and avoid duplcation of exsting wark,
build on exsting materials produced by the FATF and other organizations, be innovative and
engaging in training style, drow on the expenences of jursdictions, assessors and other experts
to give prachical examples of effective implementation where possible.

Typologies and Workshop on Sharing Experiences of Conducting

523 FATF Joint Experts’ Meeting on Money Laundering & Terrorist Financing
Risk Assessments IQ

The FATF Joint Bxperts' Meefing on ML & TF Typologies and Worshop on Shanng Experiences of
Conducting Fisk Assessments was held dunng 24-27 Aprl, 2017 in Bussia. Two officials of BFIU
attended the workshop. The program was held in three phases- JBWM plenary session, JEM
brealk-out sessions and Workshop on Sharng Bxperiences of Conducting Fisk Assessments. The
JEM plenary session starfed with the discussion on Actions taken to combat 15IL Financing in
which Russia and United States presented their expenences. After that Canada, UM, Liberty
Asia and Australio presented ther expenences on MLUF linked to human trafficking. JEM
break-out sessions included Domestic Inter-Agency Information Shanng, Fnancing of Recruit-
ment for Terronst Purposes and Vulnerabilifies of Beneficial Ownership. Domestic Infer-Agency
Information Shanng was divided into two parts such as Inter-Agency Infformation Sharng and
Public - Pnvate Information Shanng. As a member of Domestic Inter-Agency Information Shar-
ing project, BHU official actively parficipated in discussions and presented different challenges
in sharng information without having proper database and [T system. The Workshop on Sharng
Experiences of Conducting Risk Assessrments covered discussions on Private sector pespective;
Assezzments by indrvidual junzdictions- Fussia, United 5States and United Kingdom; Regional or
supranational risk ossessments- BEuropean Commission and Avsfralio; and Inherent risks vs.
actual risks — round table discussion.

5.3  Asia Pacific Group on Money Laundering (APG) Ig

Bonglodesh as the founder member of APG hos been parficipating in the diferent programs of
this body since the very day of its jourmney. BFIU as the central agency of the country fo combat
ML, TF & PF has been playing a leading role in its vanous programs. In FY 20182017 porficipants
from Bangladesh attended the following programs orgonized by APG.

5.3.1 19th APG Annual Meeting |

The 19th Asia Pacific Group on Money Laundering [APG) Annual Meeting and Technical Assis-
tance and Training Forum was held in 3on Diego, USA dunng 3-8 September 2014. The APG

Annual Meeting iz the pnimary policy and decision-making vehicle for the APG.

A high level Bangladesh delegation attended the meeting with includes the Attomey General
of Bangladesh, Senior Secretary, Legislative Division, Ministry of Law, Jusfice and Padiamentarny
Affairs, Special Assistant to Honourable Prime Minister, Deputy Governor and Head of BFIU and
senior officials from CID of Bangladesh Folice, Bank and Fnancial Institutions Division, Ministry of
Home Affairs, Mational Boord of Revenue, Directorate General of Forces Inteligence and
Bangladesh Anancial Inteligence Unit (BAU].
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Bangladesh delegation attended the Mutual Evaluation Wordng Group Meeting to discuss on
the draft Mutual Evaluation Report [MER] of Bangladesh. The Bongladesh MER was finally
adopted in the plenary after long discussion with up gradohon of ratings for 2 Immediate
outcomes (0. 2 and |0.%]. The plenary congratulated Bangladesh for having its final MER.

The Annual Forum on Technical Assistance and Training was held concumrently with the annual
rmeeting. The forum included indwvidual sessions between members and donors of AMLICFT
technical assistance ond led to important information shanng and coordinotion among the
APG's members, observers, donors and providers. Banaladesh delegation also attended the
rneeting with a view fo have technical assistance supports from the different donor group.

In the margin of annual meeting a case coordination meeting on Bangladesh Bank Cyber Heist
was held in 5an Diego to discuss the updates on the cylber heist cose and for taking further
future inifiafives. Representatives from BFAL, Bangladesh Police, AMLC, Phiippines, FBI, USA and
World Bank were present at the meeting.

5.3.2 The MENAFATF/APG Joint Typologies & Capacity Building Workshop ||1_

The MEMAFATF/APG loirt Typologies & Capacity Building Workshop was held in Jeddah, King-
dom of Saudi Arabia durng 28 November-01 December, 2014. A four member delegation from
BAU attended the workshop. On behalf of the Governor of Saudi Arabian Monetary Agency
and Chairman of the Anti-Money Laundernng Permanent Committes an executive gave a
speech. All paricipants exchanged therr ideas and views in the 1t and 4th day of the work-
shop. Several fopics were presented by different presenters. Parficipants were splitinto 4 groups
for the 2nd and 3rd day. Bangladesh delegation actively prezented and porticipated in the
group discussions. The following 4 topics were discussed by each group:

Teronst Financing and Social Media

Money Laundenng through Bectronic Means

Challenges of pursuing the Proceeds of Coruphion in Foreign Junsdichions
Identifyving Operational Best Practices and Bamers to Domestic Interagency
Information Shanng.

o0 oo

Bangladesh delegaotion presented 4 presentations on the following topics:

a. 3Social media and terronst financing in Bangladesh.

b. Money laundenng through Electronic Means: A Cyber Heist Case.

c. Comuption and Money laundering :Country Case Studies

d. Domestic Cooperation: Bangladesh's Expenence in shanng TF and CT information

5.3.3 BFIU officials’ Participation in the APG Mutual Evaluation Process |

A core component of the APG's work programme s conducting Mutual Bvaluations (ME) of its
rmembers and all AFG memberns are committed fo support the APG's ME process by providing
suitalbly qualiied experts to parficipate in the evaluation teams. As a member of APG, Bongla-
desh has provided 2 assessors for the year 2016-17 and nominated 1 assessor for the year
2017-18.

Mr. Karmal Hossain, Joint Director, BAU was nominated as AUfFinancial assessor for the Mutual
Evaluation Team of Thalland. He attended the Pre-Mutual Braluation (ME) face to face meet-
ing to discuss ME process, AML & CFT regime of Thaillond and fechnical complionce of preven
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five measures, supenision of Fls and internaticnal cooperation related FATF Recommendations.
Az an FIUfRnancial Expert, apart from working on technical compliance ssues Mr. Kamal
Hossain worked on immediate outcome (I10] 3 (Supemvision), 1O 4 [Preventive Measures) and 10
10 [TF Preventive measures and financial sanctions). ME report of Thalland was adopted in the
AP Annual meefing held in Colombo, 5n Lanka.

BAU nominated Mr. Md. Masud Rana, Joint Director, BFIU to attend as an FIU/Low enforcement
expert for assessing AML & CFT regime of Combodia dunng the same penod. Nr. Rana actively
participated in the Pre-ME Meetings, On-site meetings and Post On-=site Meetings as part of
Mutual Evaluation of Cambodia. During the visit he discussed technical compliance of related
FATF Recommendations. As an AU/Low Enforcement Expert, he alzo worked on immediate
outcame (13) 1 (Risk, Policy and Coordination), 10 & (Financial Inteligence)] and 10 7 [ML Investi-
gation and Prosecution) in addition to working on fechnical compliance ssues.

In response to APG's request, BFIU has nominated Mr. Mohammad Abdur Bab Joint Director,
BAU for the assessment year 2017-2018. Mr. Rab will work as a financial/FU expert in the APG
Aszesment Team for Mutual Evaluation of Indonesia.

5.3.4 Pre Mutual Evaluafion Workshop, Chinese Taipei IE

APG und .n“-.n’ﬁ—i'u"lﬂney Luundenng Division, Ministry of Justice jointly crganized a Pre Mutual Bval-
uation Workshop during 3-4 October, 2014 in Taipei, Chinese Tawan, On request from APG and
Chinese Taipei to attend the workshop Mr. Mohammad Abdur Bab, Joint Director, BFIU attend-
ed the worshop as speaker. APG Co-Chair and Director 5a Lanka FIU Mr. H. Amarathunga,
Executive Secretary of APG Mr. Gordon Hook and Principal Executive Officer of ARG Mr. Lind-
say Chan also attended the workshop as speakers.

5.4 Egmont Group ||1

Bomont Group is the association of Flls promoting infernational cooperation in the most effec-
five way. Fils can seek and receive information assistance through Egmont Secure Web and
strengthen their own AML & CFT regime. BFIU since joining this association in 2013 s being bene-
fited throwgh access to this wider global platform. BAU has been promptly responding to partic-
ipate in different programs of the Egmont Group.

54.1 Egmont Committee and Working Group Meetings and Egmont Group
Regional Meetings and Heads of FIU Intersessional Meeting u

Egmont Committee and Working Group Meetings and Egmont Group Regional Meetings and
Heads of FU Intersessional Meetings were held in Doha, Gatar dunng 29 Januvary-3 February,
2017. A four member delegation headed by the Head of BFIU parficipated in the meesting. The
Head of BAU delivered a presentation on "Bangladesh Bank Cyber Heist” in the Heads of FIU
and Egmont Committee Intersessional Meeting.

Meetings of Information Exchange on MLTF Working Group (IEWG), Membership, Support and
Complionce Working Group [M3CWG), Policy and Procedures Working Group [FPWG) and
Technical Assistance and Training Working Group (TATWG] were also held in Doha, Qatar. Rep-
resentatives from different Flls, cbservers and other partner organization: aftended working
groups meetings and parficipated in fopic wise discussions. BFU representafives actively partic-
ipated in all the working groups. In the Membership, Support and Compliance Weorking Group
meeting BHU representative informed that BFIU had been working oz a co-sponsor with Korean
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FIU enobling Bhutan FIU to get Egmont Group membership and shared the curent status of
Bhutan AU in the meeting. Further, dunng the M3CWE meeting BFIU agreed to work along with
FIU 5 Lanko as a co-sponsor of Maldives FIU in the process of geting BEgrmont Group member-

ship. BHU official joined the project titled "HU cooperation with Law Enforcement Agencies”. In
the Egmont Group Regional Mestings the Heads of AU of the Asia Pacific region discussed on
providing more assistance to other non-member Als to get Egrmont Group membeship.

Moreowver, one of the important part of the meeting iz Mol signing ceremony. BFIU signed Mol
with the AUz of Anland and Egypt dunng the meeting.

5.4.2 Working as one of the sponsors in the process of Bhutan FIU and Maldives
FIU's Egmont Group membership \Q

BAU i sponsoring Maldives FIU in the process of getfing the Egmont Group membership along
with FlU-5n Lanka. Curently, BFIU is reviewing the AML and CFT legal framework of Maldives and
providing feedback from time to time.

Furthemrmore, BHLU along with EoFIl i also working oz a sponsor of Brhutan HU. Currently, The draft
AMLICFT Act of Bhutan i awaiting the approval of the pardiament. Once the Act & approved,
the membership process sholl be expedited.

5.4.3 Inteligence Exchange at the international level ||1

As a member of the Egmont Group of Fills, BAU exchanges information through ESW as and
when reguired. BFIU ako exchanges information with the non-Egmont member Fls. During FY
2018-2017 BFIU received 17 requests from the FlUs of different countries and provided informa-

fion accordingly. BHU also made 388 requests fo the AU of different countries.

55  Bay of Bengal Initiative for Multi-Sectoral Technical and Economic
Cooperation (BIMSTEC) \Q

BIMATEC 3ub group on Combating the Financing of Teronsm (CFT) & a forum for member coun-
fries to share therr expenence and knowledge on Combating the Financing of Temonsm [CFT).
The member countres of this forum are Bongladesh, India, Myanmar, Srlanka, Thalond, Bhutan
and Mepal.

The %th Meeting of the BIM3TEC Sub-Group on Combating the Financing of Temorsm [3G-CFT)
was held during 26-27 Apnl, 2017 at Yangon Myanmar. Delegates from the member countries
attended the Meeting. The Mesting was inougurated by Hiz Bxcellency Major General Aung
Soe, Honourable Deputy Minister for Home Affairs of Myanmar. The delegation was led by Gen-
eral Manager & Operafional Head BFIU. Representative from Ministry of Home Affairs also
participated in the mesting. The meeting discussed over the progress of the Sub-group since
the Bth meeting of the BIMSTEC Jub-group on Anfi-Money Laundenng and Combating Financ-
ing of Terronsm [SGAML-CFT) held in 5n Lanka 2014.

The meeting provided a great opportunity to enhance coopenafion and coordination in the
area of combafing the financing of temonsm. The main discussion ponts of the meeting were
oz follows:

1 Bechange of views on Cument Activities
2  Discussion on Information and Inteligence sharing on AMLICFT.
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Discussion on BIMSTEC 5G -CFT website.
Presentation of case studies on "“the Emerging Cyber threats on Anancial Sector”
Discussion on the llicit Flow of Fund.

Discussion on the Implementation of Human Resources Development and

[ SO o R - S %

Caopacity Building.
7. Other Matters

The delegation of Banglodesh mode a presentation tiled “A Cyber Heist Case: Bangladesh
Bipenence”. The presentation focused on the fund transfer from the account of Bangladesh

Bank, mainfained with FRE Mew Yok through fraudulent payment instruction by the hackers to
the Phiippne: and 5n Lanka and the infiatives taken by Bangladesh Bank in recovering the

stolen money. The presentafion was useful ond informative for other delegates and the meet-
ing appreciated the presentation.

Discussion over the regional cooperation with international orgonization and human resources
development and capacity building to Combat Money-Laundenng and Financing of Teronsm
ako took place.

After defailed discussion Banglodesh delegafion gladly announced arangement of fwo
upcoming capacity bulding workshop for the BIMSTEC member states with the assstance of
Waorld Bank. Af last, the Co Chair of the meeting thanked all the delegates for their active

participation in the meeting and appreciated their valuable confribution in successful conclu-
sion of the meeting.

5.4 Conference of the Parlies for the United Natfions Convention on
Transnational Organized Crime (UNOTC COP) Ill

A workzshop on "Transnational Organized Crime, mobile banking and Mutual Legal Assistance
IMLA)" was held in the marging of Conference of the Parties for the United Nations Convention
on Transnational Organized Crime (UMOTC COP) in Vienna, Austria durng 17-21 October, 2016
The workshop was organzed by US Government and on reguest from the host BHU representa-
tive attended the workshop as a panel member in the discussion.

5.7  2nd Counter Terrorism Financing Summit [y

24 Counter-Temotism
Finoneing S.orand
il TF Nl Blgar s Tuaicng o Teamrs

A, MR ~HTZLYS
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The Znd Combating Teronsm Financing [CTF) Summit was held dunng 8-11, August 2014, in Bali,
Indonesia. Around 300 delegations from the Asio Pacific counfnes and different parts of the
world attended this Summit. A 04 [four) member Bangladesh delegafion comprsing delegates
from BRIU, Mirustry of Home Affairs and Bongladesh Police parficipated in the Summit. Mr. Abu
Hena Mohammad Eazee Hassan, Head of BAU & Deputy Governor, Bonglodesh Bank led the
Bangladesh delegation. In this summit, Mr. Hossan presenfed a paper on "Raksing community
owareness to prevent teronsm and terronsm finoncing”. In his paper he dscussed curent
nature of terronsm finoncing existing in Bangladesh and the multi-dimensional steps taken by
the Banglodesh government.

58 10th Practitioners' Workshop on the Return of lllicit Assets of PEPs Ig

Joinfly organized by World Bank/UNODC, Ministry of Foreign Affars of Switrerland and Interna-
tional Cenfre for Asset Becovery (ICAR) of BASEL institute of Govemance a Worshop on the
Return of llicit Assets of Polifically Exposed Persons was held during 27th Februan=-01 March,
20017 in Lausanne of Switzedand. &4 specialists from 20 countries and three organizations attend-
ed the workshop. The focus of the workshop was assisfing all parties involved in the asset recowv-

ery step by stfep indentifying measures under Guidelines for Eficient Becovery of Stolen Assets.
A BHU official worldng in the process as a specialst ako aftended the program.

To expedite stolen asset recovery Ministry of Foreign Affairs of Switzerdand iz crgonizing this sort
of workshop since 2001. It may be mentioned that this inifiative has been aclknowledged by the
UM general assembly and Convention against coruption. In the Conference of State Parties to
the UNCAC held in 2015 Deputy Govermnor and Head of Bangladesh Financial Inteligence Unit
and the concemed BFIU official played an effective role.

The worshop also facilitated a meesting by BFIU officials with the officials of USA and Philippines
to discuss way of expediting recoupment of the Bangladesh Bank reserve money. Officials of
Presidential Commizssion on Good Government agreed to determine appropriate steps in the
vpcoming meeting with Bongladesh delegation duning March, 2017 and ensure adequate
follow vp. Ms. Mary Butler and Ms. Earen Greenway from USA informed that FBI hos made prog-
ress in the investigation and now concentrating on locating the unidentified amount of the
reserve money. On reguest of BFIU officials Ms. Mary Butler mentioned that they would urgenthy
decide on recovenng money from RCBC considenng ifs involvement in the incident. Both Ms.
Mary Butler and Ms. Karen Greenway stressed on infense communication on the issue assured
of all out assistance.

59 Allionce for Fnancial Inclusion {AF) Ig

5.9.1 Annual Global Policy Forum 2016 of AF Ig

The Aliance for Financial Inclusion [AF) s a policy leadership aliance. It empowens policymalk-
ers to increase access to guality financial services for the poorest populafions. AH s led by its
memben and partners, cenfral banks and other financial regulatory institutions from develop-
ing countries. Bangladesh Bank iz one of the principal member: of Allonce for Finoncial Inclu-
gion [AF) since 2008. AF working groups represent the thematic financial inclusion policy areas
that AFl octively promotes. The sooworking group of AF are as follows:
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Consumer Empowerment and Market Conduct ({CEMC) Wordng Group
Financial Inclusion Strategy [FIS) Peer Leaming Group;

Financial Inclusion Data (FID) Working Group;

Clobal Standards and Proportionality (G5P) Working Group;

Dhgital Fmancial 3ervices [DFS) Working Group;

> SME Finance [SMEF) Working Group

Representafive from BFU & a member of Global Standards and Proporfionality (G35F) Working
Group. GSPWC provides a platform for AF members to discuss ways fo implement global stan-
dards for financial stability and integniy proportionately, and ensure financial inclusion &
pursued in fandem with a safe and sound financial system. Curenthy GSPWG has 40 members.
Bongladesh is also the focal point of Gender from the group,

AH's key annual event Global Policy Forum [GPF) 2014 was held in Madi, Rji during 7-7 Septem-
ber 201 4. Bongladesh Bank was represented by Deputy Governor Mr. 5 K Sur Chowdhury as the
head of delegation and six officials from Banglaodesh Bank and BFIU who are members of the
six workng groups parficipated in the working group meeting as well as in the GPFF 201 4.

5.9.2 éth Global Standards Proportionality (GSF) Working Group Meeting Ig

WoOWON W W

Policyrmakers and regulators from more than 20 countnes in the AF Global Standards Propor-
tionality [G5F) Working Group met in Accra, Ghana this yvear, from 20-24 February, 2017 on the
occasion of the group’s éth meeting, co-hosted by the bank of Ghana, followed by AFl PFD
Capocity Bulding Infative: Catalyzing Financial Inclusion with Government Payments co-host-
ed by Visa.

The meetfing focused on the key issuves ke mobile Cross-border remittances- penspectives from
service providers and regulators, global standard- setting bodies work stream update, EYC
information shanng technology, Muluval evaluations- perspectives of the ossessors and the
oszessed efo.

The meeting concluded with agreement amongst members fo establish four subgroup of
GIPWG focusing on Shadow banking, De-risking, Basel implementation and Deposit insurance
and the election of representative from Bonglodesh Bank and Reserve bank of Aji as GEFWG
co-chairs.

5.10 ID4D-DIME impact Evalvation Werkshop on Identification for Development 1

IDAD-DIME Impact Evaluation Workshop on ldentification
for Development was held in Washington, DC from May 14
to 19, 20017, Around 40 cfficials from the 17 counines
attended this Worlkshop. A 02 (Two) member Bangladesh
delegatfion consisting one parficipant from BFU and
another one from Bechion Commission Secretanat atend-
ed the Workshop. Banglodesh delegation presented a
proposal of funding a pilof project on implementation of
e-kYC in Bangladesh. Out of 11 countres, the proposal of
Bonglodesh waos accepted by the World Bank.
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5.11 Focus Group on Digital Financial Services of ITU I_I‘:.

The Focus Group on Digital Anancial Services [FG DF3) of Internafional Telecommunication
Union [ITU) acts as an open platforrm for digital finoncial serices stakeholders —such as telecom
regulators, financial services regulators, digital fimancial services providers, payment platform
providers, mobile network operators, intermatfional organizations and industry forums and
consortia — fo share knowledge and lessons leamed in the field with the objective of identifying
the stondardzed frameworks needed to support the scaling up of digiftal finoncial serices
usage globally.

Bongladesh Anancial Inteligence Unit (BFIU) has been paricipating the Focus Group since
September, 2015. The swxth meeting of Focus Group on Digital Financial Serices was held in
19-22 September, 2014 at Bank of Tanzania, Dar Es Salaam, Tanzania. The respective DFS super-
vizsing officer of BFIU participated in the meeting. A Workshop on Digital Financial Services and
Fnancial Inclusion and the Seventh meeting of the Focus Group were held in -7 December
2016 at ITU, Geneva, Switzerdand. Two officials from Bangladesh Bank including one from BRU
parficipated in the workshop followed by the meefing.

512 Internafional Visitor Leadership Program |y

To build mutual understanding between the United States and other nations the Office of Inter-
national Visitors in the Bureau of Educational and Cultural Affars of the U 5 Department of State
([CH25) designs the Infernational Visitor Leadershio Program (IVLP), a professional visits to the
United States, for current and emerging foreign leaders. The program provides o plotform for
the foreign leaders to meet and exchange their professional experence with Amencan coun-
terparts. It also gives the opportunity to be acquainted with the United States, its culture and
people.

In 2014, IVLF organized a program on “Anti-Money Laundenng and combating Financing of
Teronzm™ for Bangladesh. The three weeks program was held from August 29, 2017 to Septem-
ber 14, 2014, A five member tearm comprising 3 officials from Bangladesh Financial Inteligence
Urnit, 1 official from Office of the Controller of Certifying Authonties, Bangladesh and 1 official
from CID, Bangladesh Police parficipated the program.

The program started in Washington DC and followed by 3 stafes which are New York, North
Carolina and Florda. During the visit Banglodesh team paorficipated series of meetings with
different govemment and private sectors representatives of the United Stotes. Banglodesh
team hod meestfing with Federal Bureau of Investigation (FBl). Federal Reserve System, U5,
Department of State (DOS), US. Department of the Treasury, U.S Internal Revenue Service (IR5],
Anancial Industry Regulatory Authonty (FINRA), U.3. Deparrment of Justice (DOJ), Amencan
Bonkers Association, Infemational Monetary Fund [IMF), U 5. District Attomey's ODfice-Southem
District of Mew York, SWIFT, ORACLE, Charotte Meclklenburg Police Department, 5A5 Inc.

Federal Reserve Bank, Chardotte, Bank of Amernca, Well: Fargo, Miomi-Dade Police Depart-
ment-Special Investigation Section, Asociation of Certified Ant-Money Laundering Specialists
(ACAMS] and Honda Intemafional Bankers Association, Inc. (FIBA). Parficipants and officials of
those U5, institutions exchonged their views regarding mode of operation, inter agency coop-
eration and challenges faced in combating Money Laundenng and Financing of Teronsm,
cyber secunty efc.
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5.13  Bth International Conference on Financial Crime and Temrorism Financing (IFCTF) h_

Mr. Md. Kharul Anam, Joint Director of the Unit
performed as a speaker in the 8th Infermational Con-
ference on Fnancial Crime and Teronsm Financing
(IFCTF), 201& organized by Asian Institute of Finance,
dunng 05306 October, 20146 at Euala lumpur. The
conference enfitted “BEmerging Complionce Risks:
Addreszing Rising Trends in Financial Crime and Temror-
1sm Financing”.

Citing several incidents such as the incidence of
Bance del Austro in Ecuador where USD$12.2 milion
was stolen in January 2015 and in another case where

ol i L1 1)
. -,

USD$13 milken was stolen from Taiwan Cooperative Bank in July 2014 he said that the world is
rapidly becoming a victim of cybercime. lllustrating Bangladesh Bank's reserve heist he
emphaszed on an urgent need to identify and eliminate the threat of online fraud.
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Even in today's modermn word of digitzation hurman resources are the most essentfial compo-
nent of any organzation. An effective AU without an efficient manpower can never be
thought of Behind its success indwviduals’ skill and competence B always in the forefront.
Bangladesh AU has always stressed the need for professional development of its human
resources to maks them better prepared for emerging threaf: and vulnerabilities. And as part
af such infiatives BFIL, ke previous years, took every care and aranged trainings and work-
shop both home and abroad. For training ond workshops the Unit has received cooperation
from a number of infermational crganizations and foreign agencies. Capacity development
initiafives have yvielded much desred ocutcome. Some of the officialz of the Unit are contribut-
img in different capacities to different AML & CFT forum globally. BAU takes learming as a contin-
vous process and always tries to keep its officials abreast of the latest knowledge to fulfil the
mission bestowesd on it

6.1 Assessor Training Workshop |E

ARG Assessor Training Worshop is a very effective platform fo prepare peronnel as assessor for
the Mutual Evaluation of different junsdictions. BFU officials have been trained by the this
program from fime to fime and benefitted from this course fo strengthen country's AML & CFT
region as well as fo have the opportunity to be assessor for other jurisdictions.

In FY 20162017 Mr. Md. Ehagirul Anam, Joint Director from BAU oftended the APG's 7th assessor
training worshop hosted by the APG secretaniat. Held dunng 1-5 May, 2017 in Sydney the work-
shop used the 2013 FATF methodology. Mr. Md. Rokon-Uz- faman, Deputy Drector and Md.
Al-Amin Reiad, Deputy Director pardicipated in the program held in Washington DC, USA during
27-31 March, 2017. Working in feams and conducting mock mutual evaluation, incleding inter-
viewing govemment officials, prepanng a full mutual evaluation report and delivenng their
findings to the plenary the participants are now eligible to act as asessors/or reviewers in the
APG's third round mutual evaluations.

The training workshop will contnbute to enabling BAU foce future mutual evaluations of Bangla-
desh and provide assessor for other junsdictions.

6.2  Training on Behavioral Research for Policy making |+

The Consulfative Group to Assist the Poor (CGAP) and Innovations for Poverty Action [IPA]
arganized o training and workshop on Behavioral Research for Policymalking in Naircki, Kenya,
from May 13th to 18th, 2017. Official from cenfral banks, regulatory authorties, different
research organzations, universities around the world participated in the training ond worshop.
Two Bangladesh Bank officials incleding one from BHU participated in the training and work-
gnop. The troining sessions encompassed the behavioral research design, relevant consider-
ations for policy makers, how consumers may behave through different communication tech-
nigques, appropnate product design for consumer decisions, eto.
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43  Seminar on AML/CFT Assessed Country Course |«

A zeminar on AML/CF Assessed Counfry Course was held on November 14-18, 2014 in Singa-
pore aranged by IMF- Singapore Regional Training Institute. BFIU official along with the other
participants attended the seminar. In that seminar renowned resource persons of the APG and
IMF conducted the session regarding FATF 40 Recommendahion. Parficipation in the seminar
ernriched participants' knowledge on pros and cons of the FATF REecommendations. The semi-
nar facilitated the sharing of expenences of AML/CFT Assessed Counfries. Parficipant from BFLU
shared Bangladesh's expenence in getting prepared for the Mutual evaluafion held in 2005, All
the parficipants benefited through mutual experence sharing.

é4  In-House Training |v

BFU arange: in-house training at least once in a month to share knowledge among the
officials of the Unit. f promotes culture of developing capacity building in a number of woys.

Firstly, everyone, by turn has to play the role of a trainer on a certain topic. Secondly, whenever
an official receives framing or attends workshop, seminar, summit etc home ond abrood

hefshe has fo share the expenence with all other officials of the Unit. Thirdly, through the
in-house training program all the officials can ensure moamum ufiization of its own resources in
the most cost effective way, sitting in the same premise. Morsover, through exchange of opin-

ion among the officials the program also serves the purpose of policy debate.

In the In-House Training vanous topics such as Overview on AML ECFT, Money Laundering
Prevenfion Act, 2012 and Anti Terrorsm Act, 2007, Trade Based Money Launderng, FATF 40
Fecommendations were coversd.

65  Professional Intelligence Course for BFIU Officials: A New Window of
Cooperation between Two Intelligence Agencies L

A four day long professional inteligence course was held for the Bangladesh Fnancial Infeli-
gence Unit's [BAU) officials organzed by Counter Terronsm Inteligence Bureau (CTIB) of Direc-
tor General of Forces Inteligence [DGEF). The course was held during 12-13 June, 2017 at DGH
Head Quarter. Govemor, Bangladesh Bank and Director General of DGEH, Major General, were
present at the closing and cerificate awarding ceremony on 15 June, 2017 as chief guest and
special guest respectively. Eight Joint Directors, nine Deputy Directors and three Assistant Direc-
tors attended the course.

During the course the frained CTIB officials and foculty of DGF training institute conducted
sessions on Overview of inteligence, inteligence cycle, sources and agencies, cover & alibi
operation, survellance, interviewing and guestioning subject, threat assessment procedure,
critical analysis, infeligence analysis, re-validating, analytical writing etc. On 15 June a seminar
on financial crime was held under the mentoring of Brig. General Director CTIB. General Man-
ager & Operational Head of BFIU was present as panelist in the seminar.

In hiz closing remarks Govemor, Bangladesh Bank menfioned that it is indeed a unigue training
arangement between two inteligence agencies and he expresses his grafifude to DG, DGEH
and everyone concerned whose active efforts have made this fraining o success. Combating
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Money Laundenng and Temronst Finoncing without active engogement of all concerned agen-
cies iz never poszible . Bangladesh Anancial Inteligence Unit s working to combat Money Laun-
dering, Temonst Fnancing and Fnaoncing of Proliferation of Weapons of Mass Destruction
(WD), CTIB iz very much focused on countering terronsm. He states that the worls of these two

agencies are complementary to each other.

While delivenng his statement Director General of DGH, stated that DGH iz the pancipal intelli-
gence agency that provides national secunty and intelligence information fo Bonglodesh
Government and armed forces, and therefore stability and secunty of the nation relies much
on iz success. Counter teronzm s also the top pronty of DGH. BAU and DGH therefore have
some common goals and reasons to work together. This particular fraiming program i one of
such attempts to strengthen formal and informal mechanism through copacity building and
knowing each other. He ablo hopes that this kind of expenence sharng program will confinue
in future on reciprocity basis. He also mentioned that DGH can also take finoncial investigation
and analysis assistance from BFIU.

»
b
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Strategic Analysis Report




FATF Recommendation 29, Interprefive Note paragraph 3, states that an FIU should conduct
strategic analysis by using avalable and cbtfainable information. including data that may be
provided by other competent authorties, to identify money laundernng and teronst financing
related trends and patterns so that other competent authonties can determine money laun-
derng and teronst financing related threats and vulnerabilifies. Egmont group of financial
imteligence units operational guidance for AU activities and the exchange of inforrmation also
stress that an FIU's strategic analysis may vary based on the capacity and available resources,
and the product ranges from typologies and trends, patterns, synthesis, geocgraphical/regional
analysis, behavioral analysis, activity analysis etc.

Az an effectual/effective and pro-active FU, Bonglodesh Financial Inteligence Unit (BFIU)
conducted strategic analysis on curent and emerging issues that might be supportive and
policy driven for the BRU fself and to the other state agencies to identify the money loundenng
and temronst financing rek and vulnerabilities. It conducts strategic analysis by using its own CTR
and STRMSAR dotabose comprehensively based on yearly data. Other strategic analyses are
on curent issues and need bosed.

7.1  Suspicious Transaction/Activity Reporting and Cash Transaction Reporting ||=

7.1.1 Suspicious Transaction or Activity Report (STR/SAR) |«

Trend of 5TR and SAR by type of BOs: The numiber of STR/SAR from Bank has gradually increased
in the previous five years, but the confribution of Bank fo the total STR/SAR is found to fall in FY
2014-15 and FY 201&-17 due to shorp increase of STR/SAR respectively form Caopital Market
Intermedianes and Maoney Remitter.

The contrbution of Bank to the total STRAZAR in FY 20146-17 has fallen to 70.6% trom %1 7% of FY
2015-14, while the confribution of Money Remitter hos increased to 27 3% from 5.3% (STR/SAR
increased to &44 from 70). In FY 2014-17, 81% 5TR and 59% SAR were submitted by Bank while
158% 5TR and 40% SAR by Money Remitter.
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Among different categornes of Bank, the number of STR/SAR from State Owned Bank (30B) and
lslamic Bank have fallen in FY 2014-17, unlike two other bank cotegone:f Private Cormmercial
Bank [FCB) and Foreign Bank. PCB haos exceeded the Forsign Bank in ferms of number of
STR/SAR after three years

STR/SAR from different categories of Bank
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STR by Volume of Transaction: Almost 97% suspicious transactions have been reported by Banks
in FY 201 &-17. The highest numbber of suspicious transaction (1720) was reporfed by Prvate Com-
mercial Bank; where as Foreign Bank had the highest transaction volume [BOT 3272.8 milion).

The fransaction volume was less than BOT 1.0 million in 617 5TRs (48.7%) and transaction volume
was above BDT 1.0 million to 5.0 million in 378 5TRs [31.4%). It iz found that the higher the transac-
tion volume, the lower the numbber of STR.

No. of STR by Volume of Trnasaction
inFY 2016-17
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Suspicious Transaction by the Instrument type: Cash, Online transaction and Clearnng cheaus
are the major financial instruments involved with 3734 suspicious transachons reported in the FY
2015-17. The highest number of suspicious transaction occured through Cash (1813, e, 49% of
the total) as reported by the ROs. 1078 suspicious transactions [29%) were related with Online
transaction and 448 suspicious transactions [17%) with Clearing Cheque.

No.of Suspicious Transaction by
Instrument type in FY 2016-17

Other

Clearing Cheque

Online Transaction

Cash

0 500 1000 1500 2000

Suspicious Transaction by Geographic Location: BFIU has received 5TRs from all administrative
divisions of Bangladesh in FY 2014-17. But almeost threefourths of the suspicious fronsachions
were reporfed from Dhaka (55%) and Chitagong (19%) division being the foremost business

and industrial area.

No.of Suspicious Transaction by
Geographic Locationin FY 2016-17
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7.1.2 Cash Transaction Report (CTR) il

Cash Transaction by Category of Banks: 79 98% of coash transacfions have been reported by
Banks in FY 201 4-17. Among the four categones of banks, most of the reported cash fransoction
hove taken place in Private Commercial Banks (.82 million which i 70% of the total) followed

by lslamic Banks {2.58 millon which is 21% of the total).

No. Transactionreported in CTR
by Category of Banks in FY 2016-17

Islamic Bank
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SOB
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Cash Transaction by Instrument Type: In-branch/office cash tfranzsaction and Online transaction
are the predominant financial insfruments involved with CTRs in FY 201&-17. Bespectively %.11

and 407 milion transactions reported in the CTRs took place in these modes.

No. Transaction reportedin CTR
by Category of Banks in FY 2016-17

Other
ATM
Cash in-branch /office

Online transaction 4:.09

000 250 500 750 1000
{million)

Bangladesh Financial Inteligence Unit Annual Eeport 201&-2017



Cash Transaction by Volume: &6 4% transactions reported in the CTEs in FY 201 8-17 wers below
or equal to BOT 0.5 milkon. 13.6% cash transactions were in between BOT 0.5-1.0 million, 13.0%
tfromsactions n between BOT 1.0-2.0 milion, 5.5% transactions in between BOT 2.0-5.0 million,
1.1% transactions in between BOT 3.0-10.0 milion and 0.4% transactfions were abowve BDT 10.0
milon.

No. of Transactionreported in CTR
by Transaction Volume in FY 2016-17
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Cash Transaction by Geographical Location: In FY 201562017, the highest nurmber of cash trans-
actions (35%] were reported from Dhaka division, while Chitagong, Khulna and Raojshahi
division respectively contrbuted 17%, 15% and 14% to the CTR.

No.of Transactionreported in CTR
by Geographic Locationin FY 2016-17
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7.2 Remiltances Transfemred lllegally Through Mobile
Financial Services (MFs) [ ]

Inteligence from law enforcement agencies and media report alleged that numer-
ous MFS agents have been abusing the MF5 platform to send remittance of the wage
earners illicitly inte Bangladesh. The Survey on Investment from Eemittance (3IR) 2014
conducted by Bonglodesh Bureau of Statistics reveals that 14.31% remittance benefi-
ciares of the country have received remittance through MFS channel. It waos also
found from the Bangladesh Bank website that remittance inflow through MFS in
December, 2016 was BOT 81.2 milion which is 0.11% of the total remittance of that
month. It indicates that the beneficiane: have been recemnving a significant porfion of
forsign remittance through hundi by the illicit use of MFS channel.

To look into the matters, Bangladesh Bank formed a high level committee that visited
Singapore, Malaysia and Saudi Arabia to conduct a survey, and BFIU also formed a
five-member team that collected and analyzed information from different perspec-
tives— information of the personal or agent account number: as detected (by the
survey team of Banglodesh Bank) to be invalved directly in llegal transaction includ-
ing hundi actrvities, the accounts found in the advertisement of remitting mmoney from
overseas, the agents whose Cash-in is unusually high in proportion to Cash-out, the
agents operafing numerous personal accounts in his own name, the agents having at
least seven incidents of accomplishing three or above three Cash-in in a minute, the
agents having at least three incidents of accomplishing Cash-in in the midnight with-
out any Cash-out. Moreover, BFIU team conducted onsite inspection in the head
office of MF5 providers and mystery shopping in several agent points.
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Upon analysis it was found thaot hundi businessmen exchanged information of the
remitter (emigrant Bangladeshis), remitting amount and the beneficiares by using the
server like VOIP and vaornouws social communication apps (Viber, Imo, WhaotsApp,
Skype). Then the Bangladeshi MFS agents send money by applying Cash-in into the
mobile account of the beneficiones as per instruction of their foreign counterparts.
The following issues are also identified by the analyst:
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= B0230 agents who have 5 or more mobile accounts are operafing total of 582082
active and 344317 dommant accounts. These agents, violating the P3D circular,
opensed multiple accounts by wing same national identity.

= Agents have sent money through Caosh-in to different parts of the country into the
account of the persons (bensficiary) not physically present at the agent point and

agents did not collect or preserve the information of the beneficianes. This s a
violation of P3D circulars regarding cash-in and Cash-out activity by the agents.

The alleged agents who accomplished the Cash-in by viclafing the F3D circular were either
involved in hundi business or received money of Cash-in from hundi businessmen, so thess
agents do not reguire receiving money from the beneficianes. Based on the findings, BFIU
exchanged information with CID for conducting imvesfigation on this ssue and taking neces-
sary legal action against those MFS agents who are invelved in hundi activifies and transacting
proceeds of cnme through MFS channel.

7.3  sirategic Analysis on Cross Border Declarations Through FMJ Form 1%

Bongladesh Bank has made an oblgation for the incoming passenger, under the provision of
Foreign Exchonge Regulation Act of 1947, to declare the foreign currency camed in cash or
negotiable instrurments to the Custerns Authonty if the amount exceeds USS 5000 or equivalent.
There 15 a prescrnbed form [known as FMJ Form) through which Customs Authonty collects the
declaration of the foreign cumency amount from the paszengers and relevant information ot
the customs point. Binging foreign curency without declaratfion in the Fhl iz considered as
llegal activity. It B necessary to monitor that those, foreigner or Resident, who bnng foreign
cumency encash or deposit in FC account in comphonce with the rules or expend in legihimate
activity or not, since passengers either foreigner or Resident may bring any amount of forsign
cumency that may be used for llegal purpose including money laundenng and teronst financ-
ing. In this context, BFIU decided fo conduct strategic analysis the cross border declarations
through FMLJ Forrm.

To conduct the strategic analysiz BFU collects data from the Online Inward Remittance Moni-
toring System maintained by Banglodesh Bank for the penod of January 2013 to June 2014. The
daota was analyzed from the different penpectives and prepared two lists—top 20 persons who
declared the highest foreign curency in the considered penod and persons from the high risk
ond non-cooperative junsdiction as delineated in the public statement of FATF.

Bosed on the findings of the analysis, the following working may be adopted:

il Monitonng and supervision should be strengthened regarding the use of foreign
currency by the cifizens who entered Bangladesh from the high risk ond non-coop
erive jursdiction through declaration of foreign currency. BFIU, Customs Authorty
and designated wing of Bangladesh Police may extend cooperation to each
other in this regaord.

i) BFU may consult with Foreign Exchange Policy Department and Foreign Exchange
Operation Department of Bangladesh to revise the exsting FMJ Form and include
rmare information of the passenger in it
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i Cooperation between BAU and Custorms Authorty should be strengthened to

screen the attempt of tax evasion or other related offences in connection with not
encashing the declared foreign curency or depositing the amount to the
respective FC account.

iv) FC account should be examined properly dunng onsite inspection in the
authonred dealer of different banks and meaosures should be taken o justify the
validity of the transaction through cross checking in the Online Inward Remittance
Monitoring Systermn.
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Case Study 1

Embezzlement of public fund through bank account in the name of fake organization

Bank ‘A’ submitted three 5TE: aganst the accounts of fwo cooperative societies and a religious
insfitute alleging the emberdlement of public fund. Pamary analysis revealed that each of
these accounts had been credited by the sarme amount (Tk. #0,200] on the same day through
cleanng chegue ssued by a local government agency (namely “G'] from = account fitle 'F
maintained in bank 'H'. Other than cheque deposit and cash withdrawal, no fransaction took
place in these accounts. Mo CTR, complaint or adverse information regarding these entities
was found in the BHU database.

The above scenarno could not decipher what actually happened and how the fund was
emberzled. Hence BFIU analyst decided o search in the BACH database of Bangladesh Bank
to screen the chegues issued by 'G'. It revealed that the "G' had issued thousands of chegues
|each of either Tk 42,000-4%,500 or Tk, 90.500-98,500) in fovor of different accounts from its
account fifle *F . Then BFIU analyst shrunk the fime perod to the contemporary sic months and
found approximately 00 chegues ssued to 252 orgonizations including religious institutes,
orphanage, educational institutes, social and cultural organizations, cooperative society etc.
These 252 organizations had accountin 29 banks. BFIU directed these banks to submit account
opening form, account statement and other relevant documents as well as inspection report
on the organization's locafion and activity. In the meantime, BHU received 49 3TR: of similar
nature against 47 enfity accounts of which information BAU had already sought.

The documents and nformation obtained from the banks revealed that almost 80% organizo-
tions either have no physical existence or no organzational activity or have direct or indirect
hirk with non-existent organizafions. A two-member BFHU team ako visted 10 orgonzafions as o
part of onsite inspection in a bank branch on sample basis and found that three of them do not
exist physically and other three do not have any activity apparently. Rnally BFIU analyst was
able to dentify such 180 crgonzations that received 479 cheques of Tk, 38.75 milion from the
"= for their infrastructural development. In most caszes, money was withdraown in cash just after
the deposit and no other fransaction was found in these accounts.

BFIU found anomaly both in the fund disbursement and account opening procedure. Same
person: had been the committes member of multiple organizations, orgonizations of different
nature used the same resolufion, many orgonzations used fake regifration cerfificate, few
organzahons beyond the junsdiction of *G' had got fund and most of the organizations could
not show any document in support of receiving fund. Moreover, the banks falled to comply
with EYC procedure as per BFIU crcular and it seemed that staff of the respective bank branch
had ally with the opening fake bank accounts. [t could be mentioned that 26 organizations
produced foke cooperative registration, 34 orgonizafions produced fake voluntary society
registration and 18 organizations submitted fake membership cerificate.

Bangladesh Anancial Inteligence Unit Annual Report 201582017



The local government agency ['G') underfook a project for the infrastructural development of
local institutions. But a gang of dishonest people formed paper based orgonizations, produced
required documents, cpened bank account and applied to the 'G' for allocating infrastructur-
al development fund.

Maney transferred o the accounts 100 erganizations in 16 banks

- 479 chegues
ﬂ"ﬁ m (Th 3875 millian)

Bank ‘H' " Lascal Gow L
A/ title e (15} 3
of the 'G") Place cheyue Ly s
respective bank G e B
-
Applied for fund u '-a.# U

Cash withdrawal

Since the case was related with the public fund, BFIU disseminated the case to ACC for further
investigation and next course of legal procedurs. BHU exchanged information with Depart-
ment of Cooperafives and Department of Social Services regarding the use of fake registration
cerificate and also with Registrar of Joint Stock Companies and Farms [RJ3C) regarding the
iszuance of membership cerificate by one of its registered entity to non-exstent orgonizafions.
ACC has formed an enauiry team and the case is under enguiry now. Department of Cooper-
atives has also faken punitive actions against the alleged cooperative sociefies.

Offence Corruption and forgery

Customer Entity

Industry Banking

Channel Electronic [Clearing Cheque)

Report Type 5TR

Jurisdiction Domestic

Designated Service Account Services

Indicators Deposit cheque of same value without any supporting document
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Case Study 2
Frequent small cash deposit to multiple bank accounts of a low-rank police officer was
rovted fo make the

Based on a complaint, BAU analyst searched into the bank account of Mr. X who iz lower rank
police officer. BHU analyst found that Mr. X had a total of 30 accounts (4 sovings accounts, 1
current account, 1 loan account and 24 deposit schemes) in six banks ('A', ‘B°, °C', ‘I, ‘E' and
‘F'] and in NBA *G'. Ms. ¥ had two accounts (savings and 1 MD3) account in barnk 'B' and one
loan account in "G’ The couple al:o had two joint accounts (savings and loan)] in bank 'F.

Upon analysis, it was found that frequent cash deposit in small figure (total Tk 28.10 million) had
been made to the saving or curent accounts of Mr. X and Ms_ Y [in bank ‘A', ‘B, 'C", 'E’ and
‘F']. Money was frequently withdrown through ATM and for the POS payments from these
accounts. When these occounts had significant balances, money had been fransferred to
open FDR, MD% or TDR accounts in the same banks. Mr. X ako opened one MDS account in
bank 'A' and 2 TDR accounts in bank 'B' with cash deposit (Tk. 1.07 million).
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Mr. X encashed the amount of MD5S/FDRE accounts to the savings account in bark ‘A’. He and
his wife respectively took loan of Tk. 1.5 and 2.5 million from MBH ‘G’ to buy flat and fransfered
this amount to the savings account of Mr. X in bank 'A’. Then Mr. X ssued chegues (Tk. .28
million) in favor of Mr. Q@ and R, opened two FOR accounts n bank ‘D" with cash withdrowals
(Tk. 2.7 milkon] from bank 'A' and opened two TDR accounts [Tk, 1.1 milion] in MBF 'H' throwgh
EFT.

Mr. X and Mz Y jointly took loan of Tk. 3.0 milion from bank 'F' by mortgaging the flat and repaid
the loan of Ms. ¥ in NBH ‘G'. Mr. X repaid his loan by fransfemng Tk 0.5 million from savings
account of bank 'A’, fransfering Tk 0.44 milion from savings account of bank 'B' and encash-
ing @ TDR account [Tk. 0.31 mikon) of NBF *G'.

Mr. X purchased two soving certificates of Tk. 2.0 milien in kis nome from bank 'B' and four
saving cerificates of Tk. 3.50 million in his wife's nome. Ms_ Y also purchased one saving cerfifi-
cate of Tk. 1.0 million in her name.

Mr. X mentioned that his profession and source of income s service, and his spouse iz a house-
wife. But the complex fransactions occurred in therr accounts iz not commensurate with their
profession. BFIU analyst suspected that proceeds of coruption and brbery may have been
transacted into ther accounts. The case was disseminated to ACC and Detective Branch of
Police for further investigation and next course of achion. ACC hos decided fo lodge lowsuit

against the alleged persons.

Offence Corruption and Bribery

Customer Individual (lower rank police officer)

Industry Banking and Real Estate

Channel Cash and Electronic

Report Type Complaint

Jurisdiction Mational

Designated Service Account Services

Indicators Frequent cash deposit in small figure followed by either withdrawal

through ATM or POS payment or transfer in large amount

Case Study 3

Currency smuggling through over invoicing in impoert by the chairman of a bank
sponsor director of a bank mode an allegation that s former chairman, Mr. X currentty residing
abrood and having investment abroad, had smuggled money abroad in collaboration with
one of the clients of the bank. The soid director ako objected the loan disbusement procedure

to a client who was a relative of Mr. X. Based on this allegafion, BFIU collected information from
two bonk branches— 'A’ and *B".

Analyzing the documents ebtained from the branch ‘A’, it was found that four customers of the
branch imported nine ships from XX Mantime Pvt. Ltd. by opening nine LCs of USD 27 .3 million.
Four ships had Panama’s flag. D&B credit report showed that Mr. X had 100% ownership of that
exporter company i.e. XX Marntime Pvt. Ud., only 2 employees were there and it was a higher
than average nzk level company. 3ome importer did nof repay ther import balbility.
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Analyzing the documents cbtained from the branch 'A’, it was found that four customers of the
branch imporfed nine ships from XX Mantime Pyt Ltd. by opening nine LCs of USD 273 million.
Four ships had Panama’s flag. D&B credit report showed that Mr. X had 100% ownership of that
exporter company L.e. XX Martime Pvt. Ltd., only 2 employees were there and it was a higher
than average sk level company. Some imporer did not repay their import lakbility.

Analyzing the documents obtained from the branch ‘B, it was found that six companizs relat-
ed to Mr. ¥ who & Mr. X's son-in-ow took big amount of loan ond the balance was about BDT
2434 2 million. Collateral secunties against these loans were very negligible. These companies'
total import payment was about USD 2038 millon. Mr. X, Mr. ¥ and Mr. ¥'s brother were the
owners of one of these exporfer companies, nomely YY Cormmedities Pvt. Lid. that was
imvolved in the business of wholesales cofton; but it exported textile chemical, capital mochin-
ery to one the six companies. Another exporter's name (Mr. Z, a Bangladeshi citizen] was pulb-
lished in the Panama Papers regarding smugaling of money abrood.

o
e
9 Ships
Usb 273 mi
v
Open9LCs - ____ 100% Ownership ﬁ
.'. =, h
“ 2 : ]
ME X e XX Marilime
(Chairman of Banlk) . Put L [Fxporter)
Sun-in-law _
Owmcr
Loan of Import payment of
BDT 2434.2 mi 202.8 mi .
YY Lommuodities
Pvt. Ltd. [(Exporter)

There was no record about Mr. ¥, his son-in-lawr Mr. ¥ and Mr. Y's brother or Mr. £ to remit money
abroad. For these, suspicion anses that with the help of importer former chairman of the bank
remitted funds abroad without impording goods or by over invoicing and established the com-
pany in Singopore. Fnally, on analysis report with supporting documents was disseminated to
Customns Inteligence and Investigotion Directorate for further investigation and next course of
action as per the provisions of MLPA, 2012
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Offence Smuggling of currency

Customer Sole Proprietor, Limited Liability Company

Industry Bank

Channel Banking Channel

Report Type Complaint

Jurisdiction Transnational

Designated Service Letter of Credit

Indicators — Trading between importer and exporter of same group

— Importer did not adjust the import liability
— One experter’s name was found in Panama Papers
— Exported goods were not in line with exporter’s business

Embezziement of a multipurpose cooperative society fund by its chairman

Department of Financial Institutions and Markets |DFIM) of Bangladesh Bank forwarded a com-
plaint, which was received from a local administration of an vpoalla (sub-disinct) against 'K’
Co-operative Society, fo BHU. It was alleged that 'X' Co-operative Society was collecting fund
from the local people of the upaozilla by offerng high interest rafe [10%-22%) and conducting
llegal banking operafion.

Based on the allegation, BFIU collected relevant information and document from different
barnks and conducted an onsite inspection on banks’ head office. Analysis reveals that 'K’
Co-operative Society had nine other sister organzations with different types of business activi-
ties and they had been operating 43 accounts in 15 banks. The fotal depeosit into these
accounts was BDT 2430 milion and withdrowal was the same, while the balance was BDT 0.5
million. The suspicious ssues about the institution were as follows:

+  Offering high interest rate (up fo 36%) to collect fund for 'X' Co-operative Society

* Huge amount of Cash transactions in the banks

» (Other organzations (X Real Estate and Development Pyt Lid., X Business Centre, ¥ Food
& Beverage, X Internatficnal Ltd., X Central Cooperative etc ] had 'X' in its name but the
owner of these companies was not the 'X' Co-operative Society; the actual cwner of
was mainly s chairman, Mr. A

o« X' Co-operative Society’s fund was used o buy 2,465 74 decimal lands in Dhaka
District. But lands were registered by Mr. A on behalf of 'X' Real Estate and
Development Pvt. Lid. of which Mr. A was the major shareholder

+ Funds were transferred from 'X' Co-operative Society to 'X' Eeal Estate and
Development Pvt. Lid., ¥ Agro Complex and Mr. A's personal accounts

* Proper rules were not followed to collect its members and to distribute loans
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1! Co-operative Society was offenng high interest rafe to collect funds from mass people. With
the fund, it established different companies showing the ‘X' Co-operative Society as the owner
of these companies fo its members. But major cwnership actually belongs to its president Mr. AL
3o, Mr. A might fravdulently used X' Co-operative Society and other companies to embezle
funds from pecple. Finally, an analysis report along with the supporting documents was sent to
the low enforcement agency for further investigation and necessary legal actions oz per the
provisions of MLPA, 2012.
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W Co-upreralive Svcicly

collected funds by offering
high interesl mawe

Offence Fraud

Customer Multipurpose Cooperative Society
Industry Bank

Channel Banking Channel

Report Type Complaint

Jurisdiction Mational

Designated Service Account Services

Indicators — Unusually high deposit rate

— Cooperative fund was transferred to its chairman's personal

account and related entity accounts
— Cooperative fund used to buy land for its chairman’s company
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Case Study §
Crime syndicate collected ransom through bank accounts for kidnapping in Libya

Nr. J, a Bangladeshi expatriate bving in Libya, came to Bangladesh and opened two bank
accounts, one in his own name and another in kis wife's name [(Ms. K] in bank ‘8. A few days
later, a huge amount of money was credited to Mr. J's account through on-ine from different
parts of the country. One day a person came to branch ‘F of bank 'B' to deposit money to
the account of Mr. J. Observing his pale face, bank officiaks asked him about his purpose of
depositing money. Upon guery, he informed that his brother who works in Libya has recenthy
being kidnapped and the kidnopper demanded ransom. 5 30 he s deposifing money as
ransom to release his kidnapped brother. Being informed of the matter, the bank submitted
an 5TR against the accounts of Mr. J and his wife Ms. K.

BAU analyst collected relevant documents and informafion regarding Mr. J and his wife Ms.
K. upon analysis, it was revealed that huge amount of money (in a single deposit Tk. 0.10
million to 0.13 million) had been credited from different branches fo the account of Mr. J and
hiz wife_ Based on the depositor's information given in the account staterment BHU idenfified
the depositors and collected information on them and come to know that all the money
deposited fo these accounts waos the ransom. According fo the victims statements, BFIU
informed about some other bank accounts (three more accounfs in bank A, § and M) where
victim s relatives were insfructed to deposit the ransom money. After collecting the details of
these bank accounts BFIU gof more information about the account holders and Mr. their
franzaction and identified suspicious transaction in their accounts. These accounts were also
uvsed to take ransom from people whose relatives were kidnapped in Libya. It 5 alse men-
fioned that one of the account holder was brother-in-law of Mr. J and another account hold-
ers worked for him.

BAU froze these S{five) accounts in order to stop the movement of fund. Based on the findings
BAU prepared an analysis report and disseminated to the CID of Bangladesh Folice on emer-
gency basis for further investigation and legal procedure. CID has immediately arested the
gang and filed money laundering suit against them.
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Victim's relatives
depoxsiled ransom (rom
diffcrent branches

=
Account Account Account Account
Wife . Emther} @ Employee ; L_ ___‘
«ib ‘l 1k <"
Mr | My K Mr M Mr N
Offence Kidnapping
Customer Individual (Expatriate Bangladeshi)
Industry Banking
Channel Electronic
Repaort Type STR
Jurisdiction Domestic
Designated Service On-line transaction in multiple bank accounts
Indicators On-line cash deposit without any valid business background.

Deposited cash is in round figure with high frequency.
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Case Study &
Fraudster taking bank loan by producing counterfeit deeds and documents

Ms. B opened a savings account in bank *5". Two days later, after opening the bank account,
Tk.12.00 milion was deposited through clearing from bank “F". No sooner the amount was
deposited, she transferred all the amount by issuing “pay order” in the name of fwo enfity,
namely M5 “O" ltd and M/5 “T" Enterprze. MSS “T" Enterprize abko maintoined a cument
account with bank 5, which zeemed to be an unusual fransachion tfo the bank. The bank
requested Ms. R to submit necessary documents against her fransacthions. Having request from
the bank, Ms. B informed that she has sold her residential flat (home] to Mr. B and transacted

review about these two accounts of M/3 "O" Lid and M/5 “T" Enferprize. After completion of
detal review bank “3" found that Mr. B{purchaser of the flat) s the proprietor of M5 “T" Enter-
prze and Ms. B s the employves of that Enterprise, that indicate payer and receiver of the trans-
acted money was the same person [Mr. B). They also found that while opening the bank
account Ms. B and M/3 “T" Enterprise submitted fake documents ke NID, trade icense, nomi-
nee's MO, TIN cerdificate etc. Upon query it was alzo revealed that the source of fransacted
money was a home loan from bank “F" in the name of Mr. B. Being informed the matter, the
bark submitted a 5TR against the account of Mz E.

While analyzing, BFIU unfolded that bMr. B has maintained sideen business accounts in the name
of his six business enfifies and three personal accounts n his name using fake NID, trode icense,
nominee’'s NID, TIN certificate ete, duplicating RISC form-12, with different banks and financial
institutions. The directors of the businesses also used fake documents in opening the accounts.
His wife, daughter and business pariners also maintained thifeen accounts with different banks
respectively.

Analysiz also revealed that Mr. B and his associates used different name and varnous addresses
for opening diverse bank accounts. He took loans from banks and financial institutions by
submitting fake documents related to him and his business entfifies. Anti Corruplion Commission
already sered account documents for issuing foke bank guarantee from o bank and one
financial institution filed a cose agamnst kim as a loan defaulter. Bank

BHU then froze 30 accounts in order to stop the movement of fund. Based on the findings BFIU
prepared an analysiz report and disseminated to the CID of Bangladesh Police for further inves-
tigation and legal procedure. BFIU ako requested Elechon Commission and National Board of
Revenue to take necessary steps for countereiting MID and producing fake TIN cerdificates
respectively.
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Offence Fraud, Counterfeiting deeds and documents
Customer Individual and business entities
Industry Banking and Financial Institutions
Channel Electronic
Report Type TR
Jurisdiction Domestic
Designated Service Account and deposit taking services, Loan Account
Indicators Counterfeiting individual and business documents, Opening

different bank accounts in multiple banks by using various phony
name and address, Taking loan from various banks by producing
false documents
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Casze Study 7
Deputy Managing Director (DMD) of I Bank Lid. accused to be involved in terrorism.

Fnancial Integnty and Customer Services Department of Bangladesh Bank informed that
forrmer DMD Mr. X of Z Bank Lid had used bank's employees’ cooperative society's account to
hide his huge amount of fransaction. Three cAminal suits were charged against Mr. X under The
Penal Code, 1840 article no. 143/145/147 7142 f427/435 by police. These arficles related to his
imvobrement in nofing, unlowful assembly, fire or explosive substance, ete. BFIU collected infor-
mation from the bank and its employee's cooperative society about Mr. X accounts. Mr. X's
son in low Mr. Y's accounts was also analyzed as he was connected to vanous fransactions with
hir. X.

The important information about Mr. X was as follow:

1. Cash transochion amounting tk. 1.75 crore from different parts of the county in Mr. X's
account. He also withdrew tk. 27 92 Lac from ATM.

2. Nr. X was an employee of a barnk in Migena. He fraveled 9 countnes [Bahrain,
Kajakistan, Malaysia, Ghana, E3A, Sudan, Gambia, Niger, India) when he was in Migena.

3. Mr. X sent money from Migena more than his income in that country.
4. Nr. X sent money from Migena even though when he was in Bangladesh.

3. VYarious people from vanous countries (Gatar, USA, UAE, Australia, Germmnany] sent
tk. 53.04 Loc.

6. Mr. X fransferred th. 3.04 Loc to the Chorman of Audit Committee and Independent
Drector. and

¥, Nr. X'z son in low exported to Migena where Mr. X went for Job_ Importer and export
proceed sender were different. Varous discrepancies were there in the export.

8. EBmployees of I Bank Ltd. had transactions with Mr. X, his daughter and his son in law.

The above mentioned information created necessity to analyze more about Mr. X sources and
usage of fund whether it might be involved with the crime he was accused of. Finally, analysis
report with supporting documents was sent to low enforcement agency for further iInveshiga-
tion and necessary legal octions as per MLPA, 2012
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Offence Terrorism or financing in terrorist activities
Customer Individual
Industry Bank
Channel Banking Channel
Report Type Complaint
Jurisdiction NMational, International
Designated Service Account Services
Indicators Criminal suits, huge cash transaction from different place of the

country by different people, ATM withdraw from different place of
the country, discrepancy between the foreign income and foreign
remittance, different pecple from different countries sent money to
his account, etc.
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Use of social media (facebook) for deception

A Focebook page was opened in the name of a high government official of Bangladesh. In
that page some posts regarding extending financial aid by the govermment to the unem-
ployed people were publshed. To make the page frustworthy some slogans like “Leave temror-
i=m and come to a normal [ife: Govermment extends financial aid fo the unemployed desfitute
people” was used. The poge also used some pictures of check handing-over by the govern-
ment official. Mentioning a phone numbber and e-mail address the page instructed the nterest-
ed perons to confact with them for financial aid.

Allured by the posts on that Facebook page, some interested persons contacted fo the men-
tioned phone number and e-mail address. Then they were informed through e-mail that they
hod been selectaed for the govemment aid and the cheque of financial aid shall be handed
over to them by the govemment official shortly. The mail alsa instructed them to deposit 25% of
the sanctioned aid in advance, as secunty money, into the bank account of the Project Direc-
tor of the aid program. The fitle of the bonk account was "Ms. J". As per instruchion some
perons deposited money in the account but did not get any response from the so called
government office.

The issue came to the nofice of the concemed ministry and they informed the issue to the Low
Enforcement agency, the concemed bank and the cenfral bank. Upon informed about the
isue the bank lodged a 5TR and different depardments of the cenfral bank forwarded the
matter o BFIU. BFIU analyzred the issue and found that a group of fraudster deceved people
by using the said Facebook poge and the bank account. Tk, 600 lac waos deposited in the
account. The deposited money was withdrown within short penod. Some porfion of the with-
drown money was deposited in another account of the bank. Those two bank accounts along
with one mobile finoncial services account of the fraudsters with Tk, 2.00 loc balance were
frozen under MLPA 2012. An Analysis report in this regard waos prepared and disseminated to
the Law Enforcement Agency (CID, Bangladesh Police).
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Publicity through }
Facebook

{ .

Offence Fraud

Customer Individual

Industry Bank

Channel Social Media (Facebook) & E-mail

Report Type 5TR

Jurisdiction Mational

Designated Service Bank Account Service

Indicators Fraudster deceived people by using the Facebook page, Alluring

unemployed people promising atiractive offer, Use name of high
level government officials to give apparent authenticity etc.
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Case Study ¢
Receiving fund from foreign foundation and alleged to be involved in temrorist financing

BHU received a complaint from Ministry of Finonce (MoF) against Mr. X who was suspected o
ke involved in Terronst Anancing & anfi-governmental activiies. After receving the complain,
BFU collected dll his account information from the concemed bank. It was found that Mr. X
received funds from 7 (Seven) different persons of a forsign junsdiction (ABC) dunng 2012-2013
amounting UsD 58,472.00. In order to further analysis BFIU tock inthatives to establish relafionship
between remittance senders and recewers. For this reason & analyfical purpose BRU collected
inforrmation from the AU of the concemed foreign junsdiction. ABC AU informed that It received
an 3Tk on one of the 7 [Seven) different persons named Mr. ¥ who was mentioned in the 3TR as
a sender of money to Mr. X several fimes vio Westem Union. According to open source the ABC
AU ako found that Mr. Y iz a member of a humanitanan foundation based in the capital of the
ABC. The mentioned foundation cames out humanitanan relief activities and cooperates with
45 naofional and 32 intemational non-govemmental organzation: (MGOs). Money was
abserved to be deposited to the account of Mr_ X from different areas of the country and with-
drawn in cash & through ATM. Based on the finding BAU prepared an analysis report and sent
it to CID of Bangladesh Police. Based on the report CID arested Mr. X involved in Temrorst
Financing & anfi governmental activifies and o case has besn lodged against Mr. X under the
ATA 2009, Fial.

. Money was abo
deposited to M X's account
trom different ports of the country

".f-' US$RG7I00 ~ i
[ g | through e i

Westerm Union

7 persons from 4 MrX
country ABL.
Cmeof them, Mr. ¥ —
% 3 member of o Money was withdrawn
humgim i srizan Giwomilatiom through cash or ATM
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Abuse of social media for raising funds for furthering the cause of terrorism

Through regular monitoring work on the social media, Social Media Monitonng and Survellance
Team [SMMST) have identified an account in the name of 'X'. The account was being used o
propagate radical ideclogies and fo inspire other social media users fo participate n ongoing
jihad. The account was also used to call for money for destroyving secular Bangladesh and
establish Khilafah. Lately the account also published that a terorist had come and was on the
verge of strike.

At this backdrop SMMST had sought help from the concemed social media ferm to identify the
owmner of the account. Following the information provided by the social media firm and mobie
tracking, the SMMST feam had been able to arest the person behind the :aid account. During
investigation SMMST leamed that X' B a ficthious name and actual individual Y is running that

account in the social media site. Investigators also leamt that 'Y" i an active member of
Banglodesh Government designated entity Ansar Al lslam Bangla Team (ABT).

Having information from the investigating authorty about 'Y, BAU conducted search for his
accounts in the financial sector. The search resulted in 3 (three] accounts with banks and multi-
ple mobile financial services accounts. All 3 [three) bank accounts identified the customer as
one who has online business and affiiate marketing. However, no online business entity or part-
ner entity or account or page with which the business was being camed out was named either
im AOF or EYC profile form. The accounts had sporadic small cash deposits from different parts
of the country. The MFS accounts had frequent fransactions mostly cash and the accounts
used the full MFS fransaction imits. All accounts were wash out in nature maintaining bare mini-
mum balance.

A cose has been filed ogainst the person under Anti Teronsm Act, 2009 and Information Tech-
nology and Communication Act, 20046, Curently the investigators are further investigating o
identify his associates.
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Offence

Customer

Industry

Channel

Report Type
Jurizdiction
Designated Service

Indicotors

Terrorism Financing

An individual

Bank, MFSP

Bank Accounts, MFS accounts, Social Media Platform

Information Exchange

National

Cash-in/Cash-out and Transfer of funds service for registered
account holders

Non existence of online business entity, activity, page or a social
media account. Online business promoter having no online presence
under his real identity. Depositors from disperse geographical
locations availed services of online banking.

Non MFS account holder requesting to remit fund to an agent, the
beneficiary accounts were recently opened, agent using personal
accounts to transfer funds on behalf of an individual, wash-out
nature of transactions.
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Fake Company was created in the name of a fruck driver and embezzied
Tk 40.00 Crore Taka from a Bank as a Loan.

BAU receive a complain that a Bank named A hos approved loans Tk 40 Crore to a ficttious
bomrower. After knowing this complain BRAU form a inspection team to conduct inspection of the
respective Branch of the Bank-A. BFIU inspection team observed that without proper scruting
and due diligence loan proposal had been send to the Head office and the Head office ako
approved the loan very quickly. Maoin purpose of the loan was fo purchose three ocean going
vessel. After the approval Toka 60 crore was disbursed to the borower's account without proper
credit administration procedure. BFIU felt the whole process very suspicious and needs to further
dig down. BAU anaklzed the money trall and found that the credit facility wos withdrown in cash
mode followed by some pay orders. Only one payment was made fo the truck dhiver amounting
Talka 2.00 crore for using his name and his agrcultural property oz a colloteral security.

Bosed on the money tral BFIU identified the Beneficial Owner. He iz a very inferential person and

ako the chairman/Director of a renowned export onented gaments manufactunng company
of Bonglodesh.

After cash withdrowal customers purchases pay orders by cosh to fransfer the funds to the other
barks. In many cases, it waos found thot account poyee poy orders were cashed within the
branch without credifing fo payee accounts fo disguise/hide the desfination/beneficiones. No
payment waos made towards the vessel suppliers rather the nature and mode of transactions
were suspicious. After analyzing all the imcidents BFIU issued freering orders to all the bank
accounts maintained by the beneficial owner. Simultanscusly BFIU prepared an inteligence
report and disseminated to the Anti Comuption Commission for further courses of achions.
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Offence Loan Fraud

Customer Fictitious business entity.

Industry Live Vessel

Channel Cash withdrawal followed by pay orders

Report Type Findings of on-site inspection

Jurisdiction Mainly in Dhaka District

Designated Service Credit Facilities

Indicators Ocean going vessels but the license was issued by a Union Parisad
Member
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List of Abbreviations



ACC
ADB

AML & CFT

APG
ATA
BACH
BAMLCO
BB
BDT
BFIU
BSEC
CAMLCO
CDD
CID
CMI
CTR
DGH
DMP
DMNC
DHFBP
BG
EDD
FATF
FSRBs
Gob
ICAB
ICRG
IMIF
KYC
MFSP
ML
MLA
MLPA
ME

Bangladesh Financial Infeligence Unit

Anti-Comruption Commission
Asion Development Bank

Anti-Money Laundenng/Combating the Financing of Temrorism

AsiafPacific Group on Money Laundernng
Anti-Termrorizm Act

Baongladesh Automated Clearng House

Branch Anti Money Laundering Complionce Officer
Bangladesh Bank

Bangladesh Taka

Bongladesh Financial Inteligence Unit
Bangladesh Secunties and Exchange Commission
Chief Anti Money Laundering Compliance Officer
Customer Due Diigence

Crminal Investigation Department

Capital Market Intermedianes

Cash Transaction Report

Directorate General of Forces Inteligence

Dhaka Metropolitan Police

Department of Marcotics Control

Designated Mon-Financial Businesses and Professions
Election Commission

Enhonced Due Diigence

Financial Action Task Force

FATF 5tyle Eegional Bodies

Zovernment of Banglodesh

Institute of Chartered Accountants of Bangladesh
International Cooperation Review Group
International Monetary Fund

Know Your Customer

Mobile Financial Services Provider

Money Laundering

Mutual Legal Assistance

Money Laundering Prevention Act

Mutual Evaluation
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MER
Mol
MeoF
MoFA
MoHA
MFls
MFS
MREA
MER
MEFls
NCC
NGO
MID
MPCs
MREA
MEl
OECD
PCBs
PEPs
RAR
SB
StAR
STR

e

UNCAC
UNODC
UNSCR

Mutual Bvaluation Feport
Memorandum of Understanding
Ministry of Finance

Ministry of Foreign Affoirs

Ministry of Home Affairs
Micro-Finance Institutions

Mobile Financial Service

Micro Credit Regulatory Authority
Mational Board of BEevenue
Mon-Bank Fnancial Institutions
Mational Coordinaton Committee
Mon-Government Organizotions
Mational Identity Document

Mon Profit Crganizations

Mational Risk Assessment
Mational Secunty Inteligence
Crganization for Economic Cooperation and Development
Private Commercial Banks
Politically Exposed Persons

Fopid Action Battalion
Special Branch
Stolen Asset Recovery
Suspicious Transaction RFeport
Technical Complionce
Teronst Anancing

Transaction Profile

United Nations Convention against Corruption
United Mations Office on Drugs and Crime
United Mations Secunty Council Resolutions
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BALI, INDOWESIA — &-11

Bangladesh delegafion headed by Head of BFIU and Deputy Governor
attending 2nd CTF Summit, Indonesia

Govemor, Bangladesh Bank with the participants of CAMLCO Conference of Banks during
3-3 March, 2017 in Sylhet

in Soudi Arab dunng 28 Nov-01 Dec, 2014
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Delegation of Bangladesh participated in the FATF Flenary held during 16-23 June, 2017 in
Valencia, Spain

e

Signing of Memorandurm of Understanding between BAU & lceland AU
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Bangladesh delegation at the APG Annual Meeting held in 5-8 September, 2014
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Participants with the Deputy Govemor & Head of BFIU in the Workshop Intemational Cooper-
ation focused on Asset Recovery for BIMSTEC member countries during 30 May-01 June, 2017

Participants with the Deputy Govemnor & Head of BFIU in the Worshop ‘Fnoncial Inveshgathon
of Money Laundering & Related Offences’ organized by BHU
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Participants in the Workshop ‘Promoting Financial Integnty and Financial Inclusion’ aranged
by World Bank & BAU jointly during 13-14 March, 2017
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Govemor, Bangladesh Bank & Director General, DGH with the paricipants in the 'PROFESSIONAL TRAINING ON

INTELLIGENCE UNDERSTANDING AND COUNTER TERRORISM FINANCING' during 12-14 June, 20
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Bangladesh Delegation at the AF's Global P
/-7 September 2014

Bangladesh Financial Inteligence Unit
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BAU parficipant along with other participants in the meeting of AF Global Standards
Proportionality (G5F) Working Group

I e oo e e
BFU participants along with other parficipants in the workshop on Idenfifying Challenges in
Understanding and Implementing the FATF Stondards’ in Busan, Korea
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JOINT
EXPERTE'
MEETING

RISK
ASSESSMENT
WORKSHOP

BRI officials in the FATF Joint
Experts' Meefing on Money
Laundernng & Terrorist Anancing
Typologies and Workshop on
Sharing Expenences of
Conducting Risk Assessments in
Russia

Bangladesh Delegation at the US
Department of Justice Office fo
discuss the recovery process of
Bangladesh Bank Reserve Fund

BAU officials along with other Bangladesh parhicipanits in the IVLP aranged by U.S.
Department of State held during August 27-September 14, 2017 in USA
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APG Delegation
With Bhutan
Parliament
Speaker and
Central Bank
Governor on SIP
wistt

Assessor of BFIU
with other aszes-
sors in the Mutual
Evaluation of
Thailand

BFIU parhicipant along with other paricipants in the AML/CFT training aranged by ST-IMF
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BAU officials in fhe lead bank program c:r'cmged bl,r scheduled bank
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Bangladesh Parficipants in the Countering Violent Extremism Training Program arranged by
Australio Awards Bangladesh
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