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 ‡c‡g›U wm‡÷gm& wWcvU©‡g›U 
evsjv‡`k e¨vsK 

cÖavb Kvh©vjq 
XvKv 

 

wcGmwW mvKz©jvi bs t 04 /2017                               24 AMv÷ 2017 
ZvwiL t ------------------- 

                              09 fv ª̀ 1424 
 

e¨e ’̄vcbv cwiPvjK/ cÖavb wbe©vnx Kg©KZ©v 
evsjv‡`‡k Kvh©iZ mKj Zdwmwj e¨vsK 
 
wcÖq g‡nv`q, 
 

bM` A_© †jb‡`b n«vm ev wbiærmvwnZK‡Yi j‡ÿ¨ wewfbœ †c‡g›U P¨v‡b‡ji gva¨‡g m¤úvw`Z  
KvW©-wfwËK ‡jb‡`‡bi wbivcËv wbwðZKiY, SuywK n«vm Ges MÖvnK m‡PZbZv e„w× cÖm‡½| 

 

Z_¨-cÖhyw³-wbf©i e¨vswKs ‡mevi Dci wbf©ikxjZv μgvMZ e„w× cvIqvq e¨vsKmg~n Automated Teller Machine (ATM), 

Point of Sale (POS) Ges Online/Internet/e-Payment Gateway e¨envi K‡i Zv‡`i MÖvnK‡`i ’̄vbxq gy`ªvq ‡jb‡`b 

m¤úv`b Kivi myweav cÖ̀ vb Ki‡Q| G ai‡bi †jb‡`‡bi wbivcËv wbwðZKiY, SuywK n«vm I MÖvnK m‡PZbZv e„w×i j‡ÿ¨ 

evsjv‡`k e¨vsK AW©vi 1972 (ms‡kvwaZ 2003)-Gi 7 A(e),  e¨vswKs †Kv¤úvwb AvBb 1991 (ms‡kvwaZ 2013)-Gi 

49(1)(O) I evsjv‡`k e¨vsK KZ©„K RvwiK…Z “Guidelines on ICT Security for Banks and Non Bank Financial 

Institutions” Gi Av‡jv‡K wewfbœ cøvUdig-Gi Z`viwK I ZË¡veav‡b BZtc~‡e© RvwiK…Z mvK©yjvi I Ab¨vb¨ wb‡ ©̀kbvmg~n 

GKxf‚Z K‡i GB mvKz©jvi Rvwi Kiv nj| 

 
1. KvW©-msμvšÍ t 

1. KvW©-wfwËK †jb‡`b cwiPvjbvKvix mKj e¨vsK I Avw_©K cÖwZôvb n‡Z Bmy¨K…Z mKj Kv‡W©i Af¨šÍixY 

(Domestic) AvšÍte¨vsK †jb‡`b evsjv‡`k e¨vsK KZ©„K cwiPvwjZ National Payment Switch Bangladesh 

(NPSB) Gi gva¨‡g cwiPvjbv/m¤úbœ Ki‡Z n‡e| 

2. 31-12-2017 Zvwi‡Li g‡a¨ KvW©-wfwËK mKj ai‡bi †jb‡`b  Personal Identification Number         

(PIN)-wfwËK Ki‡Z n‡e|  

3. SMS GjvU© mvwf©‡mi gva¨‡g KvW©-wfwËK mKj ‡jb‡`‡bi Z_¨ ZvrÿwYKfv‡e MÖvnK‡K AewnZ Ki‡Z n‡e|  

4. KvW© ‡jb‡`‡bi wbivcËv wbwðZKiY I †jb‡`‡bi AeKvVv‡gvmg~n AvšÍR©vwZK gvbm¤úbœKi‡Yi j‡ÿ¨           

31-12-2018 Zvwi‡Li g‡a¨ e¨vsKmg~n‡K Payment Card Industry-Data Security Standard (PCI-DSS) 

mvwU©dvBW n‡Z n‡e|  

5. e¨vsK I Avw_©K cÖwZôvb KZ©„K Bmy¨K…Z mKj eª¨v‡ÛW KvW© wPc I wcb (CHIP and PIN) hy³ n‡Z n‡e; BZtc~‡e© 

Bmy¨K…Z G ai‡bi mKj g¨vM‡bwUK w÷ªc KvW©mg~n‡K μgvš^‡q G cÖhyw³‡Z DbœxZ Ki‡Z n‡e Ges 30-06-2018 

Zvwi‡Li g‡a¨ G cÖwμqv cy‡ivcywi m¤úbœ Ki‡Z n‡e|   

6. ‡jb‡`‡bi mgq ATM-G KvW© AvU‡K ‡M‡j Off-us ‡jb‡`‡bi ‡ÿ‡Î Acquiring Bank Zv Destroy K‡i 

Kv‡W©i Z_¨ Issuing Bank-‡K mieivn Ki‡e; Z‡e On-us †jb‡`‡bi ‡ÿ‡Î KvW© AvU‡K †M‡j Issuing Bank 



 
 
 

Zv Zv‡`i wbR¯̂ Abym„Z wbqg Abyhvqx mgvavb Ki‡e| Dfq‡ÿ‡Î MÖvn‡Ki Av‡e`b cÖvwßi 7 Kvh©w`e‡mi g‡a¨ 

Issuing Bank Zv wb®úwË Ki‡e|  

7. MÖvn‡Ki Kv‡W©i Z_¨ I wcb b¤̂i †Kvbμ‡g Av‡cvl (Compromised) n‡q‡Q g‡g© cÖZxqgvb/wbwðZ n‡j 

ZvrÿwYKfv‡e mswkøó Acquiring wWfvB‡m (POS ‡gwkb/ATM ey_) e¨eüZ KvW©mg~n wPwýZ K‡i wbR e¨vs‡Ki 

KvW©mg~‡ni ‡ÿ‡Î MÖvnK‡K AewnZ K‡i KvW©wU evwZj KiZt h_vkxNª MÖvnK‡K bZyb KvW© cÖ̀ vb Ki‡Z n‡e| MÖvnK 

Ab¨ e¨vs‡Ki n‡j mswkøó KvW© cÖ̀ vbKvix e¨vsK‡K ZvrÿwYKfv‡e welqwU AewnZ K‡i h_vh_ e¨e¯’v MÖn‡Yi Rb¨ 

Aby‡iva Ki‡Z n‡e|  

8. †cÖvcÖvBUwi KvW© Bmy¨ Kivi †ÿ‡Î evsjv‡`k e¨vs‡Ki †c‡g›U wm‡÷gm& wWcvU©‡g›U n‡Z BIN (Bank 

Identification Number) msMÖn Ki‡Z n‡e|  

9. MÖvnK‡`i KvW©-wfwËK †jb‡`‡b DrmvwnZ Kivi Rb¨ KvW© e¨env‡ii myweavmg~n AewnZ Ki‡Z n‡e|   

10. KvW©-wfwËK †jb‡`‡bi SuywK n«vmK‡í mKj ‡jb‡`‡bi ‡ÿ‡Î h_vh_ mZK©Zv/‡MvcbxqZv Aej¤^bmn mwVK Dcv‡q 

KvW© e¨envi wewai wPÎ-m¤^wjZ †cv÷vi e¨vs‡Ki kvLvq cÖKvk Ges MÖvnK m‡PZbZv e„w×‡Z wcÖ›U I B‡j±ªwbK 

wgwWqv‡Z cÖPvi-cÖPviYv ïiæ Ki‡Z n‡e|  

 
2. wewfbœ P¨v‡bj msμvšÍ t 

2.1 ATM ‡jb‡`‡bi †ÿ‡Î t 

1. evsjv‡`‡k Kvh©iZ NPSB Gi m`m¨ e¨vsK-cÖwZôvb KZ©„K ¯’vwcZ mKj ATM, NPSB-†Z mshy³ Ki‡Z n‡e 

Ges ATM-Gi gva¨‡g m¤úvw`Z AvšÍte¨vsK Kv‡W©i †jb‡`b NPSB-Gi gva¨‡g cwiPvjbv/m¤úbœ Ki‡Z n‡e|  

2. bZzbfv‡e ’̄vwcZ mKj ATM eva¨Zvg~jKfv‡e EMVCo Compliant A_v©r wPc KvW© cwiPvjbvi cÖhyw³, Gw›U 

w¯‹wgs cÖhyw³, wcb MvW© Ges Gbwμ‡ÞW wcb c¨vW m¤^wjZ n‡Z n‡e Ges B‡Zvg‡a¨ ¯’vwcZ ATM-mg~n‡KI        

31-12-2017 Zvwi‡Li g‡a¨  DwjøwLZ cÖhyw³-m¤^wjZ Ki‡Z n‡e|  

3. ATM ey‡_ msNwUZ ‰`wbK †jb‡`bmg~‡ni wfwWI dz‡UR h_vh_fv‡e ch©‡eÿY Ki‡e I b~¨bZg 01 (GK) eQi 

Zv msiÿY Ki‡Z n‡e, hvi g‡a¨ 03 (wZb) gvm AbjvB‡b Ges evwK mgq AvK©vBf Ae¯’vq _vK‡Z n‡e Ges 

Zv‡Z †Kvb m‡›`nRbK welq „̀ó n‡j Kvh©Ki e¨e ’̄v MÖnY Ki‡Z n‡e|  

4. ATM †mev cÖ`vbKvix e¨vsKmg~n cÖwZgv‡m Kgc‡ÿ 20 wU ATM wbixÿv/cwi`k©b Ki‡e| Zb¥‡a¨ hv‡`i ATM 

msL¨v 20 wUi Kg Zviv me¸‡jvB wbixÿv/cwi`k©b Ki‡e| G wefvM n‡Z mieivnK…Z di‡gU Abyhvqx wbixÿv 

cÖwZ‡e`b cȪ ‘Z Ki‡Z n‡e Ges Zv b~¨bZg GK eQ‡ii Rb¨ wbR¯̂ e¨e ’̄vcbvq msiÿY Ki‡Z n‡e|  

5. ATM ey‡_ bM` UvKvi mieivn wbwðZ KiZt ATM †mev mve©ÿwYK Pvjy ivL‡Z n‡e|  

6. eÜ ev APj ATM ey‡_i mvg‡b Aek¨B †bvwUk cÖ̀ k©‡bi e¨e ’̄v MÖnY Ki‡Z n‡e Ges AbwaK 72 N›Uvi g‡a¨ Zv 

mPj Ki‡Z n‡e|  

7. ey‡_ †Kvb ai‡bi bZzb hš¿ ms ’̄vcb/‡givgZ Kv‡j ATM ey‡_ Kg©iZ wmwKDwiwU MvW© G wel‡q e¨vs‡Ki 

ÿgZvcÖvß Kg©KZ©vi mv‡_ †hvMv‡hvM K‡i AvMš‘K e¨w³/e¨w³e‡M©i cwiPq wbwðZ Ki‡e| cÖ‡qvR‡b mswkøó e¨vsK 

Kg©KZ©v ATM ey‡_ ¯^kix‡i Dcw ’̄Z n‡q Giƒc e¨w³/e¨w³e‡M©i cwiPq wbwðZ Ki‡eb| 



 
 
 

8. MÖvnK‡`i mgm¨vi ZvrÿwYK mgvavb wbwðZ Ki‡Z Avewk¨Kfv‡e Help Desk  †mev Kvw•ÿZgv‡b ev¯Íevqb K‡i 

†hvMv‡hv‡Mi ‡dvb b¤î †bvwUk wn‡m‡e ATM ey‡_ cÖ̀ k©‡bi e¨e ’̄v MÖnY Ki‡Z n‡e|  

9. ATM ey_mg~‡n wb‡qvwRZ MvW©‡`i cÖZviYv-RvwjqvwZ cÖwZ‡iv‡a KiYxq m¤ú‡K© cÖ‡qvRbxq cÖwkÿY cÖ`vb Ki‡Z 

n‡e| GQvov mvbMøvm cwiavbKvix, e¨vM enbKvix Ges Ab¨vb¨ m‡›`nRbK MÖvnK‡`i ‡ÿ‡Î we‡kl mZ©KZv 

Aej¤b̂ Ki‡Z n‡e|  

10. ATM ‡jb‡`b-msμvšÍ mKj ai‡bi wd/PvR© `„k¨gvb ’̄v‡b cÖ̀ k©b Ki‡Z n‡e|  

11. ATM e¨env‡ii wPÎ-m¤^wjZ mwVK wbqgvejx mnR‡eva¨ fvlvq †cv÷vi AvKv‡i ey‡_i `„k¨gvb ¯’v‡b cÖ`k©b Ki‡Z 

n‡e|  

2.2 POS ‡jb‡`‡bi †ÿ‡Î t 
 

1. evsjv‡`‡k Kvh©iZ NPSB Gi m`m¨ mKj e¨vsK I Avw_©K cÖwZôvb KZ©„K ’̄vwcZ mKj POS 31-12-2017 

Zvwi‡Li g‡a¨ NPSB-†Z mshy³ Ki‡Z n‡e Ges POS Gi gva¨‡g m¤úvw`Z AvšÍte¨vsK Kv‡W©i †jb‡`b NPSB 

Gi gva¨‡g cwiPvjbv/m¤úbœ Ki‡Z n‡e|  

2. POS ‡gwk‡bi gva¨‡g m¤úvw`Z mKj ‡jb‡`b wcb-wfwËK n‡Z n‡e| POS †jb‡`‡bi †ÿ‡Î KvW©avix ¯̂n‡ Í̄ wcb 

cÖ̀ vb Ki‡eb, hv Online PIN Authorization Gi gva¨‡g m¤úbœ Ki‡Z n‡e| 

3. AbjvB‡b †nv‡Uj eywKs Ges AbjvB‡b Af¨šÍixY wegvb wU‡KU μq e¨ZxZ Ab¨ mKj ‡ÿ‡Î POS-G            

Pre-Authorization Gi mg‡q Manual Key Entry iwnZ Kiv nj|  

4. KvW©-wfwËK POS †j‡b‡`‡bi ‡ÿ‡Î gv‡P©›U KZ©„K MÖvn‡Ki KvW©-mswkøó Z‡_¨i wbivcËv wbwðZKi‡Yi wel‡q mKj 

`vq-`vwqZ¡ Acquiring e¨vsKmg~‡ni Dci eZ©v‡e|  

5. KvW©-wfwËK POS †j‡b‡`‡bi ‡ÿ‡Î †bUIqv‡K©i AvIZvq mKj Uvwg©bv‡ji †bUIqvK© 31-12-2017 Zvwi‡Li 

g‡a¨  Point to Point Data Encryption wbwðZ Ki‡Z n‡e|  

6. bZzbfv‡e ’̄vwcZ mKj POS †gwkb eva¨Zvg~jKfv‡e EMVCo Compliant A_v©r wPc KvW© cwiPvjbvi cÖhyw³, 

KW©‡jm, Gbwμ‡ÞW wcb c¨vW Ges wcb MvW©-m¤̂wjZ n‡Z n‡e Ges B‡Zvg‡a¨ ¯’vwcZ POS †gwkbmg~n‡K       

30-06-2018 Zvwi‡Li g‡a¨ DwjøwLZ cÖhyw³-m¤^wjZ Ki‡Z n‡e|  

7. cÖZviYv-RvwjqvwZ †ivamn AwaK wbivc‡` POS †jb‡`b m¤úv`‡bi j‡ÿ¨ gv‡P©›U‡`i cÖwkwÿZ Ki‡Z n‡e| 

8. wewfbœ gv‡P©›U c‡q‡›U POS ‡jb‡`‡bi ‡ÿ‡Î MÖvn‡Ki wbKU n‡Z μqK…Z cY¨ ev †mevi wba©vwiZ g~‡j¨i AwZwi³ 

A_© hv‡Z MÖvnK‡`i wbKU n‡Z Av`vq Kiv bv nq, †m j‡ÿ¨ e¨vsK KZ©„K gv‡P©›U‡`i mZK© Kivmn MÖvnK m‡PZbZv 

e„w× Ki‡Z n‡e| 

9. gv‡P©›U †c‡g›U †bUIqvK© m¤úªmvi‡Yi D‡`¨vM wb‡Z n‡e| bZzb gv‡P©‡›Ui †ÿ‡Î Zv‡`i mÿgZv, e¨emvi cwiwa I 

SzuwK we‡kølY K‡i Pzw³ m¤úv`b Ki‡Z n‡e|  

10. GKB gv‡P©‡›Ui GKB c‡q‡›U wfbœ wfbœ e¨vs‡Ki POS †gwkb ivLvi ‡ÿ‡Î AvšÍte¨vsK Kv‡W©i †jb‡`‡b mÿg 

AbwaK wZbwU POS †gwkb ivLvi Dci ¸iæZ¡ w`‡Z n‡e| 

 

 



 
 
 

2.3 Online/Internet/e-Payment Gateway-Gi †ÿ‡Î t 

1. Online/Internet/e-Payment Gateway-‡Z e¨vs‡Ki wnmve/KvW©-wfwËK mKj ‡jb‡`‡bi ‡ÿ‡Î 31-12-2017 

Zvwi‡Li g‡a¨ GKKvjxb cvmIqvW© (One Time Password)/Two Factor Authentication/Additional 

Factor Authentication (2FA) e¨e¯’v cÖPjb Ki‡Z n‡e|  

2. G mg Í̄ †jb‡`‡bi ‡ÿ‡Î AML-CFT msμvšÍ AvBb h_vh_ cwicvjb wbwðZ Ki‡Z n‡e Ges †Kvb ai‡bi 

Am½wZ cwijwÿZ n‡j, Zv mv‡_ mv‡_ evsjv‡`k wdbvwÝqvj B‡›Uwj‡RÝ BDwb‡U AewnZ Ki‡Z n‡e| 

3. meiKg †jb‡`b ’̄vbxq gy`ªvq wb®úwË Ki‡Z n‡e|  

4. Internet Banking †mev cÖ`vbKvix e¨vsKmg~n‡K mve©ÿwYKfv‡e G †mev Pvjy ivLvi welqwU wbwðZ Ki‡Z n‡e| 

†Kvb Kvi‡Y G †mev cÖ̀ v‡b weNœ NU‡j, Zv MÖvnK‡K AewnZ Ki‡Z n‡e Ges AbwaK 72 N›Uvi g‡a¨ Zv mPj 

Ki‡Z n‡e|  

 
3. Ab¨vb¨ t 

1. cÖwZwU e¨vsK I Avw_©K cÖwZôvb mvBevi wbivcËv SuzwK g~j¨vqb KiZt cwiPvjbv cl©‡`i ZË¡veav‡b Cyber 

Security Governance msμvšÍ bxwZ cÖYqb Ges †h †Kvb mvBevi SuzwK/AvμgY †gvKv‡ejv Kivi Rb¨ cwiKíbv 

cÖYqb Ki‡Z n‡e|  

2. ‡h †Kvb ICT AeKvVv‡gv (we‡klZ †jb‡`b e¨e¯’v) ev Í̄evqb Ges Gi Kvh©μg ïiæi c~‡e© D³ e¨e ’̄vwUi 

Vulnerability Assesment and Penetration Testing (VAPT) m¤úbœ Ki‡Z n‡e| GQvov Pjgvb †jb‡`b 

e¨e ’̄vmg~‡ni †ÿ‡Î wbw`©ó mgqv‡šÍ (`yÕeQ‡i AšÍZ GKevi) VAPT Kvh©μg cwiPvjbv Ki‡Z n‡e| 

3. e¨vsKmg~n Zv‡`i MÖvnK‡`i‡K bM` †j‡b‡`‡b wbiærmvwnZ Kivi Rb¨ B‡Zvg‡a¨ PvjyK…Z ¯^qswμq/wWwRUvj 

(Automated/Digital) c×wZmg~n h_v - KvW© (Card), BEFTN, RTGS, MFS, Internet Banking BZ¨vw` 

wel‡q h_vh_fv‡e AewnZKi‡Yi e¨e ’̄v MÖnY Ki‡e| e¨vs‡Ki cÖwZwU kvLvi `„k¨gvb ’̄v‡b ¯̂qswμq c×wZmg~n 

m¤ú‡K© †bvwUk Szjv‡bvi e¨e ’̄v MÖnY Ki‡e| 

4. cÖhyw³MZ `ye©jZv g~j¨vqb cwiPvjbv Ges Avc`Kvjxb e¨e ’̄vcbv Kvh©μg cÖYqbmn cy‡iv e¨e ’̄v mve©ÿwYK 

ch©‡eÿ‡Yi Rb¨ 24X7 Kvh©iZ Z_¨ wbivcËv †K› ª̀ª (Information Security Operation Centre) ’̄vcb Ki‡Z 

n‡e|  

5. e¨vsKmg~n bM` †jb‡`‡b wbiærmvwnZ K‡i weKí †c‡g›U c×wZmg~n Ges Gi mv‡_ mswkøó mvBevi wbivcËv I 

‡jb‡`b SzuwK m¤ú‡K© wbR ^̄ mKj Kg©KZ©v-Kg©Pvix‡K m‡PZb I cÖwkwÿZ K‡i M‡o Zzj‡e| welqwU GKwU Pjgvb 

cÖwμqv n‡e| 

G wb‡`k© Awej‡¤^ Kvh©Ki n‡e| 

  Avcbv‡`i wek¦¯Í, 

 
  (jxjv iwk`) 
  gnve¨e ’̄vcK 

†dvb t 9530174 



 
 
 

 


