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Preface

Bangladesh Bank, a cornerstone of financial operations in Bangladesh, interfaces with
different entities to enforce regulatory compliance and facilitate services for the
organizations. Recognizing the indispensable role of secure digital channels,
Bangladesh Bank introduces guidelines for partner networks. These directives aim to
streamline extranet connectivity, facilitating seamless communication and data
exchange with stakeholders. By adhering to this guideline, organizations are expected
to contribute to the stability and growth of the nation's financial landscape. This
preface sets the tone for collaborative engagement, emphasizing shared responsibility
in navigating the complexities of modern financial systems.
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Chapter-1

1.1

1.2

Introduction

Bangladesh Bank facilitates financial services and transactions, including foreign
exchange operations and clearing and settlement services for banks and financial
institutions. As part of its functionalities, Bangladesh Bank is connected with
different Organizations, such as Banks, Finance Companies, Mobile Financial
Service Providers (MFSP), Payment Service Providers (PSP), Payment System
Operators (PSO) etc. Bangladesh Bank is also connected with different
Government stakeholders to provide various IT-enabled services for the citizens.
This exchange of information between Bangladesh Bank and other organizations
is performed over an extranet network, which is defined as a Partner Network.

In an era of technological evolution and financial landscape, the importance of
efficient and secure digital communication is obvious. To meet the growing
importance of digital communication and collaboration among the Organizations
and stakeholders, Bangladesh Bank is introducing comprehensive guidelines for
partner networks. This guideline aims to establish a framework for extranet
connectivity, enabling seamless communication, smooth operation and secure
data exchange between Bangladesh Bank and other Organizations/stakeholders.
Through collaborative engagement and adherence to this guideline,
Organizations/stakeholders can individually and collectively contribute to the
stability and growth of the nation's financial system.

Scope

The Guidelines on Partner Network provide a framework of connectivity for an
organization to access Bangladesh Bank resources. The provisions of this
Guideline apply to:

1.2.1 Bank, Finance Company, MFSP, PSP, PSO, White Label ATMs and
Merchant Acquirers (WLAMA) and other financial service providers
regulated/licensed by Bangladesh Bank. All these institutions shall be
termed as “The Organization” throughout this guideline.

1.2.2 The Organization shall assign a Team/Committee/Entity as the focal
point to implement and monitor this extranet.

1.2.3 The regulatory authority can provide observations of any non-
compliance issues found.

1.2.4 The Organizations shall be grouped into two categories. Category-A
shall have to ensure both security and high availability, whereas
Category-B shall have to implement security and, if possible, high
availability.



1.2.5 The terms Extranet and Partner Network shall be used
interchangeably in this document, which shall cover network service
provider links, relevant network devices, workstations, etc.

1.3 Objectives

This Guideline defines the minimum control requirements to which each
Organization must adhere. The primary objectives of the Guideline are as
follows:
1.3.1 To ensure minimum security standards of the Organizations to connect
with Bangladesh Bank.
1.3.2 To provide requirements and ensure the infrastructure standard for
extranet connectivity between Bangladesh Bank and the
Organizations.
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2.1 Segregation of Network

2.1.1 The network shall be segregated from the Organization’s LAN, WAN and
other related networks.

2.1.2 There shall be firewall segregation by service or zone.

2.1.3 The Organization shall monitor and analyze abnormal traffic flow among
the segregated zones within the critical infrastructure.

2.2 Change Management
2.2.1 Any changes made to the extranet shall be controlled.

2.2.2 A formal documented process, including all necessary change details, shall
govern all changes to network devices implemented in the production
environment.

2.2.3 Audit trails shall be maintained for extranet devices.

2.2.4 The Organization shall prepare a rollback plan before executing any
changes to address unexpected situations.

2.2.5 Proper testing for changes and upgrades in the extranet shall be carried
out before deployment.

2.2.6 Post-deployment tests may be carried out.

2.3 Access Restrictions

2.3.1 The internet shall not be provided to the workstations, servers, etc., at the
extranet service zone under any circumstances.

2.3.2 There shall be no irrelevant applications and services other than extranet
services on the workstations.

2.3.3 Only authorized officials shall have access to the service area.

2.4 Remote Connection Management

2.4.1 The Organization shall take necessary security measures to prevent any
unauthorized infiltration into the partner network.
2.4.2 For remote connection management, the Organization shall ensure:
2.4.2.1 Documentation covering details such as requirement date, probable
scope, and place from where remote shall take place;
2.4.2.2 Availability, authentication technique, secure message transmission,
and integrity of the message;
2.4.2.3 Implementation of encryption in all network connections;
2.4.2.4 Restriction of redundant information required for remote
connection;
2.4.2.5 Restriction on remote privileged access from untrusted domain; and
2.4.2.6 Recording of the logs generated from the remote access.
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3.1 Partner Network Connectivity Requirements

The Organizations may be grouped into two primary categories:

3.1.1

3.1.2

3.1.3

Category-A Organizations must ensure security and high availability and
maintain minimum redundancy of routers, firewalls and communication
links with the Data Center. In the Disaster Recovery Site, the
Organizations shall deploy redundant links, one router and one firewall or
one device with both firewall and router capability with filtering from
layer 4 to layer 7. This category is encouraged to have redundancy in all
aspects. The sample diagram is attached in Annexure A.

Category-B Organizations must ensure security and shall have redundant
communication links, one device with both firewall and router capability
with filtering from layer 4 to layer 7 in the Data Center. But separate
routing and firewalling devices are recommended. In the Disaster
Recovery Site, the Organizations shall have one device with both firewall
and router capability with filtering from layer 4 to layer 7 or one router
and one firewall. The Organizations of this Category shall establish their
Disaster Recovery Site with at least one network service provider but
preferably two. The sample diagram is attached herewith as Annexure A.

Organizations in Category-B are encouraged to be upgraded to Category-A
by fulfilling requirements with the acknowledgment of Bangladesh Bank.

3.2 Extranet Management

The Organizations shall adhere to the controls specified for extranet devices for
network design, access, security and management.

3.2.1

3.2.2

3.2.3

3.2.4

3.2.5
3.2.6

Unauthorized access and electronic tampering shall be strictly prohibited.
A mechanism shall be in place to encrypt and decrypt sensitive data
traveling through the Extranet.

The Extranet design and its security configurations shall be implemented
under a documented plan.

The Organization shall have different security zones defined in the
network design.

The Organization shall deploy firewalls or similar measures within
internal networks to minimize the impact of internal networks on
extranet services.

The Organization shall monitor the logs generated by extranet devices.
Role-based or Time-based access controls shall be implemented in
extranet devices.



3.2.7 The connection of any personal devices to the extranet, including those
used for vendor support, is strictly prohibited.

3.2.8 All workstations/servers connected to partner networks via VPN shall use
the latest anti-virus software through push updates or offline methods.

3.2.9 The Organization shall change all default passwords of extranet devices
and update them regularly.

3.2.10 Incoming and outgoing traffic shall be filtered so that unwanted traffic is
not circulated in the network.

3.2.11 Unused ports of network devices shall be disabled by default unless
otherwise specified.

3.2.12 The Organization must keep a backup of all configurations of extranet
devices periodically.

3.2.13 The network subnet provided by Bangladesh Bank is prohibited from
being advertised to the organizations’ LAN or WAN in any form, including
NAT.

3.3 VPN management

3.3.1 Organizations shall establish connections to Bangladesh Bank via VPN, as
outlined in the sample attached in Annexure B.

3.3.2 The connections must comply with the requirements of the Cryptographic
Algorithms Standard.

3.3.3 VPN gateways shall be set up and managed by the Organization's network
management team.

3.4 Vulnerability Assessment

3.4.1 An assessment shall be performed before implementing extranet-based
services.

3.4.2 The Organization shall run vulnerability scans on its extranet-based
systems and devices periodically.

3.4.3 A process shall be established to address and remediate any gaps
identified in the vulnerability assessment.

3.5 Patch Management

3.5.1 Patch updates for extranet devices shall be performed regularly.

3.5.2 The Organization shall test security patches before deploying them into
production.

3.5.3 The Organization shall document the patch management procedure. The
document shall include the scope, roles and responsibilities, timeline,
operational guidelines, and procedures. The scope should outline which
systems are covered by the patching process.
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4.1Extranet Administration

4.1.1
4.1.2

4.1.3

4.1.4

4.1.5

4.1.6

Cryptographic keys and security phrases shall not be shared.

Hard copies of the design, rack view diagram, cable tagging, and other
physical topology-related documents, as well as configuration backups of
extranet devices, shall be preserved properly.

Baseline/standard device hardening shall be performed on servers,
terminal workstations and other devices before commissioning.

The Organization shall nominate an extranet focal person with
appropriate authority and a fallback person.

The focal person with fallback shall be skilled and trained enough. If not,
training shall be arranged to avoid the unavailability of services and other
security breaches.

The Organization shall follow the controls outlined in the ‘Guideline on
ICT Security’ circulated by Bangladesh Bank for network monitoring and
auditing, account management, password management, backup and
restore management, and operation management for extranet devices.

4.2 Incident Reporting

The organization shall report to the Bangladesh Bank regarding service
interruptions periodically, including:

4.2.1
4.2.2
4.2.3

4.2.4

Detailed description of interrupted services;

Critical infrastructure name, focal point name and contact details;

The nature of the incident, the time it occurred, its cause, and details
about the event; and

The result and effect of the incident, and if any infrastructure was
affected, the details of those infrastructures.
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5.1 Service level agreement

5.1.1 The Organization shall ensure that contractual terms and conditions
governing all contracting parties' roles, relationships, obligations and
responsibilities are fully set out in written agreements.

5.1.2 The Organization shall select redundant Network Service Providers (NSPs)
from the approved list. NSPs should not be changed frequently; however,
under special circumstances, an NSP may be changed with prior approval
from Bangladesh Bank.
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Network Design and Architecture
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Figure 01: Ideal Connectivity diagram for Category A
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Annexure-B

VPN Worksheet*

VPN WORKSHEET: Bangladesh Bank

Organization Name:

Date Request:

Date Start:

Date Completed:

Details/purpose of Connection

Details of Connection Owner/Requester:

Name

Designation/Department

Email Address

Phone

Name (2nd Contact)

Designation/Department

Email Address

Phone

Name (3rd Contact)

Designation/Department

Email Address

Phone

Details of Network Service Provider

Name (Primary NSP)

Contact person Name

Designation/Department

Email Address

Phone

Name (Secondary NSP)

Contact Person Name

Designation/Department

Email Address

Phone

Details of IT Officials:

Name(1st Contact)

Designation/Department

Email Address

Phone

Name (2nd Contact)

Designation/Department

Email Address

Phone

VPN Gateway IP Address / WAN IP VLAN ID:

Model/Brand

VPN Device Location

Senvice Type

GRE Tunnel IP

Phase 1:

Authentication Method
Encryption Algorithm
Hashing Algorithm

Diffie-Hellman Group

Lifetime (for renegotiation)
Pre-Shared Key

Phase 2:

Encapsulation

Encryption Algorithm

Authentication Algorithm

Perfect Forward Secrecy

Tunnel Access Details:

Local IP Block (Real IP/NAT IP if Required) [ [ [

Host IP with Port(Real IP/NAT IP if Required) [ [ [

*This format can be updated from time to time.
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