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Preface

The techniques of Money Laundering and Terrorist Financing (ML/TF) are ever
evolving process. The methods and techniques used for money laundering and
terrorist financing are changing in response to developing counter measures.
Financial Action Task Force (FATF), the international standard setter for AML/CFT,
has introduced 40+9 recommendations aiming to money laundering (ML) and
financing of terrorism (TF), which applicable to all countries around the globe.
Afterwards, in 2012 FATF has revised its 40+9 recommendations and introduced a
new set of 40 recommendations by merging them.

In line with the international standards and initiatives, Bangladesh Government has
passed Money Laundering Prevention Act (MLPA), 2002. After several amendments in
several years a new Money Laundering Prevention Act, 2012 has been passed in
2012. The Government has also enacted Anti Terrorism Act (ATA) in 2009 aiming to
combat terrorism and terrorism financing and this Act was also amended in 2012 and
2013. Both the Acts have empowered Bangladesh Financial Intelligence Unit (BFIU),
Bangladesh Bank (BB) to perform the anchor role in combating ML/TF through
instructing reporting agencies and building awareness among the stakeholders.

This Guideline titled "Guidelines on prevention of money laundering & combating
financing of terrorism for Designated Non-Financial Businesses and Professions
(referred herein as Guideline)” will be applicable for Designated Non-Financial
Businesses and Professions as describes in section 2(w) (ix-xii) of Money Laundering
Prevention Act, 2012 (MLPA, 2012), i.e. real estate developer, dealer in precious
metals or stones, trust and company service provider, lawyer, notary, other legal
professional and accountant (referred herein as DNFBP); and section 2(20)(, j, k, I)
in Anti Terrorism Act (ATA), 2009. This Guideline has been prepared specially for
DNFBP to enable them to keep in place an effective preventative measures against
ML/TF related issues which leads to establish ML/TF risks free business.

BFIU has issued this Guideline in pursuant to section 23 of MLPA, 2012 and is
deemed to be the best practice paper for the AML/CFT compliance. Having identified
the vulnerabilities of DNFBPs being abused by money launderers and terrorist
financiers, BFIU, as part of its supervisory process, will assess the adequacy of
procedures adapted to AML/CFT by the DNFBP and the degree of compliance with
such procedures. This guideline is designed to enable DNFBPs to undertake its
function in consistence with the Bangladesh’s AML/CFT laws and regulations. An
overriding aim of this Guideline is to ensure that appropriate identification
information is obtained in relation to their Clients by DNFBPs. This is not only to
assist the detection of suspect transactions but also to create an effective "audit
trail" in the event of an investigation, if necessary.
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Chapter: One
The Objectives

1.1 Introduction:

This guideline is designed to help accountants, lawyers, real estate developers,
dealer in precious metals and stones and trust and company service providers (as
referred as Reporting Organization in section 2 (w) of Money Laundering
Prevention Act, 2012) , and their employees, gain a better understanding of the
following:

o0 Money laundering and terrorist financing;

0 Suspicious Transaction Reporting and suspicious activity indicators;

o Complete compliance program including customer due diligence and keeping;

o International regulatory standards.

After reading this guideline, once should be able to:

o0 understand one’s responsibilities in respect of anti-money laundering and

counter- terrorist financing;

o appreciate the risks of money laundering and terrorist financing specific to

sectors;
o identify suspicious transactions in the course of business; and

o understand one’s legal obligations to report suspicious transactions.

1.2 International Standards and way forwards

The Financial Action Task Force on Money Laundering (FATF) is an inter-
governmental body formed in 1989. It sets international standards, develops and
promotes policies and best practices to combat money laundering and combating

terrorist financing. The original FATF 40 Recommendations, which set the
1



international standards against money laundering, were first drawn up in 1990.
The Recommendations were revised in 1996 and 2003 subsequently. In 2001,
the FATF expanded its mandate to deal with the issue of the financing of
terrorism, and introduced the 09 Special Recommendations against terrorist
financing. Afterwards in 2012 FATF has further revised its 40+9
Recommendations and produces revised new set of 40 Recommendations. These
FATF Recommendations extend the anti-money laundering requirements to six
Designated Non-financial Businesses and Professions, which include
accountants, casinos, estate agents, lawyers, precious metals and
precious stones dealers, and trust and company service providers.
Similar to financial institutions, they are required to conduct customer
due diligence, keep proper records and report suspicious transaction. The
FATF Recommendations specifically require these three requirements to be
stipulated in the laws of the each country. Suspicious transaction reporting,
customer due diligence and record keeping obligation has already been set out in
the relevant legislation in Bangladesh (Section 25 of Money Laundering
Prevention Act, 2012 and section 16 of Anti Terrorism Act, 2009). The DNFBPs
are required by law, when doing a transaction with a customer, with or without a

threshold or a specific situation:

« ask the customer to produce his/her proof of identity;

« identify the beneficiary of the transaction (if the transaction is done through

an agent or an intermediary);

« keep record of each and every transaction for a specified period; and

- Report to the BFIU in case of any suspicion related to ML/TF etc.
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2.2

Chapter: Two

Basics of Money Laundering and Terrorist Financing

Introduction

Every Reporting Organization, which includes DNFBPs in Bangladesh, is required to
put in place anti-money laundering program for their business and provide anti-
money laundering training to their employees. The Reporting Organizations,
including DNFBPs are subject to be inspected by the Bangladesh Financial
intelligence Unit (BFIU), and they may be sanctioned if the companies/business does

not meet their legal obligations.

The Government is still deliberating the best regulatory model for the Reporting
Organization in terms of AML/CFT. At this stage, BFIU consider a capacity building
and educational approach rather than a punitive approach more appropriate. BFIU
will strike a good balance between compliance with international standards and the

business interest.

What is Money Laundering?

In a simple word, “money laundering” covers all kinds of methods used to change
the identity of illegally obtained money (i.e. crime proceeds) so that it appears to

have originated from a legitimate source.

A money laundering scheme will therefore usually involve a combination of several
different techniques and vehicles, which may not necessarily involve the conventional
financial sector. Accountants, lawyers, real estate developers, precious metals and
precious stones dealers and trust and company service providers are all known to

have been employed in money laundering schemes worldwide.

Pursuant to the Section 2 of the Money Laundering Prevention Act, 2012 -

“Money Laundering” means —



(i) knowingly move, convert, or transfer proceeds of crime or property
involved in an offence for the following purposes:

(1) concealing or disguising the illicit origin/nature, source, location,
ownership or control of the proceeds of crime; or

(2) assist any person for evading the legal consequences of his or
her action who is involved in the commission of the predicate
offence;

(ii) smuggle funds or property abroad earned through legal or illegal

means;

(iii) knowingly transfer or remit the proceeds of crime into or out of
Bangladesh with the intention of hiding or disguising its illegal source;

(iv) conclude or attempt to conclude financial transactions in such a
manner as to avoid reporting requirement under this Act.

(v) convert or movement or transfer property with the intention to
instigate or assist the carrying out of a predicate offence;

(vi) acquire, possess or use property, knowing that such property is the
proceeds of a predicate offence; or

(vii) perform such activities so that illegal source of the proceeds of crime
may be concealed or disguised; or

(viii) participate in, associate with, conspire to commit, attempt to commit
or abet, instigate or counsel to commit any offences mentioned above.

While the techniques for laundering illicit funds vary considerably and are often

highly intricate, there are generally three stages in the process:
e Placement:

involves placing the crime proceeds in the financial system (e.g. depositing
cash into a bank account, exchange currency of small denominations to

currency of large denominations);
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e Layering:

involves converting the proceeds of crime into another form and creating
complex layers of financial transactions to disguise the audit trail and the
source and ownership of the funds (e.g. buying precious metals or stones with
cash, buying and selling of stocks, commodities or properties; taking out and

repaying a loan); and
< Integration:

involves placing the laundered proceeds back in the economy under a veil of

legitimacy.

These three stages are not distinct. They are very often overlapping with each other

and repeated, making tracing of crime proceeds and their sources difficult.

In Bangladesh, crime proceeds are generated from various illegal activities. They can
be derived from corruption including bribery , drug trafficking, smuggling, illegal
gambling, blackmail, extortion, loan sharking, tax evasion, controlling prostitution,
robbery, theft, fraud, copyright infringement, insider dealing and market

manipulation.

What is Terrorist Financing?

Terrorist financing can be defined in simple terms as the financial support, in any
form, of terrorism or of those who encourage, plan, or engage in terrorism. Money
laundering and terrorist financing manipulations are similar, mostly having to do with

concealment and disguise.

Money launderers will send crime proceeds through legal channels in order to
conceal its criminal origin, whilst terrorist financiers will transfer funds that may be
derived from legal or illicit origin in such a way as to conceal their source and

ultimate use, i.e. support of terrorism.



Pursuant to the section 7 of the Anti Terrorism (amendment) Act, 2009, financing of

terrorism means:

@

&)

3

If any person or entity knowingly supplies or expresses the intention to
supply money, service, material support or any other property to
another person or entity and where there are reasonable grounds to
believe that the full or partial amount of the same have been used or
may be used for any purpose by an individual terrorist, terrorist entity
or terrorist group or terrorist organization then he or she or the said
entity shall be treated committing the offence of financing for terrorist

activities.

If any person or entity knowingly receives money, services, material
support or any other property from another person or entity and where
there are reasonable grounds to believe that full or partial amount of the
same have been used or may be used for any purpose by an individual
terrorist, terrorist entity or terrorist group or terrorist organization, then
he or she or the said entity shall be treated committing the offence of

financing for terrorist activities.

If any person or entity knowingly makes arrangements for collecting
money, services, material support or any other property for another
person or entity and where there are reasonable grounds to believe that
the full or the partial amount of the same have been used or may be
used for any purpose by an individual terrorist, terrorist entity or
terrorist group or terrorist organization then he or she or the said entity

will be treated committing the offence of financing for terrorist activities.

(3) If any person or entity knowingly instigate in such a manner, another

person or entity to supply, receive, or arrange money, services, material
support or any other property and where there are reasonable grounds to
believe that the full or the partial amount of the same have been used or
may be used for any purpose by an individual terrorist, terrorist entity or
terrorist group or terrorist organization then he or she or the said entity
will be treated committing the offence of financing for terrorist activities.



2.4 Why is Anti-Money Laundering and Counter-Terrorist Financing
Important?

As part global efforts, it is very important for Bangladesh to maintain effective anti-
money laundering (AML) and counter financing of terrorism (CFT) regime, which is
inevitable to maintain the integrity and stability of financial system in Bangladesh.
Money laundering and terrorist financing can have devastating consequences to the

whole community.

In the absence of an effective regime against money laundering and terrorist
financing in accordance with the international standards, the money launderers and
terrorists and their associates will have the opportunities to generate illicit funds and
provide to continue the illegal activities. Furthermore, the terrorists and criminals will
take the charge of the business and consequently, the reputation of Bangladesh
before the international community will come in questions and invoke them to make

measures against the interests of Bangladesh.

Both money laundering and terrorist financing are criminal offences under the Laws
of Bangladesh. According to MLPA, 2012 and ATA, 2009 (including amendment of
2012), aiding, assisting and abetting in such offence is also treated as offences in
various sections. Taking an indifferent attitude or turning a blind eye to a transaction
known or have reasonable grounds to believe that crime proceeds/terrorist funds are

involved, may result in conviction for the above offences.

2.5 What you need to do in short?

Anti-money laundering and counter-terrorist financing is everyone’s responsibility.
However, some sectors face a greater risk of coming across crime proceeds or
terrorist property than others, e.g. accountants, lawyers, real estate developers,
precious metals and precious stones dealers and trust and company service

providers, etc.

In that case one of the first obligations of DNFBPs is to identify, assess and
understand the particular ML and TF risks faced by their business and to act to

address those risks. To do this a DNFBP must carry out a risk assessment.
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When a DNFBP comes across any property, which are known or suspect to be
crime proceeds or terrorist property, it should submit a Suspicious Transaction
Report (STR) to the Bangladesh Financial Intelligence Unit (BFIU), which will reduce

their ML/TF risks as well.

Reporting of STR is also a legal obligation for DNFBPs under both MLPA, 2012 and
ATA, 2009. A STR should include the following information:

e Personal particulars and contact details of the individuals or entities involved
in the suspicious activity;

« Details of the suspicious activity;
e The suspicious activity indicators observed; and
e Any explanation provided by the subject of the STR when questioned about
the transaction or activity.
Failing to report knowledge or suspicion of crime proceeds or terrorist property is a
punishable by the both Laws. If a DNFBP deal with such property knowing or
having reasonable grounds to believe that the property is crime proceeds, then

it may have committed the offence of money laundering.

It should be noted that the crime from which the proceeds were derived does not
need to have taken place in Bangladesh, e.g. if DNFBP comes across certain property
in Bangladesh, which are known or suspect is proceeds of crime in an overseas
country, it should also report its knowledge of suspicion to the BFIU. Again, failure to
report knowledge or suspicion of such property and dealing with such property are

punishable under both Laws.

To prevent DNFBPs from exploitation by money launderers and terrorist financiers,
and protect them from unwittingly committing the money laundering and terrorist
financing related offences described above, in addition to reporting suspicious
transactions, they are required to always conduct Customer Due Diligence (CDD),
maintain proper records of transactions and have in place a proper internal

control system.



Besides reporting suspicious transactions, CDD and record keeping are two of the
“core” money laundering and terrorist financing counter-measures adopted by the
international community and have been implemented in the banking, securities,
leasing, NGOs/NPOs, Post Offices, money changers and insurance sectors. BFIU has
been issued this Guideline in consultation with the relevant respective regulators.
CDD means “Know Your Customers and their transactions” and conducting

ongoing monitoring of the business relationship, i.e.:

< know who you are actually dealing with;
+ know the beneficiaries of the transactions;
< know the purposes and nature of the transactions; and

e know the sources of the funds involved.

The ways of gathering this information may vary from business to business. For
some businesses, the relevant information about the clients and the transactions
may have been required by applicable laws or established practices. For others,
members of the trade may need to do their own checks. In most cases, asking the
customers for the information skillfully would do, e.g. by tactfully posing questions in
the midst of promoting products or services that may be of interest to the

customers.

Persons engaged in legitimate business activity, generally, will have no objection to,
or hesitation in answering such questions. Persons involved in illegal activity,
however, are more likely to be evasive, to refuse to answer or provide a fabricated
answer. The manner in which a customer answers such questions may be an

indication of the suspicious nature of the transaction or activity.

In order to prevent money laundering and terrorist financing, it is important that
businesses in various sectors should establish and maintain internal policies,
procedures and controls. These policies, procedures and controls, which must be
communicated to employees, should cover CDD, record keeping and suspicious

transaction reporting.



At a minimum, businesses should designate an AML/ CFT compliance officer at the
management level, whose responsibilities should include overseeing the
implementation of the above-mentioned internal policies, procedures and controls.
To this end, the compliance officer and other appropriate staff should have timely
access to information/data obtained in the CDD process, transaction records and

other relevant information.

Independent audits should be carried out to test compliance with the internal

policies, procedures and controls.

Induction and on-going employee training programs should be introduced in order to
establish and maintain employees’ vigilance in AML/CFT matters, in particular, CDD,

record keeping and suspicious transaction reporting.

Business should put in place screening procedures to ensure high standards in the

recruitment process.

Though CDD, record keeping, suspicious transaction reporting and internal controls
have been practiced in our banking, leasing, securities and insurance sectors for
several years, they may be new to DNFBP sector and may present challenges to
them to implement AML/CFT policies and procedures. To overcome such challenges
management commitment, capacity building and cultural change in DNFBP sector
and amongst their customers may be required. It may take some time to incorporate
these measures in their daily practice. Most important of all is to start practicing

them now:

e Customer Due Diligence
e Record Keeping
e Suspicious Transaction Reporting

e Internal Control

10



2.6

2.7

The Role of the Bangladesh Financial Intelligence Unit (BFIU)

The BFIU is an independent unit of Bangladesh Bank established under section 24 of
MLPA, 2012, while it has established in 2002 (as the name of Anti Money Laundering
Department). BFIU acts as a lead agency for the implementation of MLPA, 2012 and
financing of terrorism related sections of ATA, 2009. It monitors the degree of
compliance done by the various reporting organizations to prevent money laundering

and terrorist financing.

Bangladesh has obligation to implement FATF standards i.e. FATF Forty
Recommendations to prevent money laundering and terrorism financing as a part of
global initiatives. BFIU overseeing the implementation of those FATF
Recommendations that are related to the financial, non-financial sectors and the
non-profit organizations with a view to ensuring that the anti-money laundering and
counterterrorist financing measures taken by those sectors and organizations are in

step with the established international standards.

The core functions of BFIU are to receive STRs from different sources, analyze them
and disseminate the result of analysis to the law enforcement/competent agencies,

namely, the Police, the Anti Corruption Commission for further actions.

Role of the respective regulators and Self Regulators of DNFBPs

There are some statutory, independent organizations regulating different types of
DNFBPs which are also known as Self Regulatory Organizations (SRO). For example,
REHAB for real estate developers, Bar Council for the legal professions, Institute of
Chartered Accountant Bangladesh (ICAB) for accounting professionals and
Bangladesh Jewelers Association for dealers in precious metal or stones etc. Apart
from those, there are some other agencies acting as policy makers regarding the
DNFBP business like Ministry of Commerce, Ministry of Public Works & Housing,
Ministry of finance, Registrar of Joint Stock Companies & Firms, RAJUK and the

various registration authorities.

Specific requirements for these regulators set out in FATF Recommendations and

International Best Practices. A DNFBP may submit carbon copy of STR to the SRO. In

that case a SROs need to maintain strict confidentiality as delineate in the section 6
11



of MLPA, 2012. Some SROs/regulators issue industry practice paper for their
member institutions on governance or integrity and so on. Money laundering and
terrorist financing issues may be one of the components of such industry practice
paper. In addition to that the SRO may check the compliance of AML/CFT issues
during their regular program and notify BFIU if there is any serious concern. An SRO
and BFIU needs to work hand in hand for the effective implementation of the

provisions laid in MLPA, 2012 and ATA, 2009.

Institute of Chartered Accountants Bangladesh (ICAB)

The ICAB pronounces the International Accounting, Financial Reporting and Auditing
Standards as Bangladesh Accounting Standards (BAS), Bangladesh Financial
Reporting Standards (BFRS) and Bangladesh Standards on Auditing (BSA). A
Chartered Accountant Firm appointed as an auditor reviews the Financial Statements
whether they are prepared in compliance with the requirements of the BFRS.
Compliance of BFRS ensures accountability, transparency and corporate governance
in the enterprise. It requires providing all disclosures as required by any law and

industry best practices including any fraud/forgery, tax evasion, etc.

Auditors mandatorily follow the requirements of all the BSA while conducting an
audit. There is some BSA as follows help understanding and identification of Anti-

Money Laundering/Combating the Financing of Terrorism (AML/CFT) regime:

BSA 240: The Auditors Responsibility Relating to Fraud in an Audit of Financial

Statements
BSA 250: Consideration of Laws and Regulations in an Audit of Financial Statements
BSA 260: Communication with Those Charged with Governance

BSA 265: Communicating deficiencies in Internal Control to Those Charged with

Governance and Management

BSA 330: The Auditors’ Responses to Assessed Risk

However, being the regulator of the Accounting Profession of Bangladesh, the

Institute may require its practicing members to follow the above issues through its

12



relevant Committees and Council. Since, the Institute is very highly committed to
adhere the laws of the land; The Institute may organize adequate number of training
programs for its practicing members to understand the requirement of the Money
Laundering Prevention Act 2012 and Anti Terrorism Act 2009 in order to prevent the

Money Laundering and Terrorist Financing.

ICAB should instruct its members to incorporate a separate observation on AML/CFT
issues while they conduct audit into a Bank, Insurance, Leasing Securities companies

etc.
Real Estate and Housing Association of Bangladesh (REHAB)

Real Estate and Housing Association of Bangladesh (REHAB) is one of the SRO;
regulating the real estate sector. REHAB may play vital role by creating bridge
between BFIU and real estate developers. REHAB may-

take necessary initiatives to cover all real estate developers as its
members and ensure AML/CFT compliance as well .

direct all the agencies to follow AML/CFT procedures (i.e. KYC, Record
Keeping, CTR, STR etc.) strictly.

check the compliance of the members and impose penalty for lapses.

arrange capacity building (training, workshop, seminar etc.) program
for real estate developers.

may receive STR from its member and forwarded that to BFIU
ensuring confidentiality as stated in section 06 of MLPA, 2012.

assist BFIU or other law enforcement agencies.

RAJUK also require checking AML/CFT compliance status of the real estate
developers while they act as a regulator for real estate sector. On the other hand
they need ensure the compliance of AML/CFT norms (i.e. KYC, Record Keeping, CTR,
STR etc.) at their own while they are doing business as a real estate agents or

developers.

Jewelers and other Related Association

Jewelers Association of Bangladesh, Bangladesh Bullion Association or other
association related with gold or precious metal or stones the SROs; regulating the

gold or precious metal or stones sector. These associations should play vital role by

13



creating bridge between BFIU and individual business entity or outlet in this sector.

The respective association may-

direct all the agencies to follow AML/CFT procedures (i.e. KYC, Record
Keeping, CTR, STR etc.) strictly.

arrange capacity building (training, workshop, seminar etc.) program

for their members.
check the compliance of the members and impose penalty for lapses.
assist BFIU or other law enforcement agencies.

Bangladesh Bar Council and lawyer Association

Bangladesh Bar Council and different lawyer association are the SROs; regulating the
lawyers and notaries. These associations should play vital role by creating bridge
between BFIU and individual professionals or entity in this sector. The respective

association may oversee following AML/CFT issues-

Bangladesh Bar Council may impose condition to follow the AML/CFT

norms while they issue practicing license.

Bangladesh Bar Council may also direct the every lawyers association
that for following AML/CFT norms (i.e. KYC, Record Keeping, CTR, STR
etc.).

respective lawyer association put an obligation for their member to
comply with MLPA, 2012 and ATA, 2009 (including amendment of
2012)

check the compliance of the members and impose penalty for lapses.

assist BFIU or other law enforcement agencies.

Registrar of Joint Stock Companies and Firms

Registrar of Joint Stock Companies and Firms (RJSC) is a regulator for all sorts of
incorporated businesses and required to play very important role for prevention of
money laundering and combating financing of terrorism. ldentifying their importance
FATF has issued 2 specific Recommendations (FATF recommendation 24 and 25) in

relation to them. On the other hand RJSC has identified one of the key agencies

14



under the National Strategy for Prevention of Money Laundering and Financing of
Terrorism (2011-2013) published by Government of People’s Republic of Bangladesh

with some specific duties and responsibilities.
Regarding the AML/CFT issues the RJSC should ensures the followings:

Obtain and record basic information (company name, date of
incorporation, legal form or status, addresses, list of directors etc.)

related to formation of legal entities (different forms of companies)

and legal arrangements (eg. trust and similar arrangements).

They also need to keep the beneficial ownership (ownership and
control structure and regulating persons i.e. majority shareholders or
influencing member on decision making) information related legal

entities or legal arrangements.

RJSC should ensure that the recorded basic and beneficial
ownership information are accurate and up to date and accessible by

competent authorities.

RJSC should incorporate such condition that they may cancel license if
any financial institutions and DNFBP fails to comply with the AML/CFT
regime in Bangladesh. They should also take such decision while BFIU

or other competent authority requests them to do so.

RJSC should conduct AML/CFT risk assessment related with particulars

forms of legal entities or legal arrangements.

RJSC should assist BFIU or other law enforcement agencies.
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3.1

3.2

Chapter: Three

Suspicious indicators and case examples

Introduction

In this part, we are going to cover suspicious activity indicators and case examples
specific to individual sectors of DNFBPs which enable to learn them more about
money laundering and terrorist financing risks specific to DNFBP sector. Though the
information is sector specific, you are recommended to go through the case
studies of the other sectors as well. That will certainly enhance your
understanding of money laundering and terrorist financing. Please note that
the suspicious activity indicators listed here are not exhaustive. Suspicious
transactions usually involve a number of indicators. In making assessment,
businesses should not rely on this alone and should consider all pertinent

information.

Lawyer, notary, other legal professional and accountant

DNFBPs, the lawyer, notary, other legal professional and accountant who prepare for
or carry out transactions for their clients concerning the following activities as stated
in FATF's Recommendation 22 are specifically subject to its Recommendations
10,11,12,15 and 17:

= Buying and selling of real estate;
< Managing of client money, securities or other assets;
< Management of bank, savings or securities accounts;

e Organization of contributions for the creation, operation or management of

companies;

- Creation, operation or management of legal persons or arrangements, and

buying and selling of business entities.

Accountant and legal professional provides a wide range of services, including
financial and tax advice, auditing, bookkeeping, company formation and
administration, trust, property transactions and introduction to banks, etc. While
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these activities have their legitimate purposes, they are a very attractive gateway

which criminals/terrorists would want to use for laundering crime proceeds/financing

terrorism. Given the likelihood of being used for money laundering/terrorist financing

purposes, accountants must be vigilant at all times and report anything suspicious to

BFIU.

3.2.1 Suspicious Activity Indicators

The following are some indications of potentially suspicious activities:

(i) Complex corporate structures which obscure the ultimate beneficial

(i)

i)

(@iv)
)

(vi)

ownership;

Frequent changes in the legal structure of a client’'s company which has no

clear Justifications;

The level of activities of a client’'s company does not match its

volume/frequency of fund flows;
Over/under invoicing of goods/services;

Payments received from an un-related party without supporting business

activities;

Clients are “politically exposed persons” (PEPs) or their relatives/friends;

(vii) A dormant client suddenly becomes active; and

(viii) Large/frequent international payments without underlying business

(@)

)

transactions.

Clients come from jurisdictions which lack appropriate AML/CFT laws,

regulations or other counter-measures;

Clients come from jurisdictions where corruption or other criminal activities

are of significant concern;
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3.2.2 Some case examples:

Example 1: Business entity misused for money laundering

Mr. X was a drug trafficker who had to dispose of a large amount of cash. He decided
to employ an accountancy firm to set up a company, purportedly for trading

purposes.

Through the introduction of the accountancy firm, company bank accounts were
opened. Cash deposits were made into the bank accounts both by Mr. X and staff of

the accountancy firm.

Some of the money was then used to invest in the local property market while
certain amount was sent overseas for purchase of electronic components which were
then shipped to the local market for sale. By such activities, Mr. X successfully

laundered huge amount of money earned through illegal activities.

Key Message

Professional service of accountants and their professional standing may be seen by

criminals as vehicles to be abused in order to launder crime proceeds.

Example 2: Establishment of company/trust for money laundering terrorist

financing purposes

Mr. J and Mrs. J are citizens of a foreign country. They visited another foreign
country and employed an accountancy firm to establish a limited company so that
they can take advantage of the local property market slow down and purchase luxury
property for long term investment purpose. They presented the firm with a US$50
million issued by ABC bank and requested that amount to be deposited into the
company account to be opened. Additionally, they also requested to the accountancy

firm to set up a trust for charitable purposes. It was intended that 5% of the money
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3.3

would be transferred to the trust. Later on, the firm received instruction from the
couple that they had changed their mind and wanted to invest the money elsewhere.
They requested the money be telegraphic transferred to their bank account in

another country.

As to the money in the trust, Mr. J and Mrs. J requested that US$2 million be split
into four equal amounts and sent to charity organizations for medical relief purposes.
Moreover, an amount of US$5,000 be sent to a country of terrorist concern for

charitable purpose.
Key Message

By abusing the professional service of the accountancy firm and the professional
status of accountants, criminals could easily set up companies/trusts for money

laundering and terrorist financing purposes.

Example 3: PEPs abuse accounting service for money laundering purpose

Mr. K was a senior politician and industrialist of country A which has a major
corruption problem. Through his corrupt activities, Mr. K had in his possession a
large amount of cash that he wanted to launder. Mr. K went to Hong Kong and asked
a local accountancy firm to establish a limited company for him. After company bank
accounts were opened, substantial deposits were made for the purchase of shares in
the local stock market. The bank deposits were also used to purchase real estate in

Hong Kong. Through these activities, a total of US$10 million was laundered.
Key Message

Accountants should exercise great care to prevent PEPs from abusing their

professional services for money laundering purposes.

Real Estate Developer

The purchase of real estate is commonly used as part of the last stage of money

laundering (integration). Large amount of illicit funds can be concealed in such a
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purchase, which in turn projects an appearance of financial stability for the criminal.

Hence, estate agents should be vigilant in exercising the CDD by obtaining

customer’s information and should comply with the record-keeping requirement and

internal control procedures as stipulated by the Estate Agents Authority.

3.3.1 Suspicious Activity Indicators: Customer ldentification

3.3.2

3.3.3

3.3.4

(i) Incommensurate background of property purchaser/seller (e.g. profession

and age versus the value of transaction);

(ii) Property purchaser/seller is a shell company/offshore company (residential

address/ registered in a tax haven e.g. British Virgin Islands); and

(iii) Transactions conducted by a third party (e.g. under a power of attorney).
Suspicious Activity Indicators: (the Transaction)

(i) Cash transactions in large amounts;

(ii) Substantial difference between the transaction price and the market price

without apparent reason;
(iii) Unknown source of funds for purchasing the property;
(iv) Unusually short period for completion of sale and purchase; and
(v) Unreasonably high commission is offered to the estate agent.
Suspicious Activity Indicators: Others

(i) The person who negotiates the transaction and the ultimate purchaser are

not the same person;
(ii) Frequent sale and purchase of properties within related parties; and

(iii) Unusual ownership history of a property.

Some case examples:

Example 1: Use of Shell Company in sale and purchase of property to

conceal crime proceeds
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A drug trafficker Mr. X purchased a property at US$ 6.5 million. He made a down
payment of US$ 2.5 million in cash and took out a US$ 4 million mortgage. Three
months later, he sold the property to a shell company Y, which he controlled. The
company Y further sold the property to an innocent third party for the original
purchase price in a month. By this means, Mr. X concealed his proceeds of crime in a
shell company Y, and thereby attempted to disguise the origin of the original

purchase funds.

Key Message

This case illustrates that the sale and purchase of property by a shell company could
be used to conceal crime proceeds. The ownership history of a property can be an

indicator of suspicion.
Example 2: Direct purchase of property to launder crime proceeds

A drug trafficker Mr. Z had made several investments in real estate and was planning
to buy a hotel. An assessment of his financial situation did not reveal any legal
source of income. He was subsequently arrested and charged with an offence of
money laundering. Further investigation substantiated the charge that part of the

invested funds were proceeds of his own drug trafficking.

Key Message

This case illustrates that the purchase of real estate is commonly used as part of the
last stage of money laundering (integration). Such a purchase offers the criminal
an investment which gives the appearance of financial stability. The purchase of a
hotel has an added advantage for money laundering as hotel business is often a cash

intensive business.

Example 3: Unusual property transactions between family members of a

drug trafficker via a third party

A drug trafficker Mr. A was arrested. Fearing that his assets would be restrained and
confiscated, he asked his wife to immediately arrange to sell their property to a

friend, who would then sell the property back to his sister-in-law. It is worth noting
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that these consecutive sale and purchase transactions were arranged through the
same estate agent who just turned a blind eye on the suspicious circumstances of

these property transactions.
Key Message

This case illustrates that unusual property transactions would be an indicator for
money laundering. The estate agent should made a suspicious transaction report to

the BFIU.

Example 4: Direct purchase of property to launder crime proceeds by family

member

Mr. B in Country S was the leading member of a syndicate involving smuggling of
refugees. From 1998 to 2003, Mr. B received 81 money orders for a total amount of
US$ 40 million from 14 different individuals from four foreign countries. This money
was believed to be derived from organizing illegal migration. The main portion of this
money remained in Country S and was used for investment into real estate and was
also distributed among other syndicate members. In 2000 alone, Mr. B’s wife who
did not file an income tax statement for that year used US$ 14 million to buy real
estate. Investigation revealed that Mr. B and Mrs. B had made transactions
representing several times their apparent incomes. They were finally charged and
convicted, in connection with the amount of US$ 40 million, for organizing illegal

migration.

The case showed the following patterns:

() Very high fees were paid for the money transfers which could have
been executed at much lower costs; such economically illogical
transactions are, as a rule, highly likely to be connected with money
laundering; and

(i) The monies spent by Mrs. B to buy real estate amounting to US$ 14
million did not originate from her, but was given to her by Mr. B, who
received it for organizing illegal migration. In the real estate purchase
contract, the buyer was Mrs. B. That was to conceal the source and

the real beneficiary of the dirty money.
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3.4

Key Message

This case illustrates that the purchase of real estate by relatives of criminals is not

uncommon as a practice for money laundering.

Dealers in Precious Metals or Stones

Precious metals and stones, particularly gold and diamond, offer the advantage of
having a high intrinsic value in a relatively compact form. They can be “cashed”
easily in most areas of the world. Hence, they are vulnerable to be used in money
laundering for their ease to be hidden and transported. Terrorist groups have
engaged in the gemstone trade for a long time. Historically, they engaged
extensively in the profit-making trade in diamond, tanzanite, amethyst, ruby and
sapphire. However, according to recent intelligence, gemstones, diamonds in
particular, are being used as a way of storing terrorist assets outside the formal
financial sector. The aim is no longer only in turning a profit but also acquiring as
many stones as possible with crime proceeds that are being kept out of banks and

businesses.

3.4.1 Suspicious Activity Indicators for retail market

(i) Incommensurate background of buyer (e.g. profession and age of buyer
versus value of transaction and type of precious stones and metals

involved);

(ii) High value transactions conducted in cash but not in other popular and safe

methods of payment (e.g. credit card or cheque);

(iii) Unusual payment method (payment by negotiable instruments in bearer
form, e.g. travelers cheques and payment orders so that the source of fund

cannot be traced);
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@iv)

)

(vi)

Unusual buying behavior/pattern (e.g. repeated purchases of luxury

products without apparent reasons);

Unusual behavior of the person or persons conducting the transactions (e.g.

unusual nervousness); and

Request for over/under-invoicing of purchases.

3.4.2 Suspicious Activity Indicators for wholesale market

0

(i)
iii)
@iv)

)
(vi)
(vii)

Incommensurate background of buyer/seller (e.g. profession and age of
buyers versus value of transaction and type of precious metals and stones

involved);
Unknown business background of buyer/seller;
Transactions conducted by third party (e.g. under a power of attorney);

Transactions conducted by shell company/ offshore company (business

address/ registered in a tax haven e.g. British Virgin Islands);
Unknown source of precious metals/stones;
Unknown purpose of transactions;

Buyers/Sellers apparently not having reasonable expertise/experience in the

precious metals/stones sector;

(viii) Abnormally low pricing or with substantial discount in order to speed up

(@)
)
(xi)

transactions;
Large amount transaction from an unfamiliar dealer;
Request for over/under-invoicing of purchases;

Unusual payment method (payment by third party/ payment by negotiable
instruments in bearer form, e.g. travelers cheques and payment orders, so

that the source of fund cannot be traced);
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(xii) Buyers/Sellers refuse to use other means of payment other than cash, while
cash may be in foreign currencies (or in different foreign currencies) without

apparent reasons; and

(xiii) Unusual business pattern (e.g. business transactions of a particular dealer
are rather frequent when compared to the trading history or to that of other

dealers/a sudden increase in the trading volume without apparent reasons).

3.4.3 Some case examples:
Example 1: Retail gold purchases serve as direct method of laundering

A foreign national bought 265 ingots of gold with a total value of about US$2.5
million and paid in cash in Country X. These transactions took place over a period of
18 months. The buyer, who did not have a bank account, alternated temporary jobs
with periods of unemployment, claimed that he was acting on behalf of a third party,

who was probably involved in organized and serious crimes.
Key Message

This case illustrates the direct purchases of precious metal by a buyer of

incommensurate background to disguise the source of crime proceeds.

Example 2: Direct purchase of precious stones with crime proceeds

A lawyer of Country Y absconded with millions of US dollars from his “client escrow”
account. Investigation revealed that part of these funds was used to purchase loose

diamonds and jewellery from a local jeweler in Country Y.
Key Message

This case illustrates the use of direct purchase of precious stones to launder the
crime proceeds. In particular, it shows the way for an absconder to conceal and

move the proceeds of crime across different countries.

25



Example 3: Diamond trading used as a cover for laundering illicit funds

A company in Country Z, with its registered office in an offshore centre and diverse
businesses, encompassed diamond trading. The account of this company in Country
Z was found to have numerous international funds transfers in foreign currencies
originating from a tax haven. The funds, in very large sums, were then
systematically and immediately withdrawn in cash. These withdrawals were made in
large denominations of foreign currencies by the authorized signatory of the account
who was the director of a number of companies which were also active in diamond
trading. Given the regularity of these systematic fund flows, which were deviated
from the usual practice in the diamond sector, it appeared that this account was only
used as a channeling account with the aim of disguising the origin and ultimate
destination of the funds. Upon investigation, the funds were found to be associated

with illicit activities.

Key Message

This case illustrates that the diamond trading may be used as a smokescreen for the

laundering of crime proceeds.
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3.5 Trust and Company Service Providers

Trust and corporate entities provide the basis for a range of economic activities in
modern economies. Although they have many legitimate applications (such as
business finance or estate and tax planning), they can be misused by criminals for
illegal purposes such as hiding the ultimate beneficial ownership of assets,
legitimatizing the integration of crime proceeds with the financial system, or
layering of crime proceeds through various forms of investment such as in the

stock market.

Trust and corporate structures may be set up by terrorists and used wholly or partly
for financing of terrorist activities. Trust, for example, may be established for

charitable purposes and subsequently misused to finance terrorist activities.

Trust and company service providers are under AML/CFT regulations— when they
prepare for or carry out transactions for a client concerning the following activities:

acting as a formation agent of legal persons;

acting as (or arranging for another person to act as) a director or secretary of
a company, a partner of a partnership, or a similar position in relation to
other legal persons;

providing a registered office, business address or accommodation,
correspondence or administrative address for a company, a partnership or
any other legal person or arrangement;

acting as (or arranging for another person to act as) a trustee of an express
trust or performing the equivalent function for another form of legal
arrangement;

acting as (or arranging for another person to act as) a nominee shareholder
for another person.

3.5.1 Suspicious Activity Indicators
The following are some indications of potentially suspicious activities:
(i)  Multi-jurisdictional and/or complex structure of corporate entities and/or

trusts are established without valid grounds;
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Q)

iii)
@iv)

)
(vi)

(vii)

Payments (local or foreign) are made or received without a clear connection

to the actual activities of the corporate entity;
Use of off-shore bank accounts without legitimate economic necessity;

Customer’s unwillingness or refusal to provide information/documentary

proof on himself/herself or beneficial owner(s) of trusts/ companies;
Sources and/or destinations of funds are unknown;

Transactions are heavily cash-based which should normally be carried out

through other payment facilities;

Customer’s background is not commensurate with the value of transactions

carried out by the customer or on behalf of the company;

(viii) A company is established primarily for the purpose of collecting funds from

(@)

)

various sources which are then transferred to local/foreign bank accounts

that have no apparent ties with the company;

Incorporation of a company by a non-resident with no links or activities in

the jurisdiction where the company is established; and

The money flow generated by a company is not in line with its underlying

business activities.

3.5.2 Some case examples:
Example 1: A structure of trusts misused for fraud

Mr. X was a trust service provider in Jurisdiction A. He established a number of
domestic trusts to carry out a fraud scheme, defrauding over 500 investors of about
US$ 56 million. The scheme involved Mr. X, in the name of the domestic trusts,
wiring large amounts of money to domestic and off-shore bank accounts. The money
came from the 500 odd innocent investors who were convinced to form trust
organizations and to place their savings into these trusts, which were tied to the off-
shore bank accounts. The investors were promised favorable returns and reduced tax

liabilities as the money was deposited into off-shore bank accounts. Once the
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investors put in their money to the trusts, Mr. X would inform them that the money
would be managed by an international investment agency. In fact, this has never

happened and Mr. X and his associates defrauded the trust owners (investors).

Key Message

The above case illustrates that a structure of trusts together with off-shore bank
accounts can give the appearance of a legitimate purpose, which can then be used to

lure investment from innocent third parties for illegal purpose.

Example 2: Overseas trust to mask the beneficial owner of assets

An overseas resident (Mr. Y) living in Jurisdiction B opened a bank account for the
purpose of receiving a substantial transfer from Jurisdiction C. The transfer
originated from the closure of a bank account of an overseas trust, which has been in
existence for one month and managed by lawyers in Jurisdiction C. As soon as the
money was credited to the newly-opened bank account, Mr. Y requested to withdraw

the amount in cash and close the bank account.
Key Message

The beneficial owner of the substantial sum of money was masked by the overseas
trust. If the lawyers in Jurisdiction C have performed proper “customer due
diligence”, the reasons for forming the trust and its subsequent closure should
trigger suspicion for filing a “Suspicious Transaction Report” with the competent

authority concerned.
Example 3: Corporate vehicle misused to channel bribes

A railway builder (Company Z) in Jurisdiction K has employed a law firm to form a
complex structure of companies so that bribes can be transferred through these
companies’ bank accounts to officials in various other jurisdictions to thank them in
“facilitating” the award of contracts to Company Z. Whilst there was no legitimate

business in these series of companies, the overseas money transfers were
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substantial. After the bribes were transferred, the companies and their bank

accounts became dormant.
Key Message

Corporate vehicles were used to channel bribe payments so as to veil the connection

between the party which offers bribe and their ultimate recipients.
Example 4: Multi-jurisdictional corporate structure to launder money

Mr. B traveled to Jurisdiction M and went to Notary A to set up a company solely for
the purpose of buying real estate. The shareholders of the company were family
members of Mr. B, who also resided abroad. Shortly after incorporation, Company X
bought a luxury detached house in Jurisdiction M. The property was paid by several
transfers from an overseas Company Y. Despite repeated requests, Mr. B refused to

provide details of Company Y to Notary A.
Key Message

Multi-jurisdictional corporate structures and international movement of funds are
readily available vehicles to conceal the source of money for investment and the

beneficial owner of the assets.
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4.1

Chapter 4

Compliance Programs for DNFBPs

Introduction

A DNFBP is required to establish a complete compliance programs deterrent to the
AML/CFT and also need to monitor the effective implementation of such compliance
program in line with the local law which illustrates in this Guideline. Such compliance
program devised by the relevant policies, procedures, processes and controls
designed to prevent and detect potential money laundering, terrorist financing and

related crimes. A complete compliance program includes-
Commitment for Compliance Regime;
Risk Assessment;
Customer Due Diligence;
Record keeping;
Training and awareness;
Employee screening;
Detection of unusual and/or suspicious transactions;
Monitoring and Reporting; and

Internal Controls.

4.2 Commitment for AML/CFT Compliance Regime :

A DNFBP should have a strong commitment to comply with the local AML/CFT laws
and regulations. They have to designate a Compliance Officer/Focal Point for
prevention of money laundering and terrorism financing issues. Compliance
Officer/Focal Point will be responsible to implement AML/CFT laws and regulations

within the institutions.
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4.3 Risk Assessment

A DNFBP should adequately assess its AML/CFT risks in relation to its clients, its
business, products and services, geographical exposures and appropriately define

and document its risk-based approach. It should-

Understand what money laundering and terrorist financing is and the potential
the business to be misused by money launderers and those involved with

financing terrorism.

Identify the risks associated with its business, products and services that are

provided to its clients.

Assess the risks related to such business, products, services and geographic

areas
Understand the general and specific ML and TF risks faced by the business.

Take steps to manage the identified ML and TF risks, including action to

mitigate the risks and apply measures that are commensurate with the risks.

Maintain a record of the nature and scope of the risk assessment and the

management of those risks.

The BFIU will, from time to time issue separate guidance on implementing the ‘risk-
based approach’ for specific business sectors and professions. ML and TF risk
assessment and risk mitigation within your business will also be subject to
compliance inspection under the BFIU compliance and supervision functions of the
BFIU.

4.4 Client Due Diligence (CDD)

A DNFBP required identifying its clients properly and maintaining client identification
records including reliable documentation; which is essential part of Know Your
Customer (KYC). Such client identification records will require to be made available

to BFIU or to any Competent Authority promptly upon request.
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4. 4.1 Identification of clients

4. 4.1.1 A DNFBP should identify and verify the identity of a Client that is a natural
person, using relevant and reliable independent source documents, data or
information (ldentification Data). If the client is not a natural person the
DNFBP should also have to identify and verify the name, address and legal
status of the client by obtaining proof of incorporation issued by the relevant
authority, or similar formal evidence of establishment and existence. A

DNFBP should also need to undertake followings-

0 A DNFBP required to verify the identity of any person acts as a client.
This include full details of a customer of DNFBPs irrespective
of individual or entity, one or more photo ID documents or

registration/Zincorporation certificates, contact details etc.;

0 A DNFBP required to verify any person purporting to act on behalf of
the client who is also known as the beneficial owner. A DNFBP
required to take reasonable measures to verify the identity of
the beneficial owner using identification data obtained which

recognizes who the beneficial owner(s) are; and

0 A DNFBP recommended to understand the ownership and control

structure of the client;

0 Establish and record the purpose and intended nature of the

business relationship; and

o0 A DNFBP is required to ensure that identification data is kept up-to-
date and may review the records of higher risk customers or

business relationships as appropriate.

4.4.1.2 A DNFBP is required to, at a minimum, collect one piece of formal
identification which have been certified appropriately and one formal
document that will verify the physical address of the client. Where
the client is a legal person, a DNFBP is recommended to require
documentary evidence of the continuing existence of the legal
person (good standing certificate) and a certified copy of acceptable

identification and address documentation to verify the address.
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4.4.1.3 Regarding various individuals and entities, it is recommended that DNFBP

should know prior to establishing customer relationships-
A.) Who is this person?
B.) What type of activity does he/she want to conduct with my company?
C.) What type of pattern of activity can | expect?
D.) Is he/she representing a third party?

E.) How can | verify the information presented to me?

4.4.2. Timing of CDD

CDD obligations (Know your customer and its business, record keeping)
vary from one to another agency under Reporting Organizations included as
DNFBPs. Some business needs to comply with KYC requirements in every
transaction, where some other needs to comply with KYC after a certain
threshold of transaction. KYC requirements will be applicable for different

organizations under DNFBPs are as follows:

» Real Estates Developers: When they are involved in transactions for a client

concerning the buying and selling of real estate, they need to conduct CDD.

» Dealers in Precious Metals or Stones: When they engage in any transactions with

any customers equals to or above taka 10 lakhs, they need to conduct CDD.
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» Lawyer, notaries other legal professions: When they prepare for or carry out

transactions for their clients concerning the following activities, need to conduct

CDD:

» Trust

buying and selling of real estate;

managing of client money, securities or other assets;

management of bank, savings or securities accounts;

organization of contributions for the creation, operation or management of
companies;

creation, operation or management of legal persons or arrangements, and
buying and selling of business entities.

and company service providers: when they prepare for or carry out

transactions for a client concerning the following activities:

acting as a formation agent of legal persons;

acting as (or arranging for another person to act as) a director or secretary of
a company, a partner of a partnership, or a similar position in relation to
other legal persons;

providing a registered office, business address or accommodation,
correspondence or administrative address for a company, a partnership or
any other legal person or arrangement;

acting as (or arranging for another person to act as) a trustee of an express
trust or performing the equivalent function for another form of legal
arrangement;

acting as (or arranging for another person to act as) a nominee shareholder
for another person.

Apart from the above, a DNFBP is required to undertake satisfactory CDD measures

when:

o0 There is any suspicion of money laundering , terrorist financing; or

o The DNFBP has doubts about the integrity or adequacy of previously

obtained client identification data.

o Updating the CDD information on an annual basis
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4.4.3 Enhanced Due Diligence (EDD)

A DNFBP should perform enhanced due diligence (EDD) for higher risk categories of

customers, business relationships or transaction.

A DNFBP required to conduct enhanced due diligence (EDD) measures when there is
a suspicion of Money Laundering, Terrorist Financing or Fraud activity, or where high

risk circumstances are identified.

4.4.4 ldentifying and Dealing with Politically Exposed Persons (PEPSs)

4.4.4.1 As per FATF, PEPs refers

PEPs are individuals who are or have been entrusted with prominent public
functions of a foreign country, for example Heads of State or of government,
senior politicians, senior government, judicial or military officials, senior
executives of state owned corporations, important political party officials.

The definition of PEPs is not intended to cover middle ranking or more junior
individuals but it also cover the family members and/or close associates of a
PEP. Another important thing is that not only client, a PEP but also may be a
beneficial of an account.

4.4.4.2PEPs account or transaction must be marked as High Risk and need to

consider Enhanced Due Diligence (EDD) measures for them.

4.4.5 Ongoing Due Diligence

A DNFBP required to conduct ongoing due diligence on the business relationship and
apply scrutiny to transactions undertaken throughout the course of that relationship
to ensure that the transactions being conducted are consistent with the DNFBP’s
knowledge of the particular clients, their business and risk profile, including, where

necessary, the source of funds.
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4.4.6 Non face —to — face customer

When conducting non-face-to-face business with clients that have not been
physically present; for the purposes of identification and verification, a DNFBP is
advised to have policies, procedures, systems and controls in place to manage
specific risks associated with such non-face to face business, relationships or

transactions.

4.4.7 Reliance of Third Party

A DNFBP may outsource the technical aspects of Compliance process only to qualified
service providers duly regulated and supervised in the country where they are based

and incorporated, as long as such outsourcing allows for:

0 The DNFBP to promptly obtain from the Compliance Service Provider

the CDD information; and

o The DNFBP’s ability to obtain copies of Identification Data and other
relevant documentation relating to CDD requirements promptly upon

request.

o In that case ultimate responsibility for client identification and
verification, and any other outsourced function, is that of the DNFBP
regardless of the arrangements entered with any Compliance Service

Provider.

4.4.8 Suspicious transaction/activity monitoring & Reporting

A DNFBP is required to monitor routinely to detect suspicious activity, and is
recommended to, at a minimum; examine the background and purpose of the

following, regardless the amount involved:

Complex or unusually large transactions, which have no apparent visible

economic or lawful purpose.

Transactions outside the usual pattern of the client’s activity as known to the

DNFBP.
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Transactions that are deemed to be of high risk with regard to a client or
business relationship, or as they relate to high risk geography, products or

services.

Transactions, clients, or business relationships that cause the DNFBP to have

reasonable grounds to suspect money laundering, terrorist financing.

Note that reporting obligation of STR will be only applicable when the
DNFBPs are engaged in the specified transaction or activities as mentioned
in paragraph 4.4.1.2 of this Guideline.

All reports of suspicious transaction should be filed as per the format in the
Annexure-1 or circulars issued by BFIU from time to time. All reports to be sent to
the address below:

General Manager

Bangladesh Financial Intelligence Unit (11th Floor)
Bangladesh Bank

Head Office, Motijheel

Dhaka-1000

4.4.9 Cash Transaction Report (CTR)

Cash_ Transaction Reportin CTR) obligation is_only applicable for few
DNFBPs. For example, in Bangladesh, dealers in precious metal and stones

and real estate developers are required to submit Cash Transaction Report
CTR).

Such reporting is also threshold basis. While any dealers in precious metal
and stones and real estate developers are engaged in cash transaction equal
or over taka 10 lakhs, they need to submit Cash Transaction Report (CTR).
BE1U will supply the reporting format from time to time.

4.4.10 Other issues

4.4.9.1 Ensure it is aware of new or developing technologies that might favor
anonymity and take measures to prevent their use for the purpose of Money

Laundering, Terrorist Financing.
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4.5

4.4.9.2 A DNFBP should in place a screening mechanism whether the name
of the client (individual or entity) listed under United Nations
Security Council Resolution 1267 and its successors, 1373, 1540,
1718, 1737. A DNFBP should also consider such local sanction list as
provided by BFIU or GoB.

4.4.9.3 If a DNFBP identify any name of a prospective client mentioned the above
paragraph, it should not entertain that relationship and immediately notify
the matter to BFIU. If the persons or entities mentioned in the above
paragraph are found as a client, a DNFBP should immediately freeze
that account without delay, where applicable, without prior notice
and immediately notify BFIU.

4.4.9.4 DNFBP should also respond with any counter measures on any individuals,
groups or entities or states, called by FATF or by international competent
authorities.

Non —Disclosure of Reporting

DNFBPs, their directors, officers and employees (permanent and temporary) are
required not to disclose to the subject or any person other than one with a legitimate
right or need to know, the fact that a STR/SAR or related information has been or
will be reported as per section 6 of MLPA, 2012.

4.6 “Safe Harbor” provisions for reporting

MLPA, 2012 encourage DNFBP to report suspicious transactions/activities by
protecting them and their employees from any criminal and civil suits when they
report suspicious transactions/activities in good faith to competent authority i.e.
BFIU. Section (28) of MLPA, 2012 provides the safe harbor for reporting. However, if
a DNFBP fail to report STR/SAR they will be subject to punishment under section 25
(2) of MLPA, 2012.

4.7 Regulatory Cooperation

Where a DNFBP receives a request for information from any Competent Authority
regarding enquiries into potential Money Laundering, Terrorist Financing or related

activity carried on, A DNFBP is required to respond promptly.
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When a DNFBP receives request for cooperation from competent investigating
authority, it required to provide assistance as law permit.
However, any failure to cooperate with BFIU and/or fail or refuse to provide

assistance to the competent law enforcement agencies is punishable under MLPA,
2012.

4.8 Staff Awareness and Training:

A DNFBP is required to establish on-going and up-to-date relevant AML/CFT training
for their employee’s that appropriately covers their obligations under the laws,

regulations, policy procedures, processes and controls.

DNFBP is required to establish measures to ensure that employees are kept informed
of up-to-date risk vulnerabilities, including information on current AML/CFT

techniques, methods and trends.

A DNFBP is required to conduct training program for its 100% staff and also should
arrange refreshers training after a certain interval (eg.1/2year). Some cases, the
industry specific institutions may arrange training jointly or Self Regulatory
Organization (SRO) for example, Bangladesh Bar Association, Bangladesh Jeweler’s

Association, REHAB, ICAB may arrange training for their specific sectors.”

4.9 Record Keeping

A DNFBP is required to maintain all records collect through CDD process and on any
transaction for at least five years (5) years following the establishment of the
relationship or the completion of the transaction, regardless of whether the account

or business relationship is ongoing or has been terminated.

A DNFBP is required to maintain information (including training records and related
reports), correspondence and documentation for client identification and verification,
and associated due diligence for a period of at least five (5) years from the end of

the business relationship with the client or the last transaction conducted.
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Annexure -1

SUSPICIOUS TRANSACTION REPORT (STR)

(FOR DNFBPS)

A. Reporting Institution :
1. Name of the Institutions:

2. Name of the Branch (if applicable):

B. Details of Report:
1. Date of sending report:

2. Is this the addition of an earlier report?

3.1f yes, mention the date of previous report

C. Suspect Details :
1. Name of the client:

2. Client Code:

3. Nature of relationship:
4. Date of commencing:

5. Address:

6. Profession (in details):
7. Nationality:

8. Other business:
9. Father’s name:
10. Mother’'s Name:
11. Date of birth:

12. Contact: Mobile No/Email.
13. Bank account details (if known):
14. TIN (if known):

Yes | ] No |

D. Reasons for considering the transaction(s) / activity as unusual/suspicious?

a. || Identity of Clients

b. D Activity in client

C. D Background of Client

d. D Multiple/complex transaction
e. | | Nature of transaction

f. D Value of transaction

g. D Other reason (Pls. Specify)

(Mention summery of suspicion and consequence of events)
(Use separate sheet if needed)




E. Name of the associates and volume of transaction

(Mention summery of suspicion and consequence of events)
(Use separate sheet if needed)

Signature

(Proprietor/ Authorized officer)
Name :

Designation

Phone

Date

*please attached all relevant documents as far as possible.
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